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The Great Rehire

Be prepared for some bizarre interviews during The Great Rehire.

It’s funny how tech companies always do what other tech companies do. If one company puts a Ping-Pong table in the

breakroom, they all do. If Company A starts having catered lunches, they all do. If Company B puts TVs in conference
rooms, they all do. You'd think tech CXOs would be more creative, but they're not. From Ping-Pong tables to salad bars
to big layoffs to offshoring — they want to do what everyone else is doing. One company brought remote workers back
into their offices, and then every tech company brought their workers back into their offices. When one company
decides to rehire the people they laid off during The Great Layoff, they’ll all do it, and so will begin The Great Rehire.

I look forward to The Great Rehire. | like to see people gainfully employed. Employment gives us dignity, inde-
pendence, and opportunity. It stimulates the economy and can help everyone to thrive. I've helped dozens of
friends and acquaintances find work over the years and was happy to do it. | didn’t expect anything in return
except a "Thank you.” Everyone should pay it forward and build some good karma. You never know when you
might need to make a withdrawal from your karmic bank account.

The return to employment will likely come with lower salaries, fewer extravagant perks, and crazier interviews.
If you've participated in the interview process lately, you know precisely what I'm stating. Interviews have
become more than a little weird. First, there’s the screening interview to prove that you're a real person and
possess a few basic “weed out” skills, which separate those who toss their résumés into the wind to see if any
stick from those who are at least minimally qualified. The second interview is likely with an audience of one:
The hiring manager. They will ask you questions about your career goals, specifics about your job history and
skills, and perhaps a few open-ended questions to construct a personality profile to see if you're a good fit for
the organization.

If you are granted a third interview, it's with the team. They will ask you the tough questions. They want to see
how much you know and how much you don’t know, as well as how you answer their questions. The problem
with the team interview is that you never know the team’s collective agenda. Are they looking for a leader, a
follower, someone compliant, a go-getter, or someone who fits into the group’s dynamic and demographics?

You might be asked to complete one or more tasks to secure your continued status as a candidate. These tasks
might include developing a tutorial, writing a script, or creating a presentation for the group. It might sound
pretty standard, but some requests can be crazy in scope or content. For example, one group asked me to work
through installing their product and then write a complex shell script with no real-world application. Another
asked me to write a tutorial for feeding my pet lion while out on personal leave. Another asked me to write
how to deploy a simple application on a Docker container. The team that asked me to write the Docker tutorial
wanted some discussion of Kubernetes in the how-to, although that requirement wasn’t included in the task
description, nor was it required for the tutorial.

Those weren’t the only tasks given to me, but they're the most extreme examples. | often wondered if every candidate |
competed with received the same tasks that | did, but I've heard stories from other job seekers that my tasks were tame
and silly compared with some of the ones given to them. I'm unsure why torturing a job candidate is necessary, but it is
the new normal. If you successfully navigate through your interviews and task assignments, you'll receive either a job of-
fer or a note stating, “While your skills are quite impressive, we've decided to go in a different direction.”

Good luck if you're looking to re-enter the job market rather than start your own business, explore your dreams,
or make a career change. Polish your résumé, hone your skills, omething new, and prepare for a rough
ride. The Great Rehire will soon be upon you.

Ken Hess ¢ ADMIN Senior Editor e
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Software-Defined Acorn 46 Graphical Docker
Networking Deploy applications in Managers

The history, technical hypercomplex Kubernetes Thanks to graphical management
underpinnings, and possible constructs in seconds. interfaces for Docker, even
future standards of software- newcomers can set up container
defined networking for 56, loT, 22 antMan environments without extended
and edge computing. Discover the advantages and training.

disadvantages of turning a bare
metal system into the core of an 54 Portainer

antMan cloud and whether the A graphical management
free Community Edition and its interface makes it easy to deploy
limitations will work in your case. containers, relieving you of
huge amounts of routine work
26 Nikto you would normally have to
Check your web servers for known handle with Docker, Podman,
vulnerabilities. or Kubernetes; however, the
Portainer licensing structure
30 SPIFFE and SPIRE leaves something to be desired.

Improve reliability and securit
by taking the responsibility
for identity creation and

management away from .
. individual services and
workloads 60 Google Tsunami
[3_Welcome| Security scanners detect errors
38 Warewulf 4 that typically signal danger and
[97 __Back Issues A cluster management and output alerts. We look into how
98 Call for Papers provisioning platform installed you can get Google Tsunami up
with a compute node is not and running and even write the
really an HPC cluster; you need required plugins yourself.
to ensure precise time keeping
and add a resource manager. 64 Security Onion
@adminmagazine Discover this comprehensivg
security suite for intrusion
o @adminmag detection that involves
surprisingly little work.
@ ADMIN magazine 70 Trivy
] ] This open source tool provides
@ @adminmagazine information for container and
software security.
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Software-defined networking for the future

New projects out of the Open Networking Foundation provide
a glimpse into the 5G network future, most likely software
based and independent of proprietary hardware.

(] Highiights

80 Auditing Changes in AD

Attacks detected early

can at least be contained.
Changes in AD can be
monitored and documented
with built-in tools

86 Docker Best Practices

Docker Desktop, Portainer,
and Yacht are three graphical
management solutions for
developing containerized
applications or running them

92 Passkeys
By implementing the passke
process, Apple, Microsoft,
and Google are taking a
major step toward replacing
passwords.

to obtain optimal results.

. Nuts and Bolts - On the DVD

74 10 Ansible Tricks
Ansible is considered by far the
most practical automation tool,
but in many places, quirks make
life with the tool unnecessarily
complicated.

Docker Best Practices
Whether you are developing
containerized applications or
running them, observing best
practices helps to obtain optimal
results.

80 Auditing Changes in AD
Monitoring with built-in Windows
tools can prevent the worst from
happening after an attempted
attack.

84 NetworkManager
Changes
The current version of
NetworkManager introduces
some changes to this de facto
standard for configuring the
network stack on Linux. We lookK
at the configuration changes
you need to make to keep the
network running smoothly.

90 MIT Kerberos Library
The Kerberos protocol makes the
process of logging in to a service
completely transparent to the
user. The MIT Kerberos library letg
you implement different security
requirements for individual
services

92 Authenticate with
Passkeys
Passwords are becoming a thing
of the past. We look into the basic
weaknesses of passwords, explain
what passkeys are all about, and

assess their practicality.

94 Perf Dojo
We inspect SD card performance
in single-board computers to
reveal this platform's weak spot.

Kali Linux

The new release comes with new tools
and has been added to Raspberry Pi
Image. The distro does not have a GUI
or any tools pre-installed; however, you
can get the default toolset (kali-linux-
default) or any other metapackages [1]
and install a desktop environment [2].

Additional Resources
[1] Metapackageq.https:/7www.kali.org/
|docs/general-use/metapackages/|

[2] Setting Up RDP with Xfce:
https://www.kali.org/docs/general]

KALILINUK
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ADMIN News

News for Admins

Tech News

StarlingX 8.0 Edge Platform Announced

Version 8.0 of the StarlingX [[https://www.starfingx.io/software/) open source cloud platform has been
released. The platform is designed for edge computing and IoT and is optimized for high-perfor-
mance applications.

StarlingX is an OpenlInfra [(https://openinfra.dev/) project that provides “a container-based infra-
structure for edge implementations in scalable solutions that is ready for production now,” according
to the website. It features “a Horizon GUI and a CLI to manage the inventory of CPUs, GPUs,
memory, huge pages, crypto/compression hardware, and so forth.”

“Beyond integrating well-known open source components, such as OpenStack modules, Kubernetes,
Ceph, OVS-DPDK, and so forth, the community is working on new services to fill in the gaps in
the open source ecosystem to enhance deployment, maintainability, and operation of the software
components,” the announcement says.

Synopsys Report Shows “Alarming” Increase in High-Risk Vulnerabilities

High-risk vulnerabilities have increased at an “alarming” rate in the past five years, according to the
eighth edition of the Open Source Security and Risk Analysis (OSSRA) report [(https://www.synopsys.com/]
[software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html) from Synopsys.

Since 2019, “high-risk vulnerabilities in the Retail and eCommerce sector jumped by 557%,” the
report states. “Comparatively, the Internet of Things (IoT) sector, with 89% of the total code being
open source, saw a 130% increase in high-risk vulnerabilities in the same period. Similarly, the
Aerospace, Aviation, Automotive, Transportation and Logistics vertical was found to have a 232%
increase in high-risk vulnerabilities.”

The report, which includes recommendations to help teams reduce risks associated with
both open source and proprietary code, says the first step “involves a comprehensive in-
ventory of all software a business uses, regardless of where it comes from or how it's
acquired” — in other words, a Software Bill of Materials (SBOM) [https://www.fosslife.org/|
[how-sboms-strengthen-software-supply-chair).

“This is a foundational strategy towards understanding and reducing business risk by defending
against software supply chain attacks,” says Jason Schmitt, general manager of the Synopsys H

Software Integrity Group.

Akamai Connected Cloud Announced

Akamai has announced Akamai Connected Cloud, a “massively distributed edge and cloud plat-
form for cloud computing, security, and content delivery.”
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The new initiative, which includes development and deployment capabilities stemming from the ac-
quisition of Linode, represents “the culmination of our strategy to build the cloud platform for today and

for the future,” according to Adam Karon [(https://www.akamai.com/blog/cloud/akamai-connected-cloud-most-dis{
tributed-cloud-platform), COO and General Manager of Akamai’s Cloud Technology Group. Features include:

¢ Three new core cloud computing sites in the US and Europe
¢ Fifty planned distributed sites

® New ISO, SOC 2, and HIPAA standards compliance

® Aggressive pricing

“Akamai Connected Cloud is a continuum of compute from core to edge, paired with our security,
CDN, and 24/7/365 support. This will enable you to more efficiently build, deploy, and secure per-
formant workloads that require single-digit millisecond latency and global reach,” Karon says. See
details at the Akamai website [[https://www.akamai.com/).

LibreOffice 7.5 Released

The Document Foundation has announced [[https://blog.documentfoundation.org/) the general availabil-
ity of LibreOffice 7.5 Community edition for Linux, Windows, and macOS.

This latest version of the popular free and open source office suite offers many new features and
improvements, including:

® Major improvements in dark mode support
* Better bookmark handling

e Improved PDF export

e Data tables now supported in charts

e Customizable table styles

A complete description of the new features is available in the Release Notes [[https://wiki.document{
foundation.orq/ReleaseNofes/7.5)), and the release can be downloaded now from [CibreOffice.org
[https:/7www.libreoffice.org/download/download-libreoffice/]) .

Want to improve your LibreOffice skills? Check out LibreOffice Expert [https://shop.linuxnewmedia.
com/us/magazines/special-editions.html), a special issue that includes tutorials on all the core tools of the

LibreOffice suite. Order your copy (https://shop.inuxnewmedia.com/us/magazines/special-editions.html) today!

Red Hat Enterprise Linux Now Available on Oracle Cloud

Red Hat and Oracle recently announced [(https://www.businesswire.com/news/home/20230131005412/en/Redq

Hat-and-Oracle-Expand-Collaboration-to-Bring-Red-Hat-Enterprise-Linux-to-Oracle-Cloud-Infrastructure) a new col-
laboration making Red Hat Enterprise Linux (RHEL) available through the Oracle Cloud Infrastruc-
ture (OCI). Additionally [[https://blogs.oracle.com/cloud-infrastructure/post/red-hat-enterprise-linux-supportedy
[oci), Oracle says, “OCI is now a member of Red Hat’s Certified Cloud and Service Provider (CCSP)
program and can be found in the Red Hat Enterprise Linux Ecosystem catalog.”

This means that "starting today, customers can deploy Red Hat Enterprise Linux on OCI and
receive full support for these certified configurations from both Red Hat and Oracle,” says Clay
Magouyrk, executive vice president, OCI.

The unlikely pairing, says Steven J. Vaughan-Nichols [(https://opensourcewatch.beehiiv.com/p/can-nowq
get-red-hat-enterprise-linux-oracle-cloud), “is something like Tesla partnering with GM to sell Tesla Model
S electric cars at GM dealerships. Unbelievable!”

Nonetheless, the collaboration means customers have more choice of operating systems to run
on OCI. For example, says Oracle, “you can now run the latest version of RHEL 7, 8, and 9 on
OCI’s most popular, current generation of virtual machine (VM) shapes.”

Wine 8.0 Released

The Wine team has announced the stable release of Wine 8.0 — a Windows compatibility layer for
Unix-based systems, including Linux, macOS, and BSD.
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According to the announcement [(https://www.winehg.org/announce/8.0)), this release represents a year of
development effort and more than 8,600 individual changes. It contains many improvements, with
“the main achievement” being the completed conversion to portable executable (PE) format.

“After four years of work, the PE conversion is finally complete: All modules can be built in PE
format,” the announcement says. “This is an important milestone on the road to supporting various
features such as copy protection, 32-bit applications on 64-bit hosts, Windows debuggers, x86
applications on ARM, etc.”

Wine 8.0 is available for download from the Wine website (https://www.winehg.org/)).

Veracode Report Tracks Security Flaws Over the Application Lifecycle

More than 74 percent of applications have at least one security flaw, according to Veracode’s 2023
State of Software Security [https://www.veracode.com/state-of-software-security-reporf) report. Additionally,
69 percent have at least one OWASP Top 10 flaw [https://owasp.org/www-project-top-ten/), and
more than 56 percent have at least one Common Weakness Enumeration (CWE) Top 25 flaw
[https://cwe.mitre.org/top25/archive/2022/2022 cwe top25.html).

Application scanning, the report notes, can help shed light onto the types of flaws that exist as
well as the occurrence of flaws over the application lifecycle.

“While over 30 percent of applications show flaws at the first scan, this number drops to ap-
proximately 22 percent shortly after, before rising to 30 percent again at four years. The number of
applications with new flaws then increases further to approximately 35 percent of applications over
four and a half years old,” the report says.

Although applications grow at about 40 percent per year, the report says, “that trend is not
matched by a commensurate number of new flaws. To the contrary, close to 80 percent of applica-
tions do not introduce flaws at all during this early life cycle phase.”

The report takes a deep dive into flaws occurring in Java, JavaScript, and .NET applications
while also offering common sense advice for improving security. Overall, being informed and then
vigilant is key, the report says.

Malware Remains Top Cause of Cybersecurity Incidents

Malware was responsible for 40 percent of confirmed cybersecurity incidents in 2022, as measured
by Orange Cyberdefense and detailed in a recent report. According to the Security Navigator 2023
report [(https://www.orangecyberdefense.com/global/security-navigator), “Network & Application Anoma-
lies” was the second highest incident type at 19 percent, followed by “System Anomalies” at 11.5
percent.

The report also states that “large” organizations (> 10,000) had five times more confirmed inci-
dents than small or medium-sized organizations. “In total large organizations were responsible for
72 percent of the confirmed incident count in 2022.”

The free, 64-page report details threats by type, industry vertical, and geographic region, along
with responses and insight about how to protect your organization. This information, says Laurent
Célérier, helps “identify the underlying trends that are being confirmed (for example, the unten-
able pressure of vulnerabilities, with an average patching time that we observe to be 215 days),
the technical and geographical evolutions (particularly in terms of ransomware), but also to study
the scope and impact of the major events that marked the past year, whether geopolitical (war in
Ukraine) or technical (Log4j crisis).”

Specifically, the report’s vulnerability scan data shows that:

¢ Twenty-eight percent of all findings are addressed in fewer than 30 days.
¢ Seventy-two percent of all findings take 30 days or more to patch.

¢ Fifty-two percent of all findings take 90 days or more to patch.

¢ The average age of findings is 215 days.

In terms of vulnerability management, the report also notes that “an average of 50 new vulner-
abilities are discovered every day so ... it’s impossible to patch them all.” What’s important, says
Mélanie Pilpré, is “focusing on the real risk using vulnerability prioritization to correct the most
significant flaws and reduce the company's attack surface the most.”

[WWW._ADMIN-MAGAZINE.COM ADMIN 74 o


https://www.winehq.org/announce/8.0
https://www.winehq.org/
https://www.veracode.com/state-of-software-security-report
https://owasp.org/www-project-top-ten/
https://cwe.mitre.org/top25/archive/2022/2022_cwe_top25.html
https://www.orangecyberdefense.com/global/security-navigator
http://WWW.ADMIN-MAGAZINE.COM

10

. FEATURE Software-Defined Networking

The history, technical underpinnings, and possible future standards of software-defined networking for
5G, loT, and edge computing. By Ariane Riidiger

Networks can be virtualized, just
like servers, storage, or entire data
centers. The technology is based on
developments at Stanford University,
and today, the Open Networking
Foundation is continuing the work
with new projects. Proprietary imple-
mentations are also available from
major vendors.

The principle is always the same: The
physical hardware and software are
separated, and functions previously
cast in hardware are implemented

in the software. The rewards of soft-
ware-defined networking (SDN) are
greater flexibility and a loosening of
vendor tie-in.

Providers and enterprises need to de-
sign and leverage technologies (e.g.,
remote, mobile, cloud and Internet of
Things (IoT), edge computing, virtual
reality, containers, microservices,
and service meshes) for flexibility.
The idea is to provide connections

or change quality of service (QoS) in

ADMIN 74

minutes, rather than months. Users
want additional functionality, such as
enhanced security, on demand and
only for specific data streams, time
periods, or routes and no longer want
to book and pay for these services
combined.

SDN Layer Model

The SDN approach requires a depar-
ture from hardware-based thinking. In
addition to the separation of software
and hardware, network virtualiza-
tion primarily means the separation
of data and control paths. Several
higher levels are implemented in the
network, from which the underlying
switches and routers (Layers 2 and 3
according to the network model) and
their connections and qualities of ser-
vice can be controlled. The aim here
is to provide optimum conditions for
all data and streams crossing the net-
work and effectively keep unwanted

intruders away from the data packets
in transport.

In SDN infrastructures, the applica-
tions lie above a control layer in the
context of network function virtual-
ization (NFV). The basic standard for
open SDN networking, OpenFlow,
only allows the definition of a data
pipeline (i.e., the path over which

a particular data packet or stream
flows). However, NFV means that
additional specific network functions
can be provided as applications on
the network - and in a vendor-agnos-
tic and decentralized way.

These applications can run on bare
metal, in containers, and on vir-
tual machines, which involves, for
example, granting access rights,
firewalling, encryption, and much
more. SDN also includes two inter-
faces. The northbound application
programming interface (API) sits
between the control and application
layers, whereas the southbound API

WWW.ADMIN-MAGAZINE.COM
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sits between the control and infra-
structure layers.

OpenFlow at the Beginning

The driving force behind the efforts to
develop virtualized and open network
structures (i.e., SDN) always has been
the major providers and cloud hyper-
scalers. These parties joined forces

in 2011 to form the Open Networking
Foundation (ONF) because their busi-
nesses suffered the most from the lack
of flexibility in earlier networking con-
structs, with hardware zoos and high
maintenance and personnel costs.

The ONF now has more than 200
members, and they are no longer ex-
clusively providers. The Foundation
continues to provide impetus for the
further development of SDN by initi-
ating and realizing projects for new
technical implementations. It also
cooperates with the Open Compute
Project (OCP), among others.

The initial ideas for the OpenFlow
interface, the first SDN standard,
came from Stanford University,
where a preliminary version was
presented as early as 2008. Version
1.0 was released in December 2009.
The interface allows an SDN control-
ler to reach beyond

Software-Defined Networking FEATURE .

to existing resources (e.g., those not
currently needed can be switched off).
Finally, SDN technology facilitates

the definition of and compliance with
service-level agreements.

Stratum Switching
Operating System

The phase during which ONF fo-
cused on OpenFlow is now over.
With the entrance of the new Stra-
tum project, the organization an-
nounced back in March 2018 its de-
parture from OpenFlow as the SDN
lead technology. Whereas OpenFlow
served as an interface to the forward-
ing layer and the router operating
system, Stratum is intended to merge
pipeline definition, configuration,
and operation (Figure 1).

Stratum defines a silicon-indepen-
dent, lightweight switching operating
system for SDNs. The first version
was launched in 2019 with a mini-
mal but ready-to-use distribution for
white-box switches. Stratum opens
access to various innovative SDN
interfaces, such as PARuntime and
OpenConfig. All told, these interfaces
make it easier to integrate arbitrary
systems into provider networks.

The current version of Stratum is
20.06. Certified switches are currently
available from APS Networks and
Edgecore. Chips that support Stratum
include the Broadcom Tomahawk
and Trident2, the Intel Tofino switch,
and Barefoot Networks, which Intel
acquired in 2019 and abandoned

in 2023. Non-certified supporting
switches are available from Dell,
Delta, Inventec, Quanta Cloud Tech-
nology (QCT), and Stordis.

The certified Edgecore AS7712-32X,
for example, can be rack mounted
and provides line-rate switching. The
device supports up to 32 connections
at 40 or 100GbE (aka GigE), 64 con-
nections at SOGbE, or 128 connec-
tions at 10 and 25GbE. The device is
suitable as a top-of-the-rack switch or
as a spine switch for connecting dif-
ferent spines.

ONF Projects

Most of the current ONF projects
target providers and their technology
needs, as well as exploit the techno-
logic capabilities of the 5G mobile
standard.

SDN-enabled broadband access
(SEBA), for example, is a platform

routers and switches,
which was previously
impossible.

SDN is controlled in
infrastructures by Open-
Flow with OpenFlow-

compliant SDN control- On-prem

Cloud / On-Prem

Cloud Mgmt. Platform

Fabric Apps
SDN Controller (ONOS)

lers implemented in
hardware or software.
OpenFlow has subse-
quently been imple-
mented by the major
cloud providers. ONF
also developed a stan-
dard for an open virtual
switch. Important ap-
plication areas of the
open SDN standard in-
clude infrastructure as a
service (IaaS), wherein
SDN technology fa-
cilitates rapid scaling.
Additionally, loads can
be efficiently assigned

(!

l‘#‘ I
(‘W

Access
(Wi-Fi, 56, Broadband)

Internet

Servers

Figure 1: Stratum runs as an operating system directly on the switching infrastructure.
© Open Networking Foundation
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for various virtualized access tech-
nologies at the edge of the pro-
vider’s core network and requires
relatively few resources. It supports
both provisioning broadband con-
nectivity to households and wire-
less connectivity back to the carrier
core. The technology routes traffic
directly to the core without having
to process virtual network functions
on the server. It works with contain-
ers and Kubernetes.

Virtual optical line terminal (OLT)
hardware abstraction (VOLTHA)
builds software that serves the same
purpose as broadband access equip-
ment. The approach is vendor ag-
nostic and disaggregated and allows
an arbitrary broadband service to be
provided as a service. So far, a control
and management system for passive
optical network (PON) hardware ex-
ists. Technology profiles for other ac-
cess technologies will be launched on
the market soon. In the northbound
(application) direction, VOLTHA ap-
pears to be an SDN controller for

a programmable Ethernet switch.
VOLTHA communicates with the PON
hardware over manufacturer-specific
protocols and matching adapters.
Certified products are available from
Adtran, Edgecore, Radisys, Sercomm,
and Zyxel.

Aether is an open source platform
that can be used to implement private
5G/LTE edge-to-cloud services. The
platform provides mobile connectiv-
ity and edge-cloud-managed services
at the edges of distributed enterprise
networks. The platform is designed
for multicloud deployment and en-
ables wireless connectivity in licensed
and unlicensed bands. Aether version
1.6 is currently available. Certified
products are available from Wiwynn
and Sercomm.

SD-Core is an integrated part of
Aether. The project implements a
disaggregated mobile core for 4G/5G
infrastructures for public clouds and
the distributed edge clouds connected
to them. The technology is a good

fit for both carrier and 5G enterprise
networks.

Externally, SD-Core presents con-
ventional 3rd Generation Partnership
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Project (3GPP) interfaces. In combi-
nation with Aether, SD-Core can be
deployed very quickly. The technol-
ogy can also be used as a standalone
4G/5G core or as a control and

data plane with customer-specific
requirements.

Open RAN (O-RAN) is an approach
to open remote access implemented
over a real-time radio access network
(RAN) intelligent controller (RIC).
The controller supports xApps that
implement higher network functions
such as handover, which used to be
handled by cellular base stations.

An open source RIC with near real-
time capabilities and some xApps are
being developed in the scope of the
SD-RAN project. The goal of the ap-
proach is to accelerate the spread of
O-RAN technology through the avail-
ability of interoperable components.
SD-Fabric builds on the use of pro-
grammable circuits and is a particu-
larly interesting project for corpo-
rations. SD-Fabric is a developer-
friendly and fully programmable full-
stack 5G network fabric that supports
future edge applications (e.g., for
Industry 4.0) and is manageable in
the cloud. SD-Fabric aims to develop
custom edge clouds.

To this end, the programmable
network resources are provided by
software-as-a-service (SaaS) APIs.
Developers can develop applications
for the edge that impose only a mini-
mal load on the CPU. Custom packet
processing can be deeply embedded
in network elements and application
functions accelerated by P4 functions
(more on this later) running on net-
work switches, programmable server
network interface cards (NICs), and
softswitches, boosting performance
while reducing costs and resource
requirements. SD-Fabric is also part of
Aether and connects all the hardware
of an Aether site.

Other Free ONF Projects

Open Network Operating System
(ONOS) is envisioned by ONF as the
next-generation SDN controller for
SDN and NFV deployments. Aligned
with the needs of carriers, ONOS

supports configuration and real-time
control of the entire network. As a
result, the network fabric no longer
needs to run protocols to control
switching and routing, and end users
no longer need to modify the data
layer when writing new applications.
ONOS includes the platform along
with a set of applications that act to-
gether as an extensible, modular, and
distributed SDN controller. New soft-
ware, hardware, and services are easy
to manage, configure, and deploy.
The architecture is resilient and scales
without limit.

ONOS bundles the best of each of
cloud, SDN, and NFV and can be
used to implement disaggregated
carrier transport networks, edge ap-
plications (e.g., central office re-archi-
tected as a data center, i.e., CORD),
and multitenant data center networks.
One practical implementation of this
principle is Trellis, a data center net-
work structure based entirely on the
spine-and-leaf principle with a mul-
titenant overlay built exclusively on
white-box, bare metal hardware.

P4 (programming protocol-indepen-
dent packet processors) is a domain-
specific open source programming
language for network devices. It de-
scribes how data plane devices (e.g.,
switches, routers, NICs, and filters)
process packets. The programs and
compilers are target specific. The
target hardware can be field-program-
mable gate arrays (FPGAs), program-
mable application-specific integrated
circuits (ASICs), or x86 computers.
P4 programs classify packets by their
headers and handle them accordingly.
P4 compilers generate metadata that
the control and data layers can use

to communicate with the P4Runtime
API. They also create an executable
file for the target data layer, in which
you can find the header formats and
actions of the target system assigned
to them. The P4 integrated network
stack (PINS) refers to the IT industry’s
concerted effort to enable legacy rout-
ers for SDN and make them accessible
for P4 programming, which requires
embedded control protocols such as
the Border Gateway Protocol (BGP).
Mininet is a development and test

IWWW.ADMIN-MAGAZINE.COM



http://WWW.ADMIN-MAGAZINE.COM

environment for SDN networks and
applications and is useful for working
on laptops. Mininet runs real code, in-
cluding standard *nix networking ap-
plications, the BSD Linux kernel, and
the Linux networking stack. Python
has an extensible API for network
building and experimentation. The
most important applications are the
rapid generation of SDN prototypes,
topology testing without a physical
network in place up front, and col-
laboration of multiple developers on
the same topology.

The Open Disaggregated Transport
Network (ODTN) project creates data
center interconnects with disaggre-
gated optical equipment in line with
open and widely used standards and
with open source software. Therefore,
optical white-box systems from dif-
ferent vendors can be combined on a
single platform, which makes it easier
for manufacturers to specialize on
just a few components, which in turn
reduces costs.

The Open Information Modeling and
Tooling (OIMT) project develops
open information models and related
software tools. It is suitable for de-
veloping software-defined standard
platforms, frameworks, and interfaces
that users need to control, manage,
and orchestrate SDNs.

Open Mobile Evolved Core (OMEC)

is developing a feature-rich, high-
performance, and scalable open
source evolved packet core (EPC) that

Software-Defined Networking

connects mobile subscribers to the
carrier infrastructure and the Internet.
EPCs provide authentication, roam-
ing, billing, and security functions in
the form of interconnected services.
OMEC is designed to help cope with
the myriad of new devices coming
online through 5G, IoT, and edge
computing.

The Open Transport Configuration
and Control (OTCC) project aims to
create configuration and control inter-
faces for interdisciplinary deployment
on SDN transport networks. These
interfaces are written with open
source software and software-defined
standards. The transport technologies
of network Layers 0 to 2+ can be
controlled, which also includes opti-
cal and microwave technologies.

XOS defines the highest level of service
control, which is the top layer over
various back-end service implementa-
tions, including virtual network func-
tions (VNFs) on virtual machines and
microservices in containers, as well as
SDN-based control programs that em-
bed functions in white-box switches.

Proprietary SDN
Technologies

Claiming that the entire market uses
open standards would be misleading.
Proprietary SDN implementations
are often found in corporate data
centers and on corporate networks,
as are hybrid implementations that

support SDN in parts of the network
and conventional networking mecha-
nisms in others.

VMware’s NSX is an example of pro-
prietary virtual networking specifi-
cally for the data center. Networks,
clouds, and application frameworks
can be connected. Networking and
security functions run on virtual ma-
chines, containers, or bare metal serv-
ers. In addition to switching and rout-
ing, features include firewalling, load
balancing, VPNs, gateway functions
for defining and connecting different
virtual networks, context-sensitive
microsegmentation, container secu-
rity, and multicloud operation. It also
includes an interface for setting up a
software-defined data center (SDDC),
a command line, automatic trouble-
shooting during operation, and more.
Cisco’s SDN concept for the data
center is called Application Centric
Infrastructure (ACI). The current ACI
version 6 is part of the Nexus Dash-
board Platform for Cloud Networking,
which provides rules-driven control of
cloud and multicloud environments.
The Cisco Application Policy Infra-
structure Controller (APIC) controls
and operates a scalable, multitenant
ACI fabric as a central, clusterable ap-
pliance. Its features include network
rule creation, management and appli-
cation, data-model-directed declara-
tive provisioning, and application
and topology monitoring, including
troubleshooting.

Site A
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Figure 2: Cisco ACI Remote Leaf helps enterprises connect a leaf switch at a remote site to the spine at headquarters and in turn extend
its management authority to the remote leaf. © cisco
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Integration with third-party services
is supported in Layers 4 through 7
with VMware vCenter and vReal-
ize; Hyper-V, System Center Virtual
Machine Manager, and Azure Rack;
and Open vSwitch, OpenStack, and
Kubernetes. The approach provides
a directory of ACI components and
their configurations and supports
the implementation of a distributed
framework across an appliance
cluster. ACI also manages the images
of spine-and-leaf networks (Figure 2).
The functionality of network clients,
applications, switches, and other
components is monitored, as are er-
rors, events, and performance. Ver-
sion 6 has improved scalability and
timing-critical features, among other
things.

The second important component of
ACI infrastructures is the Nexus 9000
series switches, which can be used to
build spine-and-leaf infrastructures.
The devices scale from 1 to 800Gbps
Ethernet. They are configurable ei-
ther for compatibility with earlier

. FEATURE Software-Defined Networking

generation NX switches or for ACI
environments. Different ACI networks
(pods) can be combined in an ACI
Multi-Pod, which is also an APIC-
controlled superimposed network.
The Microsoft variant of SDN, VNet,
lets admins configure SDNs in Azure
environments with Azure Stack HCI
(hyperconverged infrastructure) or
on Windows Server 2022 and 2019.
According to Microsoft, elements of
a Microsoft virtual network such as
the Hyper-V virtual switch, Hyper-V
network virtualization, load balanc-
ing, network controller and remote
access server (RAS) gateway are
designed from the ground up to be
SDN elements.

SDNs can be deployed through the
Azure network controller, load bal-
ancer, or gateway. Users can choose
which of the components they use.
The network controller is the central,
programmable automation point for
the entire management and configura-
tion of VNet. For example, it handles
microsegmentation of virtual local
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Figure 3: Arista CCF binds all SDN switching resources into a logical unit through the SDN

controller. © Arista Networks Inc.
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area networks (VLANs) and QoS
configuration. It can be implemented
either with SDN Express PowerShell
scripts or in the Windows Admin
Center. The software load balancer
uses BGP to switch virtual IP ad-
dresses to the physical network. The
gateway securely networks SDNs and
external customer networks over the
Internet and also uses BGP.

Arista’s SDN variant, Converged
Cloud Fabric (CCF), is designed to
enable a cloud-like working experi-
ence across an enterprise’s network
infrastructure (Figure 3). The con-
cept provides for three levels. At

the lowest infrastructure level, ap-
plications and data reside on virtual
machines (VMs), in containers, or on
bare metal machines. The next level
above is the switching infrastructure
with open switches. Arista has tai-
lored its operating system for its SDN
switches. Above this is Arista’s SDN
controller, referred to here as the CCF
controller. It has open interfaces to
various private cloud platforms, such
as VMware, Nutanix, VxRail, Kuber-
netes, OpenStack, and Microsoft. The
CCF controller serves as a central and
hierarchically implemented control
point and is deployed as a pair of
highly available hardware appliances.

Conclusions

With the spread of 5G and IoT, SDN
technologies will become even more
established in the market. ONF’s new
projects provide a glimpse into the
5G network future, which will most
likely be largely software based and
independent of proprietary hardware.
SDN technology is also spreading in
the industry, although proprietary
variants often have good chances be-
cause the providers are already famil-
iar to their client bases. [
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Acorn facilitates the deployment of apps in Kubernetes

Smart Assistant

Acorn promises to enable the deployment of applications in hypercomplex Kubernetes constructs in seconds.

By Martin Loschwitz

Distributors such as Red Hat and
SUSE have been working to turn
their large enterprise distributions
into container runtime environments
to outsource much of the hassle of
package maintenance to the vendors
of programs. In this and many other
places, the motto “Kubernetes first”
applies. Infrastructure as Code and
continuous integration/continuous
deployment (CI/CD) pipelines with
all kinds of automatisms, including
implicit error correction, are attractive
factors simply missing in conven-
tional deployment models.

For some admins, however, getting
used to the world of containers and
fleet managers quickly becomes a
nightmare. Kubernetes and the con-
tainer lobby promise that they will
make everything far simpler and
easier to manage. However, if you are
setting up Kubernetes (K8s) for the
first time and need a configuration
that is not provided in the default
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settings of the respective K8s distribu-
tion, you will find yourself at a com-
plete loss (Figure 1).

The same is true for rolling out apps
in Kubernetes itself: Anyone who

has had the pleasure of dealing with
custom resource definitions (CRDs),
third-party operators, and Kuber-

netes’ various storage and network-
ing methods is likely to lose faith in

Figure 1: Kubernetes is powerful, but it is also massively complex. The sum of
different technologies and functions that have formed around K8s in particular leaves

newcomers perplexed. © CNCF
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the service really making anything
easier - especially when the format
in which Kubernetes accepts resource
definitions with kubect] is not par-
ticularly intuitive or easy to penetrate.
Instead of being enthusiastic about
containers, many administrators feel
frustrated after their first attempts at
using K8s.

Enter Acorn, a tool that acts as a layer
between Kubernetes and the user,
replacing much of the complexity of
Kubernetes with sensible defaults.
The idea is that administrators will
have a sense of achievement within

a very short time, such as being able
to run an NGINX instance that takes
less than a minute to start. For this
purpose, Acorn comes with a kind of
internal build system and supports
special containers and integration
with external tools. Of course, the de-
velopers of the solution also make lib-
eral use of typical buzz phrases like
“secure by design,” which begs the
question: Is Acorn really the philoso-
pher’s stone when it comes to Kuber-
netes usability, or does the marketing
material for the product promise more
than the software itself delivers? In
this article, I introduce Acorn in detail
and take a closer look at the solution.

Packaging and Deployment

Francis Bacon postulated that to re-
ally know something is to know its
causes, and in the context of Acorn,
this insight proves true once again
because to understand Acorn, you
should block out the blah-blah from
the marketing departments and first
look at what Acorn seeks to be. In
this way, you can see what end users
and administrators can and cannot
expect from the software. In its own
documentation, Acorn describes itself
as a tool for packaging and deploying
applications that aims to ease signifi-
cantly the task of running apps on
K8s. A look behind the scenes shows
how this is supposed to work.

Acorn is doing something that, at first
glance, seems diametrically opposed
to the goals of the tool: It adds an
extra layer of abstraction (i.e., more
complexity). However, it is precisely
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this layer that contains the secret
ingredients of the solution. Acorn is
inventing a kind of new declaration
language that claims to be far more
intuitive to use than that of Kuber-
netes itself. An example can help you
understand.

Listing 1 contains an Acornfile (think
Dockerfile) that starts an NGINX con-
tainer with a simple[index.htnl]. The
resulting container is named web in
Kubernetes and can be accessed on
port 80. It contains a modified file in
/usr/share/ and defines its content as
My First Acorn!. If you then navigate
to the IP address of the container on
port 80, the welcome message is wait-
ing for you there.

To start the container as described,
you just need to have the Acornfile in
a folder and call

acorn build .

The rest happens automatically in
the background. Of course, this also
means that virtual infrastructure
definitions in Acorn can be managed
excellently in Git. The solution also
enables Infrastructure as Code with a
relatively easy implementation.

Preparation Is Essential

At this point, practiced Kubernetes
users may be wondering how Acorn
even knows to which Kubernetes
cluster to talk and where it gets the
login credentials. You need to com-
plete a separate step before the first
build command: acorn install. For
the command to work, the user ex-
ecuting it must have Kubernetes ad-
ministrator privileges in Kubernetes’
role-based access control (RBAC).
These rights must also be available
via the environment variable in the
current command-line session. Basi-
cally, the same precautions should be
taken for calling acorn as for calling
kubect! at the same location. If this
condition is met, Acorn creates the
resources it needs in K8s after the
install command is called and can
then be used as described.
However, this assumes that the
Kubernetes cluster meets two

conditions. First, the implementation
of persistent storage in Acorn is de-
cidedly rudimentary. The program re-
lies on Kubernetes to provide it with
persistent volumes when it requests
them. For this to work, however, a
default storage class must be defined
in Kubernetes, because otherwise an
Acorn request would come to noth-
ing. Most off-the-shelf Kubernetes
distributions define a default storage
class, so you should have no issues
here. However, if an acorn build fails
because of a storage error, the prob-
ability is high that it is because of the
missing default class for volumes.
The second condition is that for
Acorn as an endpoint to expose ser-
vices directly to the outside world
through the Kubernetes API, you
must have specified at least one in-
gress controller that Acorn can use

to define the service accordingly.
Moreover, this ingress controller must
meet all the requirements for creat-
ing resources of the LoadBalancer
type for non-HTTP endpoints. This
condition is not quite as strict as the
first, because even without it, an
Acorn container can theoretically be
run in Kubernetes. Practically, how-
ever, the services published in Acorn
would not then be accessible from the
outside.

What sounds rather clumsy in theory
is not typically a problem in practice.
Again, almost all Kubernetes distribu-
tions established on the market have
the necessary prerequisites. In their
documentation, the Acorn developers
list various Kubernetes distributions
and provide guidance on how to
modify the factory configuration to
make Acorn run smoothly [1].

Listing 1: Simple Acornfile

containers: {
web: {

image: "nginx"

ports: publish: "88/http"

files: {

// Sinple index.html file

"/usr/share/nginx/html/index.htm1":

"<hI>My First Acorn!</h1>"
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$ acorn run -P ghcr.iofacorn-io/library/hello-world
$ acorn ps

NAME
black-sea

IMAGE HEALTHY  UP-TO-DATE
gher.ie/acorn-io/library/hello-world

Black on White (-bash)

CREATED ENDPOINTS

1 1 65 ago

http://webopp-blaock-sea-4232beoe . qnrzq5.alpho.on-acorn.io => webapp: 8@

MESSAGE
oK

Figure 2: Acorn combines simple and complex Kubernetes functions and has some hugely impressive features under its belt, including
completely automatic integration of Let's Encrypt.

TLS Support Out of the Box

The example with the simple HTML
file shown previously is admittedly
not a very practical example for work-
loads as usually run in Kubernetes.
Even this simple example already
exposes a problem that should have
been noticed immediately by the peo-
ple responsible for security: It opens
up HTTP port 80 and delivers pages
without encryption, which is abso-
lutely mandatory for the vast majority
of web-based services.

Encryption is not so easy to include
in Kubernetes. Either you store the
SSL keys and certificates in the ver-
sion control system and then battle
with storage solutions for passwords
and secrets and somehow integrate
them into the CI/CD process, or you
opt for the Let’s Encrypt solution,
which is now favored in many places.
The correct implementation in Kuber-
netes might not be an obstacle for a
professional, but if you are not totally
familiar with the processes and ser-
vice types in Kubernetes, you might
start to despair at this point.

Acorn offers its first real demonstra-
tion of power now. If you enter the
command

*

acorn install \

--lets-encrypt enabled \
--lets-encrypt-tos-agree=true \
--lets-encrypt-email <address>

Acorn installs all the services required
for Let’s Encrypt in the target cluster.
If you roll out an application with
Acorn afterward, you just need to
change the endpoint of the applica-
tion to 443/https in the Acornfile.
During deployment, Acorn then not
only generates a dynamic hostname
according to the domain preset in the
cluster, but also the matching SSL
certificate, which Acorn also stores
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directly in the load balancer for the
ingress driver (Figure 2). All told,
this is likely to make Acorn a solution
that offers the fastest path for devel-
opers to create a technically correct,
dynamically encrypted endpoint in
Kubernetes.

Acorn Images Are Special

At this point, I need to take a minor
detour and talk about Acorn im-
ages, because they are quite special.
Viewed formally, they are regular
and standards-compliant Docker im-
ages, which means that Acorn images
can also be uploaded to Docker Hub
or any other container registry that
supports the Open Container Initia-
tive (OCI) specification for container
images.

However, unlike Docker-only images,
Acorn images contain significantly
more information and material in
their metadata and overlay compared
with the basic image. In principle, the
requirement for an Acorn container
is always that it contains all the com-
ponents needed to run an application
without exception. For this reason,
existing images cannot easily be used
with Acorn. As described, Acorn is

an application that uses the image to-
gether with the application as a kind
of package in the form of a container.
But this does not mean that standard
images from the major vendors can-
not at least be used as a basis for
your own images in Acorn. The pro-
cess of moving from a pre-built image
to a custom image with a suitable
configuration is straightforward.

Your Own Image

The way an Acorn image is created
is a good way to understand how
Acorn works in detail. Development
always starts with an empty directory;
then, you copy your own files to the
directory so that they will be in the
container later. You have no limits to
what you can do here. For example,
if the Docker base image that will be
used later uses Debian or Ubuntu, a
DEB package you want to install in
the container could be saved here.
Basically, the Acorn container format
wraps itself around existing Docker
containers like a cocoon, which is
also expressed by the need to have

a normal Dockerfile that meets all
formal requirements inside the work-
ing folder for the new Acorn image

FROM python:3-alpine
WORKDIR /app

ENV FLASK_APP=app.py

ENV FLASK_RUN_H0ST=0.0.0.0
RUN apk add --no-cache gcc
ADD requirements.txt .

CopY . .
EXPOSE 5000

1@ CMD ["flask", "run"]

Plain Text ¢ Tab Size: 4+~

A

Dockerfile — madkiss

mus l-dev linux-headers

RUN pip install -r requirements.txt

-
-2 v

Figure 3: Without a Dockerfile, an Acornfile is useless. Acorn builds its own local container
with docker bui 1d. To do this, you need a file named Dockerfile, and it must be

syntactically correct.
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(Figure 3). The FROM directive speci-
fies which base image (e.g., from
Docker Hub) will be used. Files for
the working folder of the new Acorn
image are added by the ADD directive.
Details for building Docker containers
can be found in a number of tutorials
online. Once the Dockerfile is pre-
pared accordingly, it’s time to do the
Acornfile work.

The Acorn syntax, which is loosely
based on the CUE language now takes
over. It is reminiscent of JSON or
YAML and is not particularly difficult
to learn. The Acornfile is divided

into several blocks; again, the Acorn
documentation provides detailed
information [2]. For example, a sepa-
rate block named args lets you define
variables that Acorn automatically
substitutes in when the variable is ac-
cessed. However, the most important
section is the containers section. It
defines the parameters of the applica-
tion container to be built by Acorn
itself and, at the same time, lists other
containers that can be part of the de-
ployment. The app named app plays

a key role, because it is the direct
pointer to the local app that you want
Acorn to wrap in a container. If a
Dockerfile exists, the build: "." state-
ment in the app section ensures that
Acorn triggers the build process.

It is important not to underestimate
the option of configuring additional
containers at the same time. For
example, if the app in the container
requires PostgreSQL as a database, a
suitable container (postgres:alpine)
can be started directly from the
Acornfile and provided with the ap-
propriate parameters for later opera-
tions. In most cases, this means at
least defining the port in the ports
statement, as shown in the example
from Listing 1.

If containers supplied by manufactur-
ers are to be supplemented with local
files, you can do so in the container
definition with the files directive.
The dirs parameter can also be used
to assign volumes to folders in the
container. However, for this to work,
the Acornfile also needs to include

a volumes section outside of the con-
tainers section with the appropriate
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volume definition; otherwise, Acorn
will not create the referenced volume
when deploying to Kubernetes, and
the reference will go nowhere.

If you need a password in the con-
tainer, you can use the secrets
directive in Acorn to create it au-
tomatically and have it stored in
Kubernetes. The password can also
be displayed later with the K8s API,
if necessary. However, this will only
be necessary in the rarest of cases.
Either way, Acorn prevents repeated
use of the same password by not
accepting a default password but
creating one dynamically and mak-
ing it usable as a parameter for the
applications in the containers. Refer-
ences between fixed values such as
arguments and passwords and other
directives are explicitly provided for
in Acorn. You could access the de-
fined password, pg-pass, elsewhere
in the Acornfile, for example, with
secret://pg-pass/token.

Now continue with the

acorn run -n Im-test .

command, which creates a container
with the content of the local directory
in Kubernetes named In-test, or you
can decide to make a genuine, distrib-
utable image of your application:

acorn login <host-name>
acorn build -t <host-name>/<label>/<tag> .
acorn push <host-name>/<label>/<tag>

Note that <host-name> needs to be re-
placed by the hostname of the Docker
registry, 1abel with a unique identifier
(e.g., Im-test), and tag with a valid
version number (e.g., v@.1). Once the
push completes, the image can be
launched and used in any Kubernetes
cluster with the

acorn run 2
-n In-test <host-name>/<Tabel>/<tag>

command.

Infrastructure as Code

One of Acorn’s great strengths
is the ability to define the entire

infrastructure of a virtual container
environment in Kubernetes in simple
template language. The obvious
choice is to use this advantage for
true Infrastructure as Code.

The idea is that container develop-
ment for Acorn takes place in a Git
directory, which also serves as clas-
sic version control. Services such as
GitLab or GitHub all support the use
of hooks (i.e., triggering actions in
response to certain events). A push
command to a directory managed by
Git to build Acorn containers can be
such an event. In the Acorn docu-
mentation, the developers describe
in detail how hooks in GitHub can
be used to create a new image with
a new version every time the files in
the folder are changed and uploaded
to a container registry.

This process will especially benefit
environments that use Acorn on a
large scale and want to roll out con-
tainers on many different Kubernetes
platforms. This automatic mechanism
makes sure that the latest image is
available everywhere in the environ-
ment immediately after a Git commit.

Advanced Features

The Acorn capabilities described up
to this point have been more about
the basic properties of containers,
but that doesn’t mean more complex
setups and container environments
are impossible with Acorn. Its authors
obviously assume that after work-
ing with Acorn for a while, you will
acquire better skills and want to use
advanced features.

Acorn certainly takes this into ac-
count by supporting various more
complex Kubernetes functions. At all
times the developers achieve their
goal of making Acorn more than sim-
ply a configuration shovel - a tool
that converts configuration directives
from one syntax to another without
reducing their complexity. On the
contrary, even with complex tasks
and configurations in the Acornfile,
you can always assume that these are
known from Docker.

For example, if an Acorn app does
not work as you expect, its logfiles
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. TOOLS Acorn

$ acorn apps
NAME
awesome-acorn

IMAGE HEALTHY
2d73c8a0493f 3

UP-TO-DATE

Black on White (-bash)

CREATED ENDPOINTS

3 121m ago

http://app.awesome-acorn.local.on-acorn.io => app:5000

MESSAGE
oK 8

Figure 4: The acorn command-line tool turns out to be a useful jack-of-all-trades. It combines the functions of kubect1 and docker
under one hood, but always relates to apps rolled out with Acorn.

can be viewed with acorn logs; also,
acorn exec lets you execute com-
mands directly in the running con-
tainers of an Acorn app (Figure 4),
and acorn update even makes it pos-
sible to exchange the containers of
a running stack if a new variant of
the application container becomes
available.

Conclusions: Solid Work

Acorn is one of those tools that seem
a bit confusing at the beginning, but
you learn to appreciate it very quickly
as a developer or administrator. If you
have not been using Kubernetes for
years, unlike some die-hard Kuber-
nauts, you might find yourself com-
pletely overwhelmed at first with the

technical complexity of running appli-
cations in Kubernetes. Acorn rushes
to the rescue and manages to hide

a significant portion of Kubernetes’
complexity from the end user. At the
same time, Acorn manages the feat of
leveraging more complex Kubernetes
features without becoming as com-
plex and complicated as Kubernetes
itself.

The tool is therefore a great choice
for both experienced Kubernetes ad-
ministrators and admins who are still
finding their feet in the Kubernetes
world. Both will benefit from Acorn’s
skills. Primarily, though, Acorn is a
signal to those who might have al-
ready tried Kubernetes and fallen flat
on their face. Although K8s is no less
complex with Acorn, you face far less

initial complexity (Figure 5). If you
want to get started with Kubernetes,
or restart where you left off, you will
definitely want to take a closer look
at Acorn. |

Info

[1] Kubernetes distributions and Acorn:
[https://docs.acorn.io/installation/
fnstalfind]

[2] Authoring Acornfiles:
[https://docs.acorn.io/authoring/overview]
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as OpenStack, Kubernetes,
and Chef.
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Figure 5: The bird's eye view of the Acorn architecture makes one thing clear: The program aims to shield the user from complexity, acting

as a proxy between K8s and the user. © Acorn
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antMan

Discover the advantages and disadvantages of turning a bare metal system into the core of an antMan
cloud and whether the free Community Edition and its limitations will work in your case. sy Martin Loschwitz

Building a private cloud is time
consuming and complex. Some use
OpenStack, but many OpenStack proj-
ects fail because companies underes-
timate its complexity. antMan does
not rely on OpenStack - or any of the
other major open source applications
for private clouds - but brews its
own potion. The tool claims that you
just need to install antMan on one or
more systems. The rest of the setup is
then easy, and the process is largely
automated.

Ants Everywhere

Before I get started, a brief clarification
of the terms used in the context of ant-
Man will be useful. For the most part,
they are contrived and have something
to do with ants. The likelihood of
knowing the technical terms used here
is pretty low if you have never used
antMan before. antMan is not, strictly
speaking, the name of the Linux distri-
bution on which the product is based.
Rather, it is the entire product and the
software for managing the physical
nodes, which is the core of the prod-
uct, so to speak. As described here, a
Linux distribution named edgeLinux
[1] is specially adapted to the needs of
this setup. The antHill is the vendor’s
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central registration page, where each
newly installed antMan instance is reg-
istered with a separate product key.
antMan also distinguishes between
antsles and antlets. In terms of con-
tent, the two have absolutely nothing
to do with each other. An antlet is a
virtual instance. The product supports
legacy full virtualization with KVM
and Qemu and uses the LXC container
format propagated by Canonical (but
not very well established in the mar-
ket). In contrast, an antsle is a hard-
ware appliance that the vendor offers
bundled with antMan. They come in
versions named One, Two, and Nano
and are aimed at different user groups.
I won’t deal with antsles in this article,
but it doesn’t hurt to have heard the
term. In any case, if you already have
an antMan cloud, you will find antlets
a fairly simple way to extend it with-
out the need to hunt for hardware.

Getting Ready to Install

The example in this article assumes

a physical server with an eight-core
CPU, 128GB of RAM, and 4TB of
hard disk storage space (RAID 1). For
simplicity’s sake, it also assumes that
direct access to the computer is pos-
sible with a keyboard and monitor,

which is an option if the correspond-
ing device can be controlled remotely
over the Intelligent Platform Manage-
ment Interface (IPMI), Dell Remote
Access Controller (DRAC), Integrated
Lights-Out (iLO), or IBM Rational
Software Architect (RSA), although

it is independent of the operating
system. The server needs at least one
network interface card with a gener-
ous helping of bandwidth and ideally
a redundant connection that will be
used later as a bridge to implement
the network connections for all of the
hosted antlets.

The first step is to download the ISO
file that installs both edgeLinux and
antMan. You can only retrieve the
download link from the manufacturer,
and because each has a dynamic ID
encoded into it, I can’t specify that
link. Instead, you need to register on
the provider’s website [1] and supply
your email address to receive the link.
The antMan package is about 3.1GB,
and you should follow the normal
steps to put the ISO file on a DVD or
USB stick. Most servers today ship
from the factory without an optical
drive, so USB is the more likely op-
tion, and the one I use in this article.
Although the subject of ISOs on

USB is not new, problems frequently
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occur when you try to boot from a
USB stick with an ISO file in place,
not least because USB sticks behave
differently as boot media (e.g., dif-
ferent from CD-ROMs). Moreover,
whether or not the Unified Extensible
Firmware Interface (UEFI) is enabled
on the target system plays a role. In
all cases, the recommendation is to
use the free Etcher [2] tool to install
the ISO file on your USB stick. Pay
attention to the obligatory warning
that Etcher will delete all the content
of the USB stick before writing the
ISO file. In the vast majority of cases,
however, Etcher leaves behind a USB
stick that servers recognize as a
bootable device.

Installing edgeLinux

After booting the target system from
the USB stick, it becomes your first
antMan node. Although edgeLinux
is a special development by antMan
for its own virtualization solution,
you can tell you have CentOS under
the hood - even if it is not the latest
version. If you have already installed
Red Hat Enterprise Linux (RHEL) or
CentOS, the process is unlikely to
faze you. Even if you
are not experienced in
RHEL and CentOS, the
installation should be
pretty easy.

The makers of antMan
and EdgeLinux explic- f
itly point out that you
need to accept all of
the suggestions made
by the system regard-
ing partitioning (Fig-
ure 1). Furthermore, if
you want the system
with edgeLinux and
antMan to have a
static IP address on
the local network, you
will definitely want to
complete the installa-
tion before saving it in
the antMan configura-
tion, instead of during
the installation of the

+ .

AVAILAHLE SPACE

~ New edgeLinux 2.0 Installation

448.76 GIB

antMan TOOLS .

partitioner does not give you a sug-

gestion for partitioning the system

disk, proceed as follows:

B Create a 1024MB partition for /boot
and a 20GB partition for /. Leave
the remaining space unpartitioned;
antMan will take care of partition-
ing it later. Note that this example
assumes the system is equipped
with a RAID controller that imple-
ments the required RAID 1 in the
hardware. Although egdeLinux
does support software RAID 1, you
will need to configure it yourself
when partitioning the disk in the
course of the setup.

B Make sure you define a password
for the root user during installation
of the system packages. Remember
the password you used, because
edgeLinux does not create an addi-
tional user with sudo rights during
the install. If you forget the pass-
word, you have no alternative but
to start the process from scratch.

B This example assumes that the
newly installed system has a con-
nection to the Internet after the
install.

B After rebooting the system, log in
as root and type the password you

ARTITIONING

sdbl

Mount Point:

fboot

X  1scie

Desired Capacity:
1024 M8

Device Type

Standard Partition

File System

uf's -

Label:

TOTAL SPACE
465.76 GIB

set earlier. Now wait a few sec-
onds; edgeLinux is configured to
start the built-in antMan installer
automatically and adjust some set-
tings the first time you log in as
root after the installation. Among
other things, the program does

a system update and guides you
through the process of setting up
the storage pool for ZFS.

B After the update installation, you
simply enter the number of the
data carrier whose free space you
want to use. If your system has
only one (virtual, RAID-1-based)
disk, the selection is no big deal.
The display on the screen tells you
that Ansible will then start and
change various system settings. At
the end of the process edgeLinux
wants to reboot again, so respond
yes to complete the setup.

Accessing antMan

A few more steps will complete
setting up antMan before it is us-
able - and some might seem a little
strange. The next phase depends on
the device you use to access ant-
Man, which relies exclusively on a

EDGELINUX 2.0 INSTALLATION

Help!

Device{s):

ATA Samsung 550 850 (sdb)

The settings you muke on thes screen wil net

Begin

operating system.
If the edgeLinux
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Figure 1: The edgeLinux installer is a fork of the Cent0S installer and has some potential pitfalls. In particular, you
need to be aware of how the partitions are set up; otherwise, you will end up without any disk space for the antlets.

ADMIN 74 23



http://WWW.ADMIN-MAGAZINE.COM

24

web-based GUI. That is, it can only
be controlled in the browser if you
do not want to use the APIs and

the corresponding command-line
interface tools directly. On macOS

or Linux you can skip the following
step; just type |http://myantsle.local]
in your browser and you should see
the antsle configuration interface.

If you use Windows, this process
stopped working properly in Windows
10, so you have two options: Either
enter ip as root on the server and con-
nect to the displayed IP address on port
3000 in your browser, or download the
latest version of iTunes for Windows

or Bonjour Printing Services [3] from
Apple. The problem that caused the
[http://myantsle.local [URL to stop work-
ing in current Windows versions is in
the operating system’s Bonjour code,
and it can only be repaired by installing
the patched software from Apple. Either
way, at the end of this step, you should
have the antsle login page on your
screen. Enter the user credentials for
the system (i.e., root and the password
you just assigned).

What follows now is what the pro-
vider refers to as “antMan onboard-
ing.” Basically, every instance of

the software, even if it uses the free
Community Edition, needs to log in to
antHill. Otherwise, you will be unable
to launch any antlets. It is also impor-
tant for you to select the correct op-
tion in the menu that appears. If you
have a previously installed edgeLinux
and antMan on the same system as
the installation described here, be
sure to select Reinstall with existing
serial number. Otherwise, you will
see an error message that an antMan
subscription already exists for this
system with this serial number.

. TOOLS antMan

Starting the First Instance

After completing the edgeLinux
setup, you can now use antMan to
run virtual instances. Because this
example only refers to the free com-
munity version of antMan, many of
the configuration parameters leave
little room to maneuver. Software-
defined networking, for example,

is practically impossible in the free
edition because the set of supported
functions does not include virtual
extensible local area network (VX-
LAN), virtual LAN (VLAN), or trunk
connections. Accordingly, the mult-
itenant capability of your single-node
cloud is limited.

The setup described here is best
suited for a single organization that
wants to run its own workloads
without physical or logical separa-
tion. For this to happen, antMan de-
fines its own network, known as the
antlet address space, out of the box.
The virtual instances running in
antlet are each given an IP address
in this space. The software imple-
ments external access, either with

a load balancer or port forwarding
in libvirt. In terms of storage, the
Community Edition also offers little
room to maneuver. In the previous
step, you created a ZFS pool from
which antMan sources the storage
for your virtual instances as you
proceed.

The network and storage are already
created for you, but an operat-

ing system is still missing for the
first virtual instance. antMan does
a great job kitting out its product
with a variety of ready-to-run tem-
plates. The most popular Linux
distributions (e.g., Ubuntu 20.04

and Debian GNU/Linux 11) are
available, as are various versions

of Windows Server. If you want to
use Windows, you will of course
have to purchase a license on top of
antMan. You will notice that some
of the templates in the list are a bit
old and lack newer options. Ubuntu
22.04, for example, would be
equally desirable as CentOS 8, but
neither can be found. Instead, a cur-
rent Windows 11 image is available.
To create an antlet now, click Create
in the upper right corner of the ant-
lets pane in the Dashboard. Enter a
name for the server and select a tem-
plate. Now you can decide whether
to create a virtual machine (VM) with
KVM or with Linux containers (LXC).
The selection cannot be changed later
without completely recreating the in-
stance. You need to make sure the se-
lection is correct here. Use the default
values for RAM, vCPUs, the IP ad-
dress, and the zpool. When it comes
to the Compression value, antMan
wants to know if it should enable
compression for the ZFS volume you
are creating. This action saves space,
which you pay for in CPU time. The
function is disabled by default. If

you accept the default Inherit value
here, the new ZFS volume inherits the
value from the pool.

antMan then creates the new instance
and configures it as desired, but

does not start it. As the next step,
you need to click antlets in the left
sidebar and then Start to the right of
the instance you just created. After
doing so, the VM comes to life. After
a short wait, you can then log in. All
antlet templates use root and antlet
as the default username/password
combination.

192.168.1.10

Network

70.167.2.69 47% -«

antMan License

65%

Plan status

Figure 2: The Network section of the antMan web interface gives you immediate access to all of the switches and buttons you need for the network.
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Bridging and Virtual NICs

If antMan’s fairly rigid network con-
cept in the standard configuration

is not to your liking, you can set up
bridging as a complementary feature.
The system’s physical NIC then acts as
a bridge, connecting virtual instances
directly to the rest of the physical
network. The first configured network
card in antMan is always configured
as a bridge by default. To view its con-
figuration, click Network in the sidebar
(Figure 2) and enter a static address
for your NIC under Interfaces.

For each instance that will use this
bridge, configure an additional virtual
NIC that is connected directly to the
bridge by clicking on the Virtual Net-
work tab in the details of the antlet,
where the first local interface is usually
stored. Add another interface with New
virtual NIC, select the bridge interface,
and leave the model set to VirtIO for
Linux and e1000 for Windows (Fig-
ure 3). Next, click the Create Virtual
NIC button and restart the antlet.

A new network card then appears in
the VM, but antMan has nothing to
do with its configuration. Instead, you
can either set up a static IP address
for this interface or point to a DHCP
server outside antMan that is already
running on the local network.

antMan TOOLS .

Pricing Model

Just as one barn swallow does not a
summer make, a single instance of
edgeLinux and antMan does not a pri-
vate cloud make. After all, the whole
idea behind a cloud is to scale seam-
lessly. With antMan, however, this
only makes sense if your organization
is willing to pay the provider. Other-
wise, it’s all over after installing the
first instance, and rolling out multiple
antMan nodes just gives you many
individual mini-clouds instead of a
federation.

The good news is that antMan now
does not require you to purchase
antsle hardware. Instead, you are

free to combine your own hardware
with antMan licenses. Above the free
Community Edition, Antsle Inc. has

a three-tier subscription model, all
billed per CPU up to 12 cores. The
Essential package offers software-
defined networking (SDN) support for
internal VLANSs, functional patches,
backups, and three support tickets
per year for $29/month.

All of the above is included in the
Grow license plus SDN trunks, antlet-
level clustering, load balancers, and
10 tickets per year at a cost of $149/
month. Finally, at $599/month, the
Scale option has Lightweight Direc-
tory Access

”

4F &S ae @

Interface @

Virtio

\

P Create virtual NIC

. Protocol (LDAP)
support, lets you
move VMs from
private to public
clouds also oper-
ated by antMan
(for availability
at short notice),
and offers an un-
limited number
of support tick-
ets. Additionally,
you get discounts
on antMan
appliances.

The way the fea-
tures are divided
into the different
subscription lev-

brQ

brl

br2

br3

J

els has certainly

Figure 3: The first Ethernet interface found basically uses a bridge

into which new VMs can plug.
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provoked some
criticism. In

particular, the fact that LDAP is only
available in the expensive Scale op-
tion makes antMan unattractive to
many small and midsized businesses
(SMBs). After all, large LDAP or Ac-
tive Directory structures are found not
only in large corporations. However,
try to use this feature in antMan, and
you are asked to dig absurdly deep
into your pockets.

Conclusions

The antMan software takes you
quickly from bare metal to a virtual-
ization node that can be controlled
remotely and meaningfully over APIs.
If you want to turn this nucleus into
a real private cloud, you will have to
pay at least $29/month per node - if
you are willing to do without LDAP.
All told, antMan is aimed at smaller
companies. Support for external scal-
able storage, for example, is not read-
ily available because, if worst comes
to worst, antMan prefers to roll out

a Ceph cluster across the hard disks
of the known compute nodes. Such

a hyperconverged setup is particu-
larly useful in deployment scenarios
where you want to get by with as
little hardware as possible. In practi-
cal terms, though, it also has some
disadvantages.

The situation is similar for various
other functions that approach ap-
plications such as OpenStack in a
completely different way. However,
if you are looking for the simplest
possible tool to run a few VMs with
a functional API, antMan is the right
choice. [

Info

[1] edgeLinux: [pttps://antsle.com/products/
antmanedgelinux/download/#0<MY]

[2] Balena Etcher:
[pttps://www.balena.io/etcher]

[31 Bonjour driver for Windows:
[pttps://support.apple.com/kb/DL999]
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Check your web servers for known vulnerabilities. sy Matthias wiibbeling

The list of successful attacks through
web servers is long: first, because
attackers can access operating
system resources through vulner-
abilities that should never be acces-
sible to the outside world; second,
because faulty settings or errors are
made by admins when setting up
their web servers (e.g., configuring
aliases and allowing directory list-
ings) or securing certain areas and
functions; and third, especially in
dynamic web applications, because
scripting language interpreters or
application servers are allowed to
run in the background, which itself
causes security problems or lets in-
secure scripts or programs execute.
If you are responsible for the secu-
rity of your corporate infrastructure,
you probably have an overview of
the web servers that are accessible
from the Internet. Ideally, you will
operate these servers in dedicated
areas of your demilitarized zone
(DMZ network) and deploy web
application firewalls to prevent at-
tacks wherever possible. Nikto [1]
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lets you check the web server, the
configuration, and the stored con-
tent and generates a detailed report
that helps you support the people
responsible for further hardening
operations.

Nikto is written in Perl and has been
under development since 2001. Un-
like many other security products
from that time, however, Nikto is still
under active development today. Even
if the last version tagged as stable
dates back to 2015, you can always
retrieve the latest Perl script from the
Git repository on GitHub. To prepare
the tests, first clone the Git repository
with the command:

git clone[ https://qithub.com/sulTo/nikto.qit]

For this article, I assume that Perl is
already installed on your computer.
If not, you can use the Dockerfile
included in the repository to install
Nikto in an Alpine image by execut-
ing in the folder

docker build -t nikto .

XN0 ENTRY

After doing so, you can use Nikto just
as you would locally on your system.
Instead of

[[nikto.p1]
simply start the container by typing
docker run --rm nikto

The --rm option lets you remove the
instance of the container you cre-
ated when the program terminates,
which avoids the need to clean up
manually later on. You can test

the general functionality locally by
changing to the progran folder and
running[nikto.pl| there. Alterna-
tively, you can use a Docker image
created previously.

Running Tests

For your first test, it’s a good idea to
choose a web server that you own

and operate yourself, so you can avoid
being blocked by attack detection
mechanisms. Although I had always
run against a particular < name >.de
successfully for other security tests, I
fell foul of the attack detection systems
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when I ran Nikto against them: Ac-
cessing the website from the same IP
address will no longer be possible if
this happens to you. Make sure you
replace the domain in the call with

. [AIKTo.pT J-url <name>.de -ssi

Being locked out basically means
that the attack detection mecha-
nisms work; however, you also want
to test access beyond this detection
system on your own web servers
because if you are blocked by your
security mechanisms after 20 per-
cent of the tests, then 80 percent of
the tests will not be run against the
web server or the application will
run and you will see a timeout. In
the end, you don’t know whether
your web application is vulnerable,
and you don’t know whether your
attack detection system would have
detected all of the other attacks
simulated by Nikto.

Nikto also shows information about the
server itself, such as the HTTP headers,
cookies, and redirects. I created the test
folder Software on the web server and
“protected” it with guest:guest as the
login credentials. Finding that was as
easy as pie for Nikto.

More Tests

If you want to check specific aspects
of your web server, Nikto offers you
some options for doing so. For ex-
ample, if you want to access a pro-
tected area, you can pass in some
valid credentials to the tool with the
command

{/nikto.pl| -url [example.con 2

-id username:passuord

If you only want to run isolated
tests, you can do so by specifying
the -Tuning argument. The output of
your first test run provides the op-
tions. To test for SQL injection only,
run the command

{/nikto.pl] -url [exampTe.con| -Tuning 9

You can also exclude individual
tests. Assuming you want to check
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everything except SQL injection, pre-
fix the selection with an x:

{/nikto.pl] -url gxampTe.com|-Tuning x9

Nikto lets you specify different ports
for the next test run, which is use-
ful because, for example, Tomcat
environments are often accessible by
different servers or endpoints. The
selection of ports can be passed in
to Nikto:

J/nikto.pll-url pxample.com|?
-p 86,88,443,8080,8443

If you want to configure Nikto
further for your own tests (for ex-
ample, to set a persistent HTTP
proxy), copy the nikto.conf.default
file to nikto.conf, where you will
find more configuration options

for your environment. Depend-

ing on whether your web server
distinguishes the requesting user
agents, you might want to adjust
the USERAGENT option in the configu-
ration with the -useragent argu-
ment and specify this information
individually for each call to Nikto.
The SKIPPORTS option lets you avoid
requests for certain ports, for ex-
ample, because you already know
that these services are vulnerable

or that you do not want to take any
unnecessary risks.

If you want to give Nikto a cookie
(e.g., for authentication or for use
in an application session), you can
use the configuration file. If you add
appropriate values to STATIC-COOKIE,
these values will be sent with all fu-
ture requests. Firefox with the web
developer tools enabled is a good
choice if you want to retrieve mean-
ingful cookie values, such as session
variables. Under the Storage item,
you can then display the cookie val-
ues for each domain accessed by the
last query. Simply copy the content
you find there to the Nikto configu-
ration file. To make Nikto use the
configuration, specify the path with
the next call at the command line:

L/nikto.pl] -url [example.con| 2

-config ./nikto.conf

If you do not like, or are not satis-
fied with, the command-line output,
you can opt for output in HTML
format:

J/niKkTo.pT] -url [exampTe. conm| -ss1 2
-output -Format htm

Besides HTML, you can also choose
CSV, text, or XML as output formats.
Displaying the report in HTML for-
mat sometimes improves readability
and makes it easier to forward the
results. Nikto also adds more infor-
mation and links to the resources
causing the hits here.

Nikto requires different specifications
for external databases and plugins
depending on the test you are run-
ning. You can access them in the de-
veloper’s platform, which is
also where you will find, for example,
a default password database that you
can also use individually on the site.
If you want to update Nikto with the
data stored there, use the command

~update

Conclusions

Nikto is a great tool for checking
your web servers for known vulner-
abilities. It is easy to use, clear-cut
in terms of its feature set, serves

its purpose, and can compete with
other pentesting tools. [ ]

Info
[11 Nikto: [https://cirt.net/Nikto2]|
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SPIFFE and SPIRE put strong workload identities at the center of a zero-trust architecture. They improve
reliability and security by taking the responsibility for identity creation and management away from
individual services and workloads. y be Sharp

How often have you been caught out
by an application that has suddenly
and catastrophically failed, only to dis-
cover deep in the logs of some unexcit-
ing but critical component a message -
such as Unable to connect to[https:/]
[database.service.local|- expired TLS
certificate - and smacked your head
in frustration at how such a prevent-
able failure mode brought down your
carefully crafted microservices-based
architecture? With an expired TLS cer-
tificate, your database could no longer
prove its identity or play a part in a
zero trust network (Figure 1).
Certificate expiry is just one example
of how the human factors involved
in identity management can be high
maintenance, prone to error, and the
source of vulnerabilities. Yet, cast-iron
workload identities are, by definition,
the foundation of zero trust applica-
tion architecture. No two workloads

Secure microservices with centralized zero trust

_Inspired 4

should trust each other’s legitimacy
simply because they both happen

to be running on the same physical
host or within the same network pe-
rimeter. Instead, each TCP session is
validated by both participants, and no
data is exchanged without each side
knowing for sure who is at the other
end of the wire.

SPIFFE offers a framework for cre-
ating standardized cryptographic
identities for heterogenous workloads
spanning domains of potentially
unlimited size. Because the identity
documents use standard public key
infrastructure, they also enable strong
encryption of inter-workload traffic,
thus enabling zero trust by means of
mutual TLS. SPIRE is a production-
ready open source implementation of
SPIFFE that you can implement today.
Between them, they can relieve the
problems of provisioning and updat-
ing identities for

all the workloads

Login
Error

Website frontend
https:/lacmecorp.com
TLS cert expires tomorrow

User *

4

Subscription payments
https:i/ipayments.svc.local
TLS cert expires next week

User database
https://database.svc.local
TLS cert expired last night

s

Figure 1: Expiry of a single service's Transport Layer Security (TLS)

certificate makes the whole application unusable.
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that make up
your applica-
tion and of try-
ing to maintain
complex sets of
firewall rules to
control who can
talk to which
host on what
port. When zero
trust is working

7

right, you don’t care half so much

about who gets into your network: If

they don’t have identity, they aren’t
getting data!

That was a lot of acronyms to begin

an article with, so let me clear them

up before going any further:

B SPIFFE. Secure Production Iden-
tity Framework for Everyone is an
open source standard that defines
workload identities (SPIFFE IDs),
cryptographic identity documents
(SVIDs), and the APIs by which
those identities are requested and
delivered to workloads.

B SPIRE. SPIFFE Runtime Environ-
ment is a complete, production-
ready suite of software containing
an identity server, node agents,
APIs, and attestation plugins
that, taken together, implement a
SPIFFE framework.

B SVID. A SPIFFE Verifiable Identity
Document usually takes the form
of an X.509 certificate, but alter-
natively, it can be a JSON web
token (JWT). Here, I will talk only
about X.509, which lends itself to
the mutual TLS (mTLS) example
deployed here. Because an X.509
certificate relies on a correspond-
ing private key, it is not vulnerable
to a replay attack, unlike the JWT
alternative.

In this article I introduce you to

SPIFFE’s concept of identity and how

WWW.ADMIN-MAGAZINE.COM
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it is implemented by SPIRE. After
covering the core concepts of the
SPIRE Server, SPIRE Agent, registra-
tion, and attestation, I’ll show you
how to deploy SPIRE infrastructure
on Kubernetes, followed by a simple
mTLS client-server application with
SVIDs generated by SPIRE. Then, I’ll
explain the three core methods for
creating workloads that are able to
use SPIRE. (For more about the ori-
gins and implementation of SPIFFE
and SPIRE, read Solving the Bottom
Turtle [11).

SPIFFE Core Concepts

SPIFFE describes a trust domain in
which the identity of every workload
is centrally managed, issued, and
validated. The domain could be a
single Kubernetes cluster, a lab net-
work, a small company, or a multi-
national conglomerate; the important
points are the top-down control of
every identity issued, its structure, its
time to live (TTL), and, of course, the
workload(s) to which it is issued. For
this purpose, SPIFFE defines some
key concepts:

SPIFFE ID
This identity string takes the form:

spiffe://<name of domain>/2
<workload identifier>

The format of the workload identi-
fier itself can be determined by the
needs of the implementation and is
often broken down into further fields
separated by more slash (/) charac-
ters, with the contents of each “field”
being chosen to represent informa-
tion that characterizes the workload
in a useful way. As a consequence, a
SPIFFE-native application can be writ-
ten to make good use of the data car-
ried in the SPIFFE IDs of its compo-
nent workloads, over and above the
mTLS use case that we are focusing
on in this article. Note that although
a SPIFFE ID looks very much like a

SPIFFE and SPIRE TOOLS .

SVID

As mentioned, I focus on X.509
SVIDs here. An X.509 SVID is a
standard TLS certificate that you can
retrieve in .pem format and decode
with OpenSSL. As such, it can be
consumed by just about any type
of workload and used for securing
its communications. An SVID must
contain, in its Subject Alternative
Name (SAN) field, only one SPIFFE
ID. That ID is the identity of the
workload to which the SVID is is-
sued (Figure 2). The workload also
receives the SVID’s corresponding
private key, which it needs to de-
crypt any information that a remote

service has encrypted with the pub-
lic key in the SVID.

Workload API

This is the means by which work-
loads request and receive their identi-
ties from the SPIFFE framework.

Trust Bundle

As with TLS certificates presented to
a web browser, the SVIDs presented
by one SPIFFE-enabled workload

to another need to be verified. In a
production environment, the SPIFFE
domain’s trust bundle contains the
public key material of the organiza-
tion’s root certification authority

& roct@kls-master-1:~

er-1 ~]# POD= kubectl get po -1 app=spire-https-client)
items[0] .metadata.name}"

8s-master-1
'"BEGIN CERTIFICATE'

Version: 3 (0x2)
Serial Number:
94:96:2d:de:73:15
Simmature D'|f:ﬁr‘i thm-
Issuer: C = Us,
Validity
Not Before:
Not After :

yject Public Key Info:
Public Key Algorithm:
Public-Key:
pub:
04:¢
o
ib: £
36:
B8
ASN1 OID:
NIST CURVE: P-
X509v3 e3
X509v3 Key Usage:

~1# kubectl logs
| openssl x509 -text

0 = AcmeCorp

Key Encipherment,

$POD | grep -A 13 -m 1\

:31:6a:54:e8:7b

erdsa-with-SHALT

LLC, CN = Admin Magazine Example

Feb 16 18:39:
Feb 16 19:39:
ubject: C = US, O = SPIRE
Sub

id-ecPublicKey
(256 bit)

critical
Digital Signature,

Key Agreement

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS
Basic Constraints:

X509v3
CA:FALSE

Web Client Authenti
critical

3 Subject Key Identifier:
:B4:2F:6B:DA:AA:42::

3 Buthurlty Key
id:4F:8C:6E:4A:

Algorithm
5:02:21:00:

BEGIN CERTIFICATE-

IdPn

UR], it has no meaning in the DNS
sense, and plays no role in establish-
ing the initial layer 3 TCP connection
between services.

HIIPDJPCAquPwIBﬁgIRAJE1Ld3~F¢Fq\Chﬂ?TUop WWCgYIKoZIzjOEAWIWRTEL
MAkGA1UEBhMCVVMXFTATEgNVBAOTDEF jbWVDb3JWIExMQzEfMBOGA1UEAXMWQWR L

Figure 2: An SVID is just a TLS certificate that contains a SPIFFE ID in its SAN field. The
issuer and validity information are in the red box, and the SPIFFE ID is in the green box.
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(CA) and any necessary intermedi-
ates sufficient to establish the SVIDs’
chain of trust.

Federation

SPIFFE also provides for federation
between trust domains. Federation
allows a workload in one domain to
trust a workload in another domain.
In its current form, this requires a
SPIFFE domain to expose its trust
bundle through an authenticated
public endpoint so that it can be re-
trieved by other permitted domains.
Community work to make federa-
tion easier to set up and manage

is currently under way. Instead of
relying on public endpoints exposed
by SPIRE servers, a central hub
(“Galadriel”) and a per-server agent
(“Harvester”) will orchestrate the
exchange of trust bundles between
SPIRE domains. The example in this
article does not extend to federation,
but you can read more about SPIFFE
federation in the documentation [2].

Attestation of Identity

SPIFFE’s creators explain their ap-
proach to identity with an entertain-
ing analogy to Jason Bourne, hero
of films such as The Bourne Identity.

. TOOLS SPIFFE and SPIRE

When Jason Bourne is rescued from
the Mediterranean Sea, he is suffering
from memory loss and has no idea
who he is - just like the container-
ized workloads I look at later in this
article, which have no intrinsic iden-
tity. The fishermen who discover him
determine that he is skilled in combat
and linguistics and has a laser projec-
tor embedded in his hip that reveals
the number of a safe deposit box, in-
side which his passport is found, thus
establishing his identity.

Likewise, SPIFFE uses the workload’s
external attributes, such as container
image hashes, Unix process IDs
(PIDs), and Kubernetes namespace
information, to search a database for
a registration entry corresponding to
this “fingerprint” of attributes. This
identification through attributes is
called attestation. If a registration is
found whose selectors exactly match
those attested by the workload, an
SVID, key, and trust bundle are deliv-
ered to the workload for its use. The
process is repeated every time the
SVID TTL expires.

SPIRE

SPIRE is an open source implementa-
tion of SPIFFE and shares the same

open source community and a com-
mon Internet home [3]. In addition
to the source code, the project [4]
provides precompiled implementa-
tions for Linux, macOS, Kubernetes,
and Docker. SPIRE’s two executable
components, shown as green boxes
in Figure 3, are:

B SPIRE Server. This centralized
server implements the Registration
API and the Node API. The SPIRE
Server needs persistent storage
to track the workloads registered
there and the corresponding identi-
ties it has issued. It uses an SQLite
database as the default choice;
MySQL and PostgreSQL are also
supported. As will become clear in
the following examples, the entire
SPIRE-enabled application becomes
completely reliant on the availabil-
ity of this data store to work, so for
production implementations a great
deal of consideration needs to be
given to this one area. The SPIRE
Server also needs a CA for signing
SVID requests and a keystore for
securing its signing keys. When you
install a SPIRE Server, you have the
option to specify an upstream CA -
typically your corporate root CA or
an intermediate - or to accept the
default option, with which SPIRE

Upstream Certificate Authority

SPIRE Server for acmecorp.com domain

»| Workioad Registration AP1 | ——

" Node Attestor Plugins

| Datastore

Worker Node A

Workload orchestration (e.g
Kubernetes) | Node AP| |
[ [
= TCP port 8081 Application user
System administrator l
SPIRE Agent SPIRE Agent

[ Workload API ] [ Node Attestor ] { Workload Attestor ] I Workload API } { Node Attestor | [Wo:lcload M!eslors]

UNIX socket [ UNIX and Kubelet plugins ] UNIX socket [ UNIX and Kubelet plugins |

[ ¥ | ¥

Workload 1 spiffe:ifacmecorp.comiusersidatabase ]\ [ Workload 1 spiffe:facmecorp.com/ingressgateway F
v L7 T ! 17
[ Worldoad 2 spiffe:/facmecorp.com/financialpayments J =l \[ Workload 2 spiffe facmecorp.com/web/frontend J

Worker Node B

Figure 3: SPIRE infrastructure and workloads.
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Server will sign SVID requests with
a self-signed CA.

B SPIRE Agent. This per-node
agent attests the node’s identity
to the SPIRE Server by means of
a TCP connection to the SPIRE
Server’s Node API and imple-
ments the Workload API. A
“node” is an individual host - a
bare metal or virtual server or a
cloud instance such as an Ama-
zon Elastic Compute Cloud (AWS
EC2) - capable of running work-
loads. After the node’s own at-
testation is complete, it receives
updated registration information
from the SPIRE Server for all
the workloads that could be run
on that node. When the SPIRE-
enabled workloads start up, they
request their identity from the
SPIRE Agent through the Work-
load API, which uses a Unix do-
main socket for communication
on the node. The SPIRE Agent
performs workload attestation
and, if it finds a matching reg-
istration, sends the signed SVID
for that registration back to the
running workload, which then
uses the SVID to perform mTLS
with other workloads. A work-
load can be as large as an entire
server or as granular as a single
process — the many options avail-
able for attestation allow you to
tailor workload registrations ex-
actly as needed.

To deploy a SPIRE-enabled workload

on a running SPIRE infrastructure, the

following steps must be completed

(see Figure 3):

1. The system administrator, or some
application running on their be-
half, registers the workload with
the SPIRE Server. The registration
contains as many selectors as are
needed to identify uniquely the
workload(s) that will use this
registration. In a Kubernetes envi-
ronment, the tag or fingerprint of
the container image is often used
as one of the selectors, as is the
Kubernetes service account name.
Note that only one registration per
SVID is allowed. An example regis-
tration command is:

[WWW._ADMIN-MAGAZINE.COM
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spire-server entry create 2
-spiffelD spiffe://example.org/uebclient 2
-parentID spiffe://example.org/2
ns/spire/sa/spire-agent 2
-selector k8s:container-name:2
spire-client 2
-selector k8s:container-image:docker.io/2
acmecorp/go-spiffe-https-example:ve.8 2
-selector unix:uid:1162 2
-selector k8s:ns:acmeuebappnanespace

Only a workload with characteris-
tics that match these four selectors
will be issued the SVID for
[example.orghwebclient. The parent
ID controls which agent(s) will be
able to issue the SVID to the work-
load and therefore gives additional
control over the subset of nodes on
which the workload will success-
fully run.

. The SPIRE Server stores the regis-

tration in its database and pushes
the registration information to the
relevant node(s).

. A SPIRE-enabled workload starts

up and requests an SVID through
the Workload API. The agent
performs workload attestation ac-
cording to the attestation plugins
it is configured to use. In this ex-
ample, these are the Unix and Ku-
bernetes plugins. If the workload
characteristics discovered by the
plugins match the values speci-
fied for a registration, the agent
creates and signs an SVID for the
workload (with the stored signing
key that it received from the SPIRE
Server) and sends the SVID to the
workload.

. The workload uses its SVID as its

TLS certificate for securing com-
munications to other workloads
in the application. If the other
workloads have also success-
fully attested to their local SPIRE
Agents, mTLS communication is
successful. You can relax in the
knowledge that your workloads
are able to authenticate one an-
other safely.

The agent tracks the expiration of
the SVIDs that it has issued and
is able to push updated SVIDs to
the workloads as needed. Like-
wise, the agent’s own identity is

validated and refreshed by the
SPIRE Server itself, according to a
preconfigured TTL.

Deployment on Kubernetes

The SPIRE quickstart documentation
for Kubernetes [5] is easy to deploy,
and the example commands dem-
onstrate the successful delivery and
content of an SVID in a simple client
workload (also created in the quick-
start guide). Don’t be put off by the
comment that it has been tested on
Kubernetes versions 1.13.1, 1.12.4,
and 1.10.12, which are all at least
five years out of date; I tried it on
Kubernetes v1.24 and had no prob-
lems, because all of the Kubernetes
objects required are completely stan-
dard. Simply clone the repo [6] and
deploy the YAML files in the quick-
start directory.

Your Kubernetes cluster must have
a default storage class, because, as
you might expect, the spire-server
pod stores its SQLite data store

on a persistent volume. You’ll see
that a new namespace called spire
is created. Inside that namespace,
spire-server is deployed as a state-
fulset, and spire-agent is deployed
as a daemonset, with a pod on each
worker node in the cluster. The Unix
socket through which pods will ac-
cess the SPIRE Workload API can be
seen at /run/spire/sockets/agent.
sock on each Kubernetes node.
However, the quickstart is of limited
use because it doesn’t provide a reli-
able way to make the Workload API
Unix socket available to your ap-
plication pods. In a SPIFFE domain,
a pod with no access to a Workload
API socket is like Jason Bourne
with no fisherman to rescue him!
Therefore, I recommend bypassing
the quickstart and starting with the
SPIFFE container storage interface
(CSI) driver example [7] straight-
away. The SPIFFE CSI example de-
ploys spire-server and spire-agent
just like the official quickstart does,
but it additionally creates a CSI
driver, csi.spiffe.io, implemented
by means of another daemonset,
spiffe-csi-driver.
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[rootékBs-master-1 ~]# kubectl get all -n spi

NAME
deployment .apps

NAME
replicaset.ap
[rootEkBs-mas -18#

ire-server-5c8dBdc6c?

s Us
Running
Running
Running
Running
Running

i L s b b D
R
JB‘D‘D‘M
=]

[y
- X

EXTERNAL-IP

66/TCP

2

UP-TO-DATE AVAILABLE AGE

1 41h

CURRENT READY
1 |

DESIRED
1

Figure 4: The content of the spire namespace in a Kubernetes cluster.

The CSI driver connects each node’s
Workload API Unix socket to any
pod that requires it in the form of
a volume. If you’re familiar with
Kubernetes, it might seem more
straightforward simply to mount the
Unix socket into the pod as a host-
Path volume; however, the security
policies in many Kubernetes clusters
prevent non-privileged pods from
hostPath mounting. The CSI method,
although more expensive in terms of
cluster resources, is at least reliable.
To deploy the SPIRE CSI example
onto a Kubernetes cluster, take
these steps:
1. Clone the SPIFFE CSI repo to the
host you use for performing Kuber-
netes admin tasks:

git clone 2
|https://qithub.com/spiffe/spiffe-csi

2. Amend spiffe-csi/example/config/
spire-server.yaml to add a persis-
tent volume and a corresponding
volumeMount for the /run/spire/
data mountpoint (optional, but
recommended for even the most
trivial production use). Unlike the
quickstart example for Kubernetes,
the SPIFFE CSI example does not
specify a persistent volume for the
SPIRE Server.

3. Execute the deployment script:

spiffe-csi/example/deploy-spire-2
and-csi-driver.sh

This action applies all of the YAML
files under spiffe-csi/example/
config with kubectl. Check the
output for any Kubernetes-related
errors. At this stage, the most likely
cause of any problems is that your
Kubernetes context does not have
sufficient permissions to create all
of the required objects.

. Check the content of the spire
namespace (Figure 4):

kubectl get all -n spire

At this stage, it is also interesting
to review the contents of the con-
figmaps that were created by the

deployment script. To do this, run
the command:

kubectl -n spire get cm spire-agent 2
spire-server -o yanl

You can clearly identify important
configuration options, such as the
name of the trust domain, the sub-
ject of the built-in CA, and the TTL
of the SVIDs. To change them, edit
the configmaps, for example, with:

AGE
41h

VAILABLE

kubectl -n spire edit cm spire-server

and restart the relevant pods to
make your changes take effect.

. If no spiffe-csi-driver pods are

running, check the status of the
spiffe-csi-driver daemonset:

kubectl -n spire describe ds 2
spiffe-csi-driver

The spiffe-csi-driver pods will
not be scheduled if the pod se-
curity policies in place on your
cluster prevent the creation

of privileged pods in the spire
namespace. That’s because they
use a hostPath volume mount to
connect to the Workload API’s
Unix socket at /run/spire/sockets
on each worker host, and they
need to be privileged to do so.

. Check that the Workload API’s

Unix socket has been created on
the Kubernetes workers (it won’t
exist on the masters):

Is /run/spire/agent-sockets/2
spire-agent.sock

. Check that the spire-agent pods

are connected to spire-server and
have successfully performed node
attestation:

Figure 5: spire-server logs showing the node attestation process.
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SPIRE_SERVER_POD=2
$(kubect! -n spire get po 2
-1 app=spire-server 2
-0 jsonpath="{.items[@].metadata.name}")
kubect! -n spire logs $SPIRE_SERVER POD | 2
grep -Bl attestation

You will see that the SPIRE Server
issued an SVID to the node agent
in the form spiffe://example.org/
spire/agent/k8s_psat/<cluster
name> /<kubernetes node uid>. If
you run

kubectl get nodes -o yam! | grep uid:

you’ll see that the SPIFFE IDs is-
sued to the nodes do indeed match
the nodes’ Kubernetes universally
unique identifiers (UUIDs). made
possible by SPIRE’s k8s_psat node
attestation plugin (Figure 5),
which enables the SPIRE server to
confirm the identity of the attest-
ing node by querying the Kuber-
netes API to confirm various as-
pects of the node’s identity. More
information about node attestation
with projected service account
tokens (PSATs) is given in the
SPIRE docs [8].

8. Create registration entries for the
spire-agents. Later, you’ll specify
the spire-agent SPIFFE ID as the
parent ID for each of the workload
registrations you create. This is
how we can control which node(s)
are allowable for each workload:

SPIFFE and SPIRE TOOLS .

kubect! -n spire $SPIRE_SERVER_POD 2
-- /opt/spire/bin/spire-server 2
entry create 2
-spiffelD spiffe://example.org/ns/spire/2
sa/spire-agent 2
-parentID spiffe://example.org/2
spire/server 2
-selector k8s_psat:agent_ns:spire 2
-selector k8s_psat:agent_sa:spire-agent 2
-selector k8s_psat:cluster:example-cluster

This generic registration will be
matched by spire-agent on each
Kubernetes worker; therefore, each
spire-agent pod will receive the
complete bundle of SVIDs for all
the workloads whose registrations
specify this spire-agent registration
as the parent. If workloads were
tied to particular nodes, you could
use pod affinity to create multiple
spire-agent registrations with node-
specific k8s_psat selectors (e.g.,
-selector k8s_psat:agent_node_name)
and set those as the workloads’
parent IDs, so the workloads could
only attest successfully when run-
ning on the correct nodes.

At this point, the SPIRE infra-
structure is ready for use, and
workloads can be deployed by
the sequence shown in Figure 3.

Register and Deploy
Workloads

The example application to be
deployed secures communication

between a client workload and a
server workload by SVIDs that are
generated from the infrastructure
just installed. This simple example
is written in Go and uses SPIRE’s
Go library. The server waits for
an incoming connection; when it
receives one, it requests its own
SVID and then checks that the TLS
certificate of the inbound client
request contains the SPIFFE ID it’s
been configured to expect. Mean-
while, the client repeatedly requests
its own SVID, then sends an HTTPS
GET request to the server, check-
ing that the server presents a TLS
certificate matching the expected
SPIFFE ID. To deploy the example,
take these steps:
1. Clone the repository containing the
example:

git clone[ https://qithub.com/datadocld/[2
golang-spire-examples.qgit

This repository contains the Gol-
ang source code and Dockerfile in
the example directory and a YAML
file for Kubernetes deployment in
the k8s directory.

2. Apply the YAML file to your default
namespace:

kubectl apply -f golang-spire-examples/2
k8s/spire-https.yani

3. Register the workloads with the
SPIRE Server. Suitable registration

Figure 6: spire-agent logs generated by the workload attestation process.
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commands for the two workload
pods, along with the spire-agent
registration used in the infra-
structure example, are in gol-
ang-spire-examples/k8s/reg.sh.

4. Check that the spire-https-client
and spire-https-server pods are
running in your default namespace,
and see on which nodes Kuber-
netes deployed them. Tail the logs
of the spire-agent pod on one of
those nodes, and see the workload
attestation process (Figure 6).

5. Tail the logs of the client pod with

kubectl logs -1 app=spire-https-client -f

You’ll see that it is sending re-
quests to the server and that the
data specified in the server pod
spec’s DATA_TO_SEND environment
variable is received by the client.
The logs also print out the .pen
content of the client pod’s SVID,
which was shown in Figure 2.
6. The acid test. You want to be sure
that communication between the
client and the server will break
down if either side’s SVID expires
and is not renewed. The following
tests are a good way to prove that:
e Stop the SPIRE Server. Commu-
nication should break when the
SPIRE Agents’ SVIDs expire.
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e List all registrations and delete one
of the workload registrations with:

spire-server entry shou
spire-server entry delete -entryID 2
<ID of registration to be deleted>

¢ Finally, edit the spire-https-client
or spire-https-server deployment
to change the expected SPIFFE
ID of the other workload. For ex-
ample, run

kubectl edit deploy spire-https-client

and change the value of the
SERVER_SPIFFE_ID environment
variable. Saving the edited deploy-
ment will automatically recreate
the client workload using the up-
dated value. Tailing the logs of the
recreated client workload pod will
show you that the mTLS connec-
tion is now failing.

Troubleshooting

The logs of the spire-agent pods are
an excellent source of debugging
information and visibility into the in-
formation provided by the attestor pl-
ugins. In these, you can see whether
node attestation was successful

and whether the agents themselves

successfully received a bundle from

the SPIRE Server, which tells you if

the spire-agent registrations were cre-
ated correctly.

You can also see whether work-

loads are contacting the spire-agent

through the workload API and are
receiving the correct SVID. Search
in the spire-agent pod logs for the
message PID attested to have selec-
tors. Absence of these messages
suggests that communication on
the Workload API socket is not set
up correctly. When an SVID is de-
livered to a workload, the logs will
show the SVID’s SPIFFE ID. Check
for these points:

B The hostPath volume for the Work-
load API socket must be identi-
cal between the spire-agent and
spire-csi driver pods. Check the
volume in both daemonsets to
make sure it matches.

B Pod processes (spire-agent and
user workloads) must use a local
Workload API socket path that
matches the volumeMounts path,
which maps the hostPath socket
into the pod.

B The registrations created via the
Registration API must have a suf-
ficiently specific combination
of selectors to ensure that each
workload is correctly identified by

the attestation process. If

SPIRE Server | Registration API Kubernetes automatic workload registration
| Node API

b L

not, your workload might

have received an SVID
intended for another
workload, and will there-

fore not be trusted by

Master node
other workloads that are
| set up to check SPIFFE
i IDs when establishing
SPIRE Agent SPIRE Agent TLS connections.
[ Envoy sDS API | Attestor plugins | { EnvoyspsAPI | [ Attestor plugins |
¥ ¥ -
UNIX socket UNIX socket SPI R E E na bled

=
3

[ Envoy: spiffe:ifexample.com/a ]
1 J

Plain text

[ Workload A - Application ]

Worker Node

mTLS

+ Plain text

[ Workload B - Application ]

I [ Envoz: spiffe:llexample.com/b ]

Workloads

Following are the three
main methods used to
enable application work-
loads to use SPIRE for
mTLS zero trust:

Worker Node

Method 1
Place a non-SPIRE-

Figure 7: SPIFFE mTLS by Envoy proxies; workloads are unaware of SPIFFE IDs.
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a SPIRE-aware front-end proxy, which
leverages the well-understood service
mesh pattern. In Kubernetes, it means
that each pod has a sidecar container
that performs attestation and con-
sumes the SVID to perform mTLS on
behalf of the pod’s main workload.

A significant example of this is Is-

tio (v1.14 onward), which includes
SPIRE functionality out of the box. In
Istio’s implementation, the Istio proxy
sidecar, already an essential part of
the Istio architecture, talks to a node
agent by the Envoy Secret Discovery
Service (SDS) protocol to retrieve the
X.509 SVID on behalf of the pods’s
workload container (Figure 7). Prox-
ies can now use this SVID to secure
their mTLS communications with
proxies belonging to other pods.

Method 2

Writing the workload to be natively
SPIRE-aware is the purest and most
committed approach. If you fully in-
corporate the use of SPIFFE in your
code, it clearly becomes a necessary
and irreplaceable component of the
application, without which it cannot
run; however, you can also realize the
biggest benefits and take advantage
of the flexibility of the SPIFFE ID URI
format to share useful information be-
tween workloads. SPIRE libraries exist
for Go, C and C+ +, Java, and Rust.
The libraries make it easy to request
an SVID from the local Workload API
and then configure outbound network
connections, or listening ports, to

use the SVID for their TLS security
purposes. The Go examples in the
golang-spire-examples/example/ direc-
tory make this clear.

Method 3

Add the SPIFFE Helper utility to the
workload. Given that an SVID is a
completely normal TLS certificate in
PEM format, along with a private key
it can be used as a drop-in replace-
ment for a certificate generated by
any other means. You can use SVIDs
to secure any application whose
configuration allows a certificate and
key to be provided by its adminis-
trator. The SPIFFE Helper utility is
configured to interact with its local
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Workload API and to know the loca-
tion of the TLS certificate and key
used by the application that it’s help-
ing. When the Workload API pushes
an updated SVID, the SPIFFE Helper
writes that new SVID into the ap-
plication’s configured TLS certificate
location and triggers the application
to reload its certificates. For example,
to use the SPIFFE Helper to SPIRE-
enable a MySQL server, the Helper

is configured with the certificate and
key locations used by MySQL. Every
TTL period, the Helper updates the
contents of those locations with the
SVID received via the Workload API,
and then triggers the MySQL process
to restart using the updated certificate
and key.

SPIRE in Production

As soon as all communications
between workloads in the SPIFFE
domain are secured with valid short-
lived SVIDs, anything that prevents
the successful rotation of those SVIDs
will bring the system grinding to a
halt. This outcome was easy to show
in the simple Kubernetes native work-
load example discussed earlier - sim-
ply scale the spire-server deployment
to zero replicas. The application will
carry on working as long as the exist-
ing SVIDs are valid, but as soon as
they expire and cannot be refreshed,
workloads will no longer be able to
authenticate one another. For produc-
tion use, making the SPIRE Server
highly available is of paramount im-
portance. To do so, the SPIRE Server
should be scaled horizontally, and the
back-end database should have mul-
tiple replicas.

Threat Model

Although SPIFFE allows for the net-
work and application workloads to be
fully untrusted, it does assume trust in
the hardware on which the infrastruc-
ture runs - especially the hardware

on which the SPIRE Server is running.
Additionally, the attestation process
requires SPIRE to trust the information
presented to it by the attestation pl-
ugins. We looked at examples of Unix

and Kubernetes attestation plugins,
which require trust in the node operat-
ing systems and the Kubernetes clus-
ter, respectively. For SPIFFE domains
on the public cloud leveraging the na-
tive AWS and Google Cloud Platform
(GCP) attestation plugins, it’s assumed
that Amazon and Google provide trust-
worthy information about their cloud
environments.

Conclusion

In this article I covered the important
concepts of SPIFFE and SPIRE and
deployed a simple application that
uses SPIRE to implement mTLS be-
tween workloads. However, I haven’t
touched on many interesting aspects,
such as integration with Open Policy
Agent (OPA) policies, AWS OpenID
Connect (OIDC), HashiCorp Vault,
and the creation of your own dedi-
cated attestation plugins. All of these
subjects are covered by the documen-
tation, and the helpful SPIRE Slack
community is always willing to dis-
cuss these concepts, too. [
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Building @ HPC cluster with Warewulf 4

e and

Warewulf installed with a compute node is not really an HPC cluster; you
need to ensure precise time keeping and add a resource manager.

By Jeff Layton

A Warewulf-configured cluster head
node with bootable, stateless compute
nodes [1] is a first step in building a
cluster. Although you can run jobs at
this point, some additions need to be
made to make it more functional. In
this article, I'll show you how to con-
figure time so that the head node and
the compute node are in sync. This
step is more important than some
people realize. For example, I have
seen Message Passing Interface (MPI)
applications that have failed because
the clocks on two of the nodes were
far out of sync.

Next, you will want to install a re-
source manager (job scheduler) that
allows you to queue up jobs, so you
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don’t have to sit at the terminal wait-
ing for jobs to finish. In this example,
I use Slurm. You can also share the
cluster with other users and have jobs
run when the resources you need are
available. This component is a key to
creating an HPC cluster.

NTP

One of the absolute key tools for
clusters is the Network Time Protocol
(NTP), which syncs the system clocks
either to each other, or to a standard
atomic clock (or close to it), or both.
With clocks in sync, the many tools
and libraries on clusters such as MPI
will function correctly.

On Rocky Linux 8, I use chrony [2] to
sync clocks on both the client and the
server. In the case of the cluster, the
head node is a client to the outside
world, but it will also act as a time
server to the compute nodes within
the cluster.

Installing chrony on the head node
with yum or dnf is easy. During in-
stallation, a default /etc/chrony.
conf configuration file is created,
but I modified mine to keep it really
simple:

server 2Jrocky.pool.ntp.orq
driftfile /var/lib/chrony/drift
makestep 1.0 3

rtesync

allou 10.0.0.8/8

local stratum 18

keyfile /etc/chrony.keys
leapsectz right/uTC

logdir /var/log/chrony
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I pointed the head node to 2.[rocky.]
as the source of time up-
dates in the outside world (this came
with the default). I also allowed the
head node to be used by the IP ad-
dresses in the range 10.0.0.0/8.

After you edit the file, you should
restart the chrony service:

$ sudo systemct] restart chronyd

I also like to make sure it will start
automatically on boot, so I run:

$ sudo systemct] enable chronyd

Although it is probably not necessary,
because it was enabled when in-
stalled, I like to be sure. I usually also
check that it’s running with systemct1
when I restart the head node.

At this point you can test whether the
clock is synchronized by installing the
ntpstat utility on the head node and
then running it:

$ sudo yum install ntpstat

$ ntpstat

synchronised to NTP server 2
(162.159.200.123) at stratum 4
time correct to within 21 ns
polling server every 64 s

Your output will not match this exactly,
but you can see that it’s using an out-
side source to synchronize the clock.
Configuring time on the compute
node is a bit different from the head
node, requiring a few more steps. The
first difference is that the compute
node has no time zone associated
with it, and I like to keep the com-
pute nodes as close as possible to the
head node. If you try to set a time
zone in the container, it won’t work
because the container is not run-
ning. You can either set the time zone
manually on the compute node before
running any jobs, or you can create

a simple systemd script that runs on
startup. I'm going to choose the sec-
ond approach to automate things.

To create a simple script that is run
by the system when the node starts
but after the network is up, you
should put the script where changes
local to the node should reside: in
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Warewulf 4 TOOLS .

/usr/local/bin. Begin by exec-ing
into the container:

$ sudo wuctl container exec rocky-8 2
/bin/bash
[rocky-8] Warewulf>

Next, create a script in /usr/local/
bin/ (I named mine timezone_fix.sh).

#!/bin/bash
timedatect! set-timezone America/Neu_York

Adjust the time zone value for your
cluster. (You can find the time zone
of your head node with the com-
mand timedatectl.) In my case, it

is America/New_York. The command
timedatectl set-timezone sets the
time zone. Be sure to make the script
executable:

[rocky-8] Harewulf> chmod u+x 2
/usr/local/bin/timezone_fix.sh

After creating that script, create the
systemd service that runs it in file /etc/
systemd/system/run-at-startup.service,
so the system knows about the script:

[Unit]
Description=Script to set time zone to EDT

[Service]

Type=simple

RemainAfterExit=no
ExecStart=/usr/local/bin/timezone_fix.sh
TimeoutStartSec=0

[Install]
WantedBy=default.target

The final step is to enable the
run-at-startup service:

[rocky-8] Harewulf> 2
systemctl enable run-at-startup.service
Created symlink 2
/etc/systemd/systen/default.target.?
wants/run-at-startup.service /etc/2
systemd/system/run-at-startup.service

With these additions, the time zone
in the compute node will match the
head node. Again, I don’t think it’s
strictly required, but I like to have it.

Now you can install chrony into the
compute node container, as you did
for the head node:

$ yum install chrony ntpstat

The /etc/chrony. conf file for compute
node is similar to the head node:

server 10.8.0.1

driftfile /var/lib/chrony/drift
makestep 1.8 3

rtesync

allow 10.0.0.0/8

local stratum 18

keyfile /etc/chrony.keys
leapsectz right/uTC

logdir /var/log/chrony

For the compute node, I just point
chrony to the head node (warewulf
or IP 10.0.0.1) as the source of time
(time server) because it is pointed
to an outside NTP server. Strictly
speaking, I think you really only
need the head node and compute
nodes to be in sync, but you might
as well sync the head node to the
true time outside of the cluster.

To make sure chrony starts when the
container boots, I enable the service
inside the container,

$ systemct] enable chronyd

and type exit to leave the container.
Be sure that it rebuilds the container
when you exit; otherwise, you have
to go back and redo everything. To
make sure NTP is working, boot the
compute node and run timedatectl
(Listing 1).

Everything looks good at this point.
The time zone matches the head node,
and the node is time syncing. Another
thing to look at is the ntpstat output:

Listing 1: Running timedatect!

$ ssh n@eel
[Taytonjb@neeel ~]$ timedatect]

System clock synchronized: yes
NTP service: active
RTC in local TZ: no

Local time: Sat 2022-12-17 11:31:26 EST
Universal time: Sat 2822-12-17 16:31:26 UTC
RTC time: Sat 2022-12-17 16:31:26
Time zone: America/New_York (EST, -8508)
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$ ntpstat

synchronised to NTP server (10.0.8.1) 2

at stratum 5

time correct to within 48 ms

polling server every 64 s

The NTP server is correct and all
looks good. On to the next step!

$ sudo yum install munge

Listing 2: Installing munge

. TOOLS Warewulf 4

Slurm

Now that time is synchronized be-
tween the head node and compute
nodes, I like to install the resource
manager (aka, the job scheduler).
I chose Slurm for my cluster be-
cause it is so ubiquitous, but you

Last metadata expiration check: 8:83:14 ago on Sun 84 Dec 2622 88:29:36 AM EST.

Dependencies resolved.

Package fArchitecture Version Repository Size
Installing:

nunge X86_64 8.5.13-2.e18 appstrean 121 k
Installing dependencies:

munge-1ibs X86_64 0.5.13-2.e18 appstreanm 29 k

Transaction Summary

Install 2 Packages

Listing 3: Install Slurm Server

$ sudo yum install ohpc-slurm-server
Last metadata expiration check: 8:22:28 ago on Sun 84 Dec 2022 08:29:36 AM EST.

Dependencies resolved.

Package Arch Version Repository Size
Installing:

ohpc-slurm-server X86_64 2.6-7.1.0hpc.2.6 OpenHPC-updates 7.8 k
Installing dependencies:

mariadb-connector-c X86_64 3.1.11-2.e18 3 appstrean 199 k
mariadb-connector-c-config noarch 3.1.11-2.e18_3 appstrean 14 k
ohpc-filesystem noarch 2.6-2.3.0hpc.2.6 OpenHPC-updates 8.0 k
pdsh-mod-silurm-ohpc X86_64 2.34-9.1.0hpc.2.6 OpenHPC-updates 13 k
slurn-devel-ohpc X86_64 22.05.2-14.1.0hpc.2.6 OpenHPC-updates 83 k
slurm-example-configs-ohpc X86_64 22.85.2-14.1.0hpc.2.6 OpenHPC-updates 242 k
slurm-ohpc X86_64 22.085.2-14.1.0hpc.2.6 OpenHPC-updates 18 M
slurm-perlapi-ohpc X86_64 22.085.2-14.1.0hpc.2.6 OpenHPC-updates 822 k
slurm-slurmctid-ohpc X86_64 22.085.2-14.1.0hpc.2.6 OpenHPC-updates 1.5 M
slurm-slurmdbd-ohpc X86_64 22.085.2-14.1.0hpc.2.6 OpenHPC-updates 836 k

Transaction Summary

Install 11 Packages

Listing 4: Edit the Template File

$ sudo perl -pi -e "s/ControlMachine=\S+/ControlMachine="hostname -s*/" /etc/slurm/slurm.conf
$ sudo perl -pi -e "s/"NodeName=(\S+)/NodeName=n@e@1/" /etc/slurm/slurm.conf
$ sudo perl -pi -e "s/*PartitionName=normal Nodes=(\S+)/PartitionName=normal Nodes=n@e@l/"

/etc/slurm/slurm.conf

$ sudo perl -pi -e "s/ Nodes=c\S+ / Nodes=ALL /" /etc/slurm/slurm.conf
$ sudo perl -pi -e "s/ReturnToService=1/ReturnToService=2/" /etc/slurm/slurm.conf
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have several others from which to
choose.

I must admit that I had a difficult time
getting Slurm to run by my installation
method. Although my method could
be the problem, perhaps not. (I'm sure
it was my fault, though.) Regardless,
with the help of several people on the
mailing lists, I got it running.

The process I followed is in a recipe
by Steve Jones from Stanford Uni-
versity. He has a nice recipe for his
system that creates nodes with virtual
machines (VMs) [3] that can be used
as a template for physical nodes.

I didn’t use the entire recipe, only
those parts near the end that applied
to installing and configuring Slurm.
His recipe uses the Slurm RPMs from
OpenHPC [4], which I like using

for several reasons: They are cluster
oriented; OpenHPC will be switching
to Warewulf 4 soon, so they have pre-
liminary binaries; and I didn’t have
to build Slurm from scratch. The first
step in using these RPMs is to add
the OpenHPC repository. After a little
hunting I found the release file and
installed it on the head node:

$ sudo yum instal[_http://repos.openhpc.2
comnunity/OpenHPC/2/EL_8/x86_64/2
ohpc-release-2-1.e18.x86_64.rpm

After installing the release RPM, I
installed munge, the Slurm authentica-
tion tool (Listing 2), then I installed
the Slurm server on the head node
(Listing 3).

Everything should go fine through this
step. If you have hiccups, I recommend
posting to the slurm-users mailing list,
the warewulf mailing list, or both.
Next, you need to create and edit the
slurm.conf file. Some files in /etc/
slurm/ are part of the Slurm server
installation. You will use these tem-
plated files later.

For now, use the slurm.conf.example
template file:

$ sudo cp /etc/slurm/slurm.conf.ohpc 2
/etc/slurm/slurm. conf

Jones's recipe uses some Perl com-
mands to edit that file which is used
on the head node (the Slurm server)
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(Listing 4). These commands are fairly
easy to understand, even if you don’t
know Perl. On the second and third
lines I changed the name of the com-
pute node to match my node (n0001).
You should also set the munge and
slurmct1d services to start when the
head node boots:

$ sudo systemct] enable --nou munge
$ sudo systemct] enable --now slurmctld

A few more modifications need to be
made on the Slurm head node. Edit
the lines in the /etc/slurm/slurm.conf
file as follows:

Slurmct1dAddr=10.0.9.1

SlurmctldLogFile=/var/log/slurn/2
slurnctld. log

SlurmLogFile=/var/log/slurm/slurnd.log

The first line points to the head node’s
IP address. The other two lines tell
Slurm where to write the logs. If the log
directory doesn’t exist, you will have to
create it and choun it to slurm:siurm:

$ sudo mkdir /var/log/slurm
$ sudo choun slurm:slurm /var/log/slurm

Another edit you will have to make

in /etc/slurm/slurm.conf is to the line
that begins NodeName=. It should reflect
the node name, the number of sock-
ets, the number of cores per socket,
and the number of threads per core.
For me, this line is

NodeName=n@@81 Sockets=1 2
CoresPerSocket=4 2
ThreadsPerCore=2 State=UNKNOWN

for my compute node because I have a
single socket with a four-core processor
that has hyperthreading turned on (two
threads per core). You should change
this line to reflect your compute node.
It’s also good to check that the direc-
tory /var/lib/munge exists (it should).
The owner should be munge: munge on
the directory and any files in there.

If the directory doesn’t exist, that is
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a problem and you need to create it,
choun it to munge:munge, and reinstall the
OpenHPC Slurm server RPM. If you
see the file /var/1ib/munge/munge. seed
and it is owned by munge:munge, you
should be good.

Also check that the directory /var/
spool/slurmctld exists and is owned
by slurm:slurm. A number of files in
that directory should also be owned
by slurm:slurm. If you don’t see the
directory or the files, create the direc-
tory, choun it to slurm:slurm, and rein-
stall the OpenHPC Slurm server RPM.
The next thing to check is for the
existence of the file /etc/slurm/
cgroup.conf. If the file doesn’t exist,
there might be a file named cgroup.
conf.example in that same directory.
If so, copy it to cgroup.conf:

$ sudo cp 2
/etc/slurm/cgroup.conf.example 2
/etc/sturm/cgroup.conf

Now add a single line to the end of
/etc/slurm/cgroup.conf so the file
looks like Listing 5. This last line is
what stumped me for a while until
Jason Stover helped (thanks Jason!).
I realize this seems like quite a bit of
fiddling, but this is what I had to do

to get Slurm to work, and it’s not bad
because it only needs to be done once.
You can choose to build and install
Slurm yourself or use different RPMs.
Now I come to the fun part, the
compute node, which is a bit differ-
ent from the head node and requires
maybe a little more fiddling around;
in reality, you only have to do this
once per container. You can even
script this if you like, especially if you
are going to use several containers.
The first step is to create the users
slurm and munge in the container
along with their groups before in-
stalling anything. This part is very
critical: the user ID (UID) and group
ID (GID) of the slurm and munge
users and groups in the container
must match those on the head node.
On my head node, the group entries
for slurm and munge are:

munge:x:970:
slurm:x:202:

The entries for the corresponding
users are:

munge:x:972:976:Runs Uid 'N' 2
Gid Emporium:/var/run/munge:/sbin/nologin
slurm:x:202:202:SLURM resource manager:2
/etc/slurm:/sbin/nologin

Write down the GIDs and names
and UIDs and names, and then exec
into the container and mount the
host filesystem in the container.
Once in the container, you can cre-
ate the appropriate groups and us-
ers (Listing 6).

Be sure to check these against the
head node just to be sure. This is a
very important step. Don’t exit from
the container just yet. You need to in-
stall the OpenHPC release RPM to use
their RPMs:

[rocky-8] Warewulf> 2
yum install_http://repos.openhpc.2
community/OpenHPC/2/EL_8/x86_64/2
ohpc-release-2-1.e18.x86_64.rpm

Next you can install the OpenHPC
Slurm client (Listing 7). Like the
head node, you now need to fix up
the Slurm client installation.

To begin, edit the munge configura-
tion. In no specific order, begin by

Listing 5: Modification for /etc/slurm/cgroup.conf

$ sudo more /etc/slurm/cgroup.conf

#HH

#

# Slurm cgroup support configuration file

#

# See man slurm.conf and man cgroup.conf for further
# information on cgroup configuration parameters

P

CgroupAutomount=yes

ConstrainCores=no
ConstrainRAMSpace=no

CgroupMountpoint=/sys/fs/cgroup

Listing 6: Mount the Host Filesystem

$ sudo wuctl container exec --bind /:/mnt rocky-8 /bin/
bash

[rocky-8] Warewulf> groupadd -g 978 munge

[rocky-8] Warewulf> groupadd -g 262 slurm

[rocky-8] Warewulf> useradd -g 976 -u 972 munge
[rocky-8] Warewulf> useradd -g 262 -u 262 slurm
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Listing 7: Install OpenHPC Slurm Client

[rocky-8] Warewulf> yum install ohpc-slurm-client

Failed to set locale, defaulting to C.UTF-8

Last metadata expiration check: 8:04:81 ago on Sun Dec 11 14:26:55 2022
Dependencies resolved.

Package Arch  Version Repository Size
Installing:

ohpc-slurm-client X86_64 2.6-7.1.0hpc.2.6 OpenHPC-updates 6.9 k
Installing dependencies:

cairo x86_64 1.15.12-6.e18 appstrean 718 k
dejavu-fonts-common noarch 2.35-7.el18 baseos 73 k
dejavu-sans-fonts noarch 2.35-7.el18 baseos 1.5 M
fontconfig x86_64 2.13.1-4.e18 baseos 273 k
fontpackages-filesystem noarch 1.44-22.el8 baseos 15 k
freetype x86_64 2.9.1-9.e18 baseos 393 k
groff-base X86_64 1.22.3-18.e18 baseos 1.8 M
huloc-ohpc X86_64 2.7.8-3.9.0hpc.2.6 OpenHPC-updates 2.6 M
1ibX11 x86_64 1.6.8-5.el8 appstrean 610 k
1ibX11-common noarch 1.6.8-5.el8 appstrean 157 k
libXau x86_64 1.6.9-3.el8 appstrean 36 k
1ibXext x86_64 1.3.4-1.e18 appstrean 44 k
libXrender X86_64 0.9.10-7.e18 appstrean 32 k
libpng X86_64 2:1.6.34-5.e18 baseos 125 k
libxcb x86_64 1.13.1-1.el8 appstrean 228 k
mariadb-connector-c x86_64 3.1.11-2.e18_3 appstrean 199 k
mariadb-connector-c-config noarch 3.1.11-2.e18_3 appstrean 14 k
munge X86_64 8.5.13-2.e18 appstrean 121 k
munge-1ibs X86_64 8.5.13-2.e18 appstrean 29 k
numacti-1ibs X86_64 2.0.12-13.e18 baseos 35 k
ohpc-filesystem noarch 2.6-2.3.0hpc.2.6 OpenHPC-updates 8.8 k
peri-Carp noarch 1.42-396.el8 baseos 29 k
per1-Data-Dumper X86_64 2.167-399.e18 baseos 57 k
per1-Digest noarch 1.17-395.el8 appstrean 26 k
per1-Digest-MD5 X86_64 2.55-396.e18 appstreanm 36 k
peri-Encode X86_64 4:2.97-3.e18 baseos 1.5 M
peri-Errno x86_64 1.28-421.e18 baseos 75 k
peri-Exporter noarch 5.72-396.el18 baseos 33 k
per1-File-Path noarch 2.15-2.e18 baseos 37 k
per1-File-Temp noarch 0.2306.600-1.e18 baseos 62 k
per1-Getopt-Long noarch 1:2.50-4.e18 baseos 62 k
per1-HTTP-Tiny noarch 0.074-1.el8 baseos 57 k
per1-I0 X86_64 1.38-421.e18 baseos 141 k
per1-MIME-Base64 x86_64 3.15-396.e18 baseos 30 k
per1-Net-SSLeay x86_64 1.88-2.module+el8.6.0+957+15d6606ad appstrean 378 k
per1-PathTools X86_64 3.74-1.e18 baseos 89 k
per1-Pod-Escapes noarch 1:1.87-395.e18 baseos 19 k
per1-Pod-Perldoc noarch 3.28-396.e18 baseos 85 k
peri-Pod-Simple noarch 1:3.35-395.e18 baseos 212 k
per1-Pod-Usage noarch 4:1.69-395.e18 baseos 33 k
per1-Scalar-List-Utils X86_64 3:1.49-2.e18 baseos 67 k
per1-Socket X86_64 4:2.827-3.e18 baseos 58 k
per1-Storable X86_64 1:3.11-3.el8 baseos 97 k
per1-Term-ANSIColor noarch 4.06-396.e18 baseos 45 k
peri-Term-Cap noarch 1.17-395.e18 baseos 22 k
peri-Text-Parselords noarch 3.30-395.el8 baseos 17 k
per1-Text-Tabs+Wrap noarch 2013.8523-395.e18 baseos 23 k
per1-Time-Local noarch 1:1.286-1.e18 baseos 32 k
per1-URI noarch 1.73-3.el18 appstrean 115 k
per1-Unicode-Normalize x86_64 1.25-396.e18 baseos 81 k
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checking that the directory /etc/
munge exists. If not, create it and
choun it to munge:munge:

[rocky-8] Harewulf> 2
mkdir /etc/munge
[rocky-8] Harewulf> 2
choun munge:munge /etc/munge

Copy the file /etc/munge/munge. key
from the head node to the container,
which won’t be difficult because you
mounted the head node filesystem
when you exec’d into the container:

[rocky-8] Harewulf> cp /mnt/2
etc/munge/munge.key /etc/munge/munge.key
cp: overurite '/etc/munge/munge.key'? y
[rocky-8] Harewulf> 1s -lstar /2
etc/munge/munge. key
4 -p---mmmm- 1 munge munge 1024 2
Dec 11 14:46 /etc/munge/munge.key

If it asks you whether you want to
overwrite the existing munge.key,
choose y. Be sure the directory and
the file are all owned by munge:munge
(UID:GID).

Next, you need to choun the directory
/var/1lib/munge to munge:munge:

[rocky-8] Harewulf> 2
choun munge:munge /var/1ib/munge

Now turn your attention to configur-
ing Slurm in the container by creat-
ing the directory /var/spool/slurnd
and choun it to slurm:siurm:

[rocky-8] Harewulf> 2
mkdir /var/spool/slurmd

[rocky-8] Warewulf> choun slurm:slurm 2
/var/spool/slurmd

Notice that the directory for the
client is slurmd and not slurmctid,
which is for the Slurm server.
Next, copy the slurm.conf file from
the host node:

[rocky-8] Harewulf> 2
cp /mnt/etc/slurm/slurm.conf 2
/etc/slurm/slurm. conf

You shouldn’t have to change any-
thing in the file /etc/slurm/slurm.conf
once it is in the container.
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Next, create the log directory for
Slurm in the container and choun it to
slurm:slurm:

[rocky-8] Harewulf> 2
mkdir /var/log/slurm
[rocky-8] Harewulf> 2
choun slurm:slurm /var/log/slurm

One other thing you should use from
Jones’ recipe is the following com-
mand inside the container that sets
options for starting Slurm:

echo SLURMD_OPTIONS="--conf-server 2
“hostname -s™" > /etc/sysconfig/slurmd

The result can be incorrect. To be
sure, edit the file /etc/sysconfig/
slurmd. The file for my setup, where
the Slurm server head node is named
warewulf, should be:

SLURMD_OPTIONS=--conf-server wareuulf

Be sure it points to the Slurm server.
Finally, enable the services in the
container for munge and slurnm:

systemctl enable munge
systemctl enable slurnd

Note that slurmd is now correct and
is not slurmctld as on the head node.
At this point, you can exit the con-
tainer, which should save, before start-
ing or restarting the compute node.
Once the compute node is rebooted,
either SSH into it or log in directly.
Check that the munge and slurmd ser-
vices are running, then check the
munge and slurmd details, particularly
the permissions for:

B /var/munge

B /var/munge/munge.key

B /etc/slurm

B /etc/slurm/slurm.conf

B /var/log/slurm

B /var/spool/slurm

B /etc/sysconfig/slurmd

If you see any issues with permis-
sions, check /etc/group and /etc/
passud on the compute node and
compare them with the head node.
To correct differences, edit these
two files in the container on the
host node, exit the container so the
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Warewulf 4 TOOLS .

Listing 7: Install OpenHPC Slurm Client (cont.)

per1-Mozilla-CA

Transaction Summary

peri-constant noarch 1.33-396.el18 baseos 24 k
perl-interpreter X86_64 4:5.26.3-421.e18 baseos 6.3 1
per1-1ibnet noarch 3.11-3.e18 appstrean 120 k
perl-1ibs X86_64 4:5.26.3-421.e18 baseos 1.6 M
peri-macros X86_64 4:5.26.3-421.e18 baseos 71k
perl-parent noarch 1:0.237-1.el8 baseos 19 k
peri-podiators noarch 4.11-1.e18 baseos 117 k
per1-threads X86_64 1:2.21-2.e18 baseos 68 k
per1-threads-shared X86_64 1.58-2.e18 baseos 47 k
pixman X86_64 0.38.4-2.e18 appstrean 256 k
slurm-contribs-ohpc X86_64 22.05.2-14.1.0hpc.2.6 OpenHPC-updates 22 k
slurm-example-configs-ohpc x86_64 22.85.2-14.1.0hpc.2.6 OpenHPC-updates 242 k
slurm-ohpc X86_64 22.85.2-14.1.0hpc.2.6 OpenHPC-updates 18 M
slurm-pam_slurm-ohpc X86_64 22.05.2-14.1.0hpc.2.6 OpenHPC-updates 172 k
slurm-slurmd-ohpc x86_64 22.05.2-14.1.0hpc.2.6 OpenHPC-updates 767 k
Installing weak dependencies:

per1-I0-Socket-IP noarch 0.39-5.e18 appstrean 46 k
per1-I0-Socket-SSL noarch 2.066-4.module+el8.6.08+957+15d668ad  appstreanm 297 k

noarch 20166104-7.module+el8.6.06+965+858557f9

appstrean 14 k

Install 69 Packages
Total dounload size: 40 M
Installed size: 144 M

Is this ok [y/N]:
Dounloading Packages:

updates are saved, and reboot the
compute node.

If everything appears correct, go to
the head node and run the command
shown in Listing 8, which lists the
nodes known by slurm. The node is
idle, so it is ready to run jobs.

The first job I like to run is a single
line that checks the hostnames of
all nodes:

$ srun -nl -1 hostname
[output]

If this works, it is time to move on

to something more sophisticated and
more like running an HPC job. I'll cre-
ate a simple script that does nothing
but sleep for 40 seconds:

#!/bin/bash

date

sleep 40
hostname -s
date

Listing 8: List of Nodes Known by slurm

$ sinfo -a
PARTITION AVAIL TIMELIMIT NODES STATE NODELIST
normal* up 1-00:00:00 1 idle n@eel

I called this script stall.sh because
it does nothing but “stall” until the

script finishes. You can think of this
as the application script.

The second script contains the slurm

options and srun script:

#!/bin/bash

#SBATCH --job=test_stall_job
#SBATCH --nodes=1

#SBATCH --output=test_stall_%j.log

srun /home/laytonjb/stall.sh

I don’t want to go into too much
detail, but the first line that begins
SBATCH defines the job name, the sec-
ond line defines how many nodes to
use (just one), and the third SBATCH
defines the name of the file where
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the output is written. I called this file
run_stall.sh.

When I submit the job to Slurm, List-
ing 9 shows the job queue, and the
nodes known by slurnm.

The batch job id (20) is printed to
the command line after running the
sbatch command. The output of
squeue shows the job id, the slurm
partition (called normal), the user who
submitted the job, the status (ST), the
time it’s been running, and a list of
the nodes that are being used under
the label NODELIST.

When you run the sinfo -a com-
mand, it shows that the node is allo-
cated (alloc), which means it is being
allocated to a job.

Summary

Building on the last article [1], NTP
was added to the Warewulf 4 cluster
for precise time keeping, which is criti-
cal for all subsequent steps in building
the cluster. The time zone to the com-
pute node (container) was added, as
well, to match the head node. I'm not
entirely sure if this is necessary, but it
is something I like to do to make sure

Listing 9: Job Queue and Known Nodes

. TOOLS Warewulf 4

all the nodes have the same time zone.

The last thing added in this article
was a resource manager (job sched-
uler) - in this case, Slurm. The instal-
lation approach I chose may be a bit
fiddly, but it gets the job done. If you
have another method that works for
you, please use it.

On the head node you must config-

ure the /etc/slurm/slurm. conf file, for

which Jones’ recipe has the commands.

You also need to configure /etc/slurm/
cgroup. conf by adding the one line at
the end.

Moving to the compute node, the
key to getting Slurm to work is to
make sure the compute node, really
the container, has the same GIDs
and UIDs as the head node. It is also
recommended you do this before you
install the Slurm client into the con-
tainer. Once this is done, installation
is fairly straightforward.

Next, exec into the container, mount-
ing the head node filesystem. From
there, you will likely have to make

a few directories and choun them to
either munge:munge or slurm:siurnm.
Then, copy over /etc/slurn/slurnm.
conf and /etc/munge/munge.key from

the head node to the container. Be
sure these are owned by the correct
UID:GID.

Remember that the compute node
runs slurmd, whereas the head node
runs slurmctld. Once this is done, you
can start the compute node and run
test jobs.

Other additions to your cluster could
include installing environment mod-
ules with compilers and libraries or
setting up GPUs on the head and com-
pute nodes and configuring them in
Slurm as a consumable resource [5]. m

Info

[1] Nodes: [https://www.admin-magazine)
tom/HPC/Articles/Warewulf-4]

[2] chrony:
[https://en.wikipedia.org/wiki/Chrony]|

[3] Recipe for creating nodes with VMs:
[https://qithub.com/stanfordhpccenter]
DpenHPC/blob/main/hpc-for-the-rest-of-us/|
recipes/rocky8/warewulf4/slurm/recipe.sh]|

[4] OpenHPC Slurm RPMs:
[https://openhpc.community]|

[5] Slurm consumable resource:
[https://www.admin-magazine.com/HPC/
Articles/Warewulf-4-GPUg]

$ sbatch run_stall.sh
Submitted batch job 26
[Taytonjb@uareuulf ~]$ squeue

JOBID PARTITION NAME

USER ST
20 normal test_sta Taytonjb R 0:01

[Taytonjb@uareuulf ~]$ sinfo -a
PARTITION AVAIL TIMELIMIT NODES STATE NODELIST

normal*

up 1-060:00:00 1

alloc n@eel

TIME NODES NODELIST(REASON)

1 n@eal
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Graphical Docker Managers

Graphical management solutions for Docker

Starter Tools

Thanks to graphical management interfaces for Docker, even newcomers can set up container environments

without extended training. sy Erik Barwaldt

In professional IT infrastructures,
Docker-based container solutions are
becoming increasingly popular com-
pared with traditional virtualization
setups. The advantages that Docker
containers offer are obvious: By shar-
ing the host system’s kernel (instead
of each instance requiring a complete
operating system), containers are
compact and easier to configure com-
pared with typical virtual machines.
Moreover, container solutions offer
significantly better scaling than vir-
tual machines. They are easy to set
up thanks to the encapsulated im-
ages; multiple Docker applications
can run simultaneously on a single
operating system instance. Encapsu-
lating the individual containers also
makes it possible to allocate host sys-
tem resources to them individually.
However, as container systems
become more complex, they also
become more difficult to manage.
Graphical interfaces for Docker con-
tainers promise to simplify the han-
dling of these systems, offering the
benefits of Docker directly to users in
small organizations and even to home
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users who are not afraid to take the
plunge. In this article, I take a closer
look at the most important graphical
tools for Docker management.

Requirements

For graphical front ends to support
flexible Docker container manage-
ment, they need to offer some addi-
tional functions besides plain vanilla
Docker system management. Ideally,
the front end will be a web-based ap-
plication, so you can use it on remote
machines, too. You will also want the
front end to provide statistical infor-
mation that helps you allocate system
resources in a granular way. This in-
formation can help with troubleshoot-
ing tasks, as well, assuming the log-
files can be viewed on the front end.
Also, you need an overview of all the
existing containers, regardless of their
current operating status.

Docker Desktop

The Docker website offers Docker
Desktop [1], which emerged from the

Kitematic tool, as the official graphi-
cal front end. The cross-platform
graphical management solution for
Docker environments uses a virtual
machine as a runtime environment
on Linux. It creates its own Docker
context, so containers and images
previously set up with the Linux
Docker Engine are not shown in
Docker Desktop.

The tool exclusively runs on 64-bit
operating systems, requiring sys-
temd along with KVM and Qemu
version 5.2 or newer for virtualiza-
tion. It needs at least 4GB of RAM,
and the developers recommend
KDE Plasma, Gnome, or Mate as
the desktop environment. Because
Docker Desktop integrates numer-
ous other applications, including
Kubernetes, Docker Compose, and
the Docker Engine, you can quickly
set up an up-to-date Docker envi-
ronment without time-consuming
individual installation work. The ex-
cellent documentation [2] explains
all the important installation steps
and describes in detail how to use
the graphical front end.
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Home users or small businesses can
use the package for free, but larger
organizations need to purchase a
license [3]. The commercial license
also includes special features such as
the Hardened Docker Desktop, which
gives security-aware administrators
special rights management for users
and runs the containers in separate
compartmentalized environments.
These functions are not available in
the community variant.

Installation

When you install the system, it makes
sense to keep to the official instruc-
tions. Once you have done all the
preliminary work mentioned there,
download and install the Docker
Desktop package, which comes in

at just south of S00MB. After doing
so, you will find a launcher in your
desktop environment’s menu system.
A small Docker icon in the desktop’s
system tray reveals a context menu
that gives you direct access to numer-
ous functions.

Docker Desktop is not a web-based
application; it is limited to the host
computer system. Clicking on the
launcher in the menu structure
opens a clear-cut dashboard. Con-
firm the license terms to see a list

of Docker containers for the Redis
and PostgreSQL databases and the
NGINX web server for demonstration

Docker Dsknp  Upgrade plan

Graphical Docker Managers CONTAINERS AND VIRTUALIZATION .

purposes (Figure 1). On the left, you
will find the Containers, Images, Vol-
umes, and Dev Environments tabs in
a vertical control bar. You can display
the current status indicators of the
respective components, including the
memory requirements for images and
volumes.

Configuration

To configure Docker Desktop, click
the gear icon at top right on the dash-
board to access the settings dialogs.
The Resources option accessible from
the sidebar on the left is of particular
interest to administrators of larger
Docker environments. From this op-
tion you can specify how many CPU
cores Docker is allowed to work with
and use sliders to define the avail-
able memory capacity and the size of
the swap memory. In the Kubernetes
tab, you also specify whether or not
to launch Kubernetes in single-node
mode when Docker Desktop is called.
This is how the orchestration solution
is seamlessly integrated with Docker
Desktop.

From the Experimental Features cat-
egory, you can include more features
in development, if necessary. Docker
Desktop differentiates between beta
and experimental functions, each of
which you can add to the system by
checking a box. Of course, these new
features can still contain bugs, and

@ Contsiners Containers
& I
- v
-
Extensions #E1a Run a Sample Container
@ Add Extensions
Try running a container: Copy and paste this command into your terminal and then come back
docker run -d -p 88:88 docker/getting-started 3
Guides
a Red 2 @ m NGINX

you will not want to use them in pro-
duction environments.

Upgrade

The search function found at the top
of the dashboard is used to add new
Docker images and containers to the
installation. In a separate window,
enter the name of the application
you want to use to see a list of avail-
able images. Select the image you

are looking for from the list and click
the Run button below it. The routine
now downloads the image and opens
another small window where you can
specify options for the new container.
When you click Run again, the tool
generates the container and displays
it in the container overview.

Control

The Actions column to the right of
the container, image, or volume entry
lets you control each Docker compo-
nent. It contains different symbols
depending on the context. In all three
categories, you will find a recycle bin
that lets you remove the correspond-
ing component from the system. To
do this, you first need to change the
container’s status from Running to
Exited by clicking the stop icon in the
Actions column. To make an inactive
container usable again, click the start
icon in the same column.

You can start inactive
images in the same
way by pressing the
Run button in the
Images group on the
right side of the Ac-
tions column. A short
time later, the status
display shows In use
(Figure 2). You can
also use the recycle
bin to delete images
if they are inactive
and the associated
container has already
been removed. When
R deleting an image, an
additional security

e s prompt provides in-

Figure 1: Docker Desktop offers immediate entry to the world of containers.

WWW.ADMIN-MAGAZINE.COM

formation about the

ADMIN 74



http://WWW.ADMIN-MAGAZINE.COM

CONTAINERS AND VIRTUALIZATION

amount of disk space this action will
free up.

Additional Functions

Docker Desktop keeps separate log-
files for each container; you can trig-
ger specific functions in an integrated
terminal. Also, you can retrieve sta-
tistical data for each container and
check environment variables.

To use these functions, select the de-
sired container in the list view of the
Containers tab. An empty area now
opens in the main panel of the win-
dow showing you the Logs, Inspect,
Terminal, and Stats tabs. In the Logs
tab, you can review the logs of the

e - Images
il Images
= LOCAL  REMOTE REPOSITORIES
i S Refresn 12 ses sk usage & Mg
Extensions 8fT4
Resource usage
O wasme
@ Add Extensions
- .
NGz [
pastgres
O aeebnonssss I
) dokken/debian-11
eeSiaiTianl )
o

wisteibasdoz 7]

! 62 64 OB

I, oo oot

dockes/resource-usage-extension
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container in question to troubleshoot
any problems. The Terminal tab takes
you to the internal terminal, where
you can work just as you would in a
conventional console (Figure 3).

Extensions

The Extensions section, still in beta,
lets you add extensions to Docker
Desktop (Figure 4). To view the
available extensions, click on the
three dots to the right of the Exten-
sions heading and select Browse from
the context menu that appears. After
the browser appears, you can select
the desired extension and click the In-
stall button to the right of it. The new

Q

TAG STATUS CREATED

sbout 73 hours ago
latest & days ago
(L]

13 days ago

1.02 sbout 2 months age

1BI1TME  » ]

asme » L

42035M8 > i

GEIME » L

function is then listed in the category
view below the Extensions entry.

You can execute the extensions there
simply by clicking on them. Installed
extensions also appear in the Images
category and can be managed like
any other image (Figure 4).

Portainer

Portainer [4] is a web-based applica-
tion primarily aimed at managing
cluster infrastructures (see also the
Portainer article in this issue), allow-
ing deployments (e.g., Kubernetes) to
be managed in a unified user interface.
More or less as a side effect, Portainer
also significantly simplifies the task

of managing Docker
containers. The ap-
plication can be used
both in local infra-
structures and cloud
environments.

The management
software comprises
two components.
The Portainer server
acts as a database
for managing local
Docker instances,
and Portainer agents
are primarily de-
signed for cluster
environments.
However, you also
need one agent

Figure 2: Docker Desktop clearly displays the existing images.

Docker Desktop  Upgrade plan
N agitated_ptolemy dokken/debian-111atest
@ Containers { @ RUNNING
Images
& Logs Inspect Terminal Stats
i Volumes # neofateh
met55555gg. root@le6dS0bcf133
i@ DevEnvironments BETA Q355555555555555P smeeereseaanen
- ,gsspP" g+ - P
550" 555. pc-g3s-6
', 58P ,ags. S5b:  Kernel
- dss’ s 555 Uptime
Extensions BETA H ssp ds $SP  Packages
$5: 55 - , 458" Shell:
5%; YSb. L a5P' CPU: In ) 2.5266GHz
Resource usage ¥55. . "YSSSSP" Memory: 58 1 1l
55b W
¥5§
A R ¥ss.
@ dd Extensions b
Y55b.
"¥sb.
“1

“ RAM 1.55GB Disk 56.36 GB avail. of 6269 GB ¢ Not connected to Hub

each for standalone
infrastructures. A
Portainer agent also
runs on the indi-
vidual nodes of a
cluster. Installing
the Portainer server
requires a Docker
infrastructure to be
in place, because
the application itself
comes as a Docker
image. It can even
be set up in Docker
Desktop.

Like Docker Desk-
top, Portainer is
available as a free

e and open source

Figure 3: Docker Desktop comes with a terminal feature.
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Q, Sewch | CtrieK |

of these, you can
specify in separate
dialogs how Por-
tainer will handle
backups and how
frequently snapshots
are created. Secu-
rity-specific adjust-
ments such as the
integration of SSL
certificates are also
made here.

Ss -

3/ 3 running

Docker
Management

As in Docker Desk-
. top, the administra-
w150 @ tion of the Docker

& m i

7 LI

Figure 4: Integrating additional system features as extensions.

for up to five nodes and with a tier
of commercial versions [5] for home,
school, and businesses. The Business
Edition variants have various special
functions that are very much relevant
for mission-critical environments and

support stricter security requirements.

If you are looking to install Portainer
with Docker on Linux, detailed docu-
mentation can be found on the proj-

ect’s website [6].

Usage

After the install, Portainer runs with
all additional com-

Docker environment; you can view
statistical data for the environment in
a separate window on the dashboard.

Configuration

Portainer offers extensive settings,
including user management with
roles for individual users and groups
(Teams). The configuration dialogs
reside in the Settings group in the bar
on the left side of the dashboard. In
addition to user-specific settings, the
Settings subcategory also contains
options for program control. In each

environment is bro-

ken into a number
of categories listed in a bar to the
left of the main window. You can im-
mediately view the existing volumes,
images and containers by calling the
appropriately named categories. In
all categories, Portainer then displays
the installed components, and the
container table shows the status of
each container. The Quick Actions
column gives you quick access to
various tasks. A link for each con-
tainer lets you view its logfile.
The button bar above the container
table is used to control the individual
containers. To add a container, click

ponents as a Docker
container and can be
accessed immediately
from any worksta-
tion on the LAN by
going to http:// < IP
address > :9000 in
any web browser. On
first launch, you need
to set a password for
administrative access
(admin account),
which must be at
least 12 characters.
Afterward, you are
taken to the Portainer
interface, where you
see a Quick Setup
wizard (Figure 5). To
begin, select the local
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Proceed using the local
environment which

. Connect 1o other
Portaines is running in
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Figure 5: Portainer offers a wizard for setting up the container manager.
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- - -] the box to select

the container, thus
enabling all the con-
trols in the button
bar above the con-
tainer table for that
container. Of course,
you cannot stop or
pause Portainer’s
own container; oth-
erwise, the manage-
ment interface would
become unavailable.
Use the Stacks op-
tion if you want

to combine two or
more containers and
create a stack for
shared use. In the
web editor that then

1Be 95K
Dewnioads  Saars

1B+ 28K
Downicads  Stars

18+ 10K+

Figure 6: Docker Hub finds numerous images you can install directly.

Add container in the upper right
corner, which takes you to a settings
dialog where you first need to as-
sign a name for the new container.
Then, in the Image line, specify the
image you will be retrieving from
Docker Hub. With the Search button,
you can search the image list in a
separate tab in the web browser and
presort it into categories (Figure 6).
After entering the image name, in the
simplest case click the blue Deploy
the container button. The Advanced
container settings section offers vari-

image to be downloaded and added
and the container to be launched in
Docker. Portainer then jumps to the
Containers view and lists the new
container first (Figure 7).

To remove a container, select it by
checking the box to the left of the
Name column and click the Remove
button top right in the button bar. Af-
ter a prompt to confirm, Portainer re-
moves the container from the Docker
environment.

If you want to use some of a con-
tainer’s other controls, again check

appears, enter the

commands required
to create the stack and click Deploy
the stack at bottom left; Portainer
now creates the stack and adds it to
the list of stacks. The stack also ap-
pears on the dashboard.

Logs and Statistics

The Quick Actions column of the
container list provides various but-
tons for accessing frequently used
resources. Among other things,
the paperclip icon lets you open a
console and enter commands. The

ous configuration
options, if needed.
Another convenient
way to add contain- G @
ers to the system

is to use the App
Templates option

in the left sidebar,
which opens a list of
existing templates on
the right. Selecting
one of the templates
takes you to a set-
tings screen where
you can customize
various options.
Now click Deploy the
container again. De-
pending on the app
you selected, it can
take a while for the
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sheet of paper symbol also opens a
console, but only to display log in-
formation to help you troubleshoot
problems as they arise without hav-
ing to leave Portainer and work in
an external terminal.

At the center of the Quick Actions
column, the bar graph icon opens a
meaningful and uncluttered graphical
view of various resources claimed by
the respective container. Virtually in
real-time, you can see the CPU load,
RAM requirements, traffic volume,
and processes running in the current
container in a table (Figure 8). These
tables can provide clues to sources

of error in case of problems with the
container or inconsistent functional-
ity. You can change the refresh rate
for these views in a Refresh rate drop-
down above the graphs.

Yacht

Yacht [7] is still a fairly young
graphical Docker front for facilitating
container management tasks. Yacht
primarily relies on templates that

are integrated into a Docker environ-
ment at the push of a button. Yacht is
compatible with Portainer, so you can

Graphical Docker Managers CONTAINERS AND VIRTUALIZATION .

install and use the two in parallel.
The user interface also lets you edit
containers and provides a dashboard
for monitoring. Routines for user
management and an interface for the
command line are not currently avail-
able in the software.

On Linux, Yacht supports the x86_64
and ARM architectures, with pack-
ages for the ARMv7 and Raspberry
Pi ARM64. It does not support other
operating systems. On the software
side, the tool only requires an ac-
tive Docker instance. On the project
page you will find a small tutorial
on installing via Docker [8]; legacy
packages are not available. Alterna-
tive methods such as installing with
OpenMediaVault or Docker Compose
are also described in the manual, but
they are more complex and require
manual input. Because the program
is a web-based app, the matching
Docker container is preconfigured
during the install.

Getting Started

In the Docker system’s web browser,
go to the Yacht interface at[http://]
[<IP address > :8000. I a Portainer

instance is already running on the
system, use port 8001 instead of port
8000. At the login screen, log in with
the admin@yacht.local email address
and the password pass, which takes
you to a slightly spartan looking in-
terface where the dashboard contains
one entry (Figure 9).

The controls for managing the
Docker system are available as small
icons in a control bar arranged
vertically on the left margin of the
window. As a first step, it makes
sense to click the green button with
the admin email address at top right
and select User in the dropdown.

In the settings dialog that appears,
use the Change Password option to
change your access credentials. After
entering an email address and a new
password, click Change User Info at
the bottom right.

Now if you mouse over one of the
icons in the control bar, you will see
the names of each icon.

Adding Containers

To add containers from the existing
template list to the local system, se-
lect the Templates (folder icon) entry

@ Portainer | local X “+

~ portainer.io

Containers

Coatbinoae

i po §0 Community Edi
4 portainer.

O 8 192.168.0.7:90

Portainer | local - Mozilla Firefox

Memory usage

Al Network usage (aggregate)

Processes

CPU usage

I/O usage (aggregate)

Figure 8: A clear-cut monitoring function shows the resource requirements of the individual containers. The Refresh rate dropdown above

these graphs is not shown.

WWW.ADMIN-MAGAZINE.COM

ADMIN 74 51



http://<IPaddress>:8000
http://<IPaddress>:8000
http://WWW.ADMIN-MAGAZINE.COM

CONTAINERS AND VIRTUALIZATION

in the control bar on the left. In the
window segment that opens, click the
plus sign to the right of the Templates
title. You are now taken to an input
box where you need to enter a title
and URL for the new template.

You can view the list of available

Graphical Docker Managers

templates on GitHub by simply copy-
ing the URL given at the top of the
window into the corresponding input
line and then clicking Submit below
it. The software now jumps back to
the template display and lists the
template you just created as the first

entry. Double-clicking on it displays

a list of all templates available on
GitHub; Yacht shows you a short de-
scription of each (Figure 10).

To create a container, simply click De-
ploy below the description of the re-
spective template. You are then taken
to a settings screen

File ot View History Bookmads Tools  Help

@ vacht x |+

-

e

eager_beaver

Yacht - Mozilla Firefox

Figure 9: Yacht has a spartan interface when first launched.

where the main op-
tions are already
configured. Clicking
Continue takes you
to the next configu-
ration screen, which
also comes up with
useful presets.

At the top of the
settings dialog you
will find a bar that
shows how many
dialogs you need to
go through to cus-
tomize the container.
A green dot indi-
cates the dialog that
is currently open.
Clicking on Continue
takes you to the next
dialog in each case.
When you reach the
last dialog, the De-
ploy button appears

File  for  View |Hismory Qookmars Tpols Help

& vach “ | 4

-~ Yacht

Templates

Airsonic Authelia

=
0

Figure 10: Yacht comes with numerous preconfigured templates.
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Template Details

Bazarr

Chowdown

Code Server

instead; use this to
activate the fully
deployed container.
While the template
is downloading, a
bar at the top of the
dialog indicates the
progress.

When the container
is deployed, the
display jumps to
the Applications
category and lists
the new application
with some statisti-
cal data. The Apps
display is similar

to the container
view in Portainer
or Docker Desktop.
The Resources | Im-
ages category lists
the image associated
with the newly cre-
ated container, and

IWWW.ADMIN-MAGAZINE.COM



http://WWW.ADMIN-MAGAZINE.COM

Not in the Running

Besides the candidates | looked at in this
article, quite a few other tools are available
on Linux for managing Docker environments.
However, some of them are no longer under
active development, such as DockStation
[91 (last release 2019 [101), Shipyard [11]
(2016), and DockerUI [12] (also 2016). La-
zydocker [13] and docui [14] are terminal
applications. Although Lazydocker is still ac-
tive, docui was discontinued in 2019.

the Volumes category lists the existing
volumes.

In the Apps view you can also con-
trol the existing containers. You will
find a small open triangle to the left
of each container name. Clicking on
a triangle opens a context menu with
a set of typical controls. If necessary,
you can use the Edit item to call

up the original configuration dialog
again and make adjustments to the
container settings there. Once you
are through all the setup dialogs, you
can finally click on Deploy again to
modify the container.

In the dashboard, Yacht then
displays all the installed contain-

ers along with data on the most

Graphical Docker Managers CONTAINERS AND VIRTUALIZATION .

important operating parameters in a
tiled view (Figure 11), so you can see
at a glance whether the containers
are all working as expected.

Conclusions

Although Docker is becoming more
and more established as the lead-
ing container solution, you will find
hardly any graphical solutions for
managing smaller Docker installa-
tions on Linux (see the “Not in the
Running” box). The three applica-
tions discussed are all fit for this
purpose and offer a quick start,
even in more complex Docker en-
vironments. All provide excellent
documentation to guide newcomers
step-by-step from setup to a work-
ing Docker instance in each graphi-
cal front end.

Docker Desktop is a bit out of the
ordinary because you install it sepa-
rately on Linux as a native applica-
tion. Portainer, a web-based solution
that can be used universally on the
intranet, is clearly ahead of the game.
Yacht is the best choice for newcom-
ers because it immediately lets you
manage smaller Docker environments

without serious training. User man-
agement would make Yacht’s scope
more flexible and is already in the
works, according to the project. [

Info

[11  Docker Desktop: [https://www.docker]
kom/products/docker-desktop/]

[2] Docker Desktop documentation:
[https://docs.docker.com/desktop/
nstall/linux-install/]

[31 Docker Desktop licenses:
[https://www.docker.com/pricing/]

[4] Portainer: [https://www.portainer.id]

[5]1 Portainer license models:
[https://www.portainer.io/pricind]

[6]1 Portainer documentation:
[https://docs.portainer.id]

[71  Yacht: [https:/Jyacht.sH]

[81 Installing Yacht: [fttps://yacht.sh/docs/]
Installation/Install]

[91 DockStation: [https://dockstation.id]

[101 DockStation on GitHub: [https://aithub]
kom/DockStation/dockstation]

[11] Shipyard: [pttps://shipyard-project.conj]

[12]1 DockerUl: [https://aithub.com/kevana/
li-for-docket

[131 Lazydocker: [pttps://qithub.com]
[esseduffield/lazydocker]

[14] docui:
[https://aithub.com/skanehira/docul]
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Figure 11: Yacht's dashboard displays all the containers, including their status data.
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The Portainer graphical management interface makes it easy to deploy containers, relieving you of huge
amounts of routine work you would normally have to handle with Docker, Podman, or Kubernetes. However,
the licensing structure leaves something to be desired. sy Martin Loschwitz

Container virtualization is not a new
invention; in fact, it wasn’t that even
10 years ago when Docker made it
socially acceptable on Linux. Much
to the chagrin of many administra-
tors, there is still have a long way

to go to achieve everything positive
claimed by the container vendors.
Many system administrators dealing
with containers for the first time give
up in frustration: It seems you have
to learn a new language to find your
way around the dictionary of con-
tainer terms, and each platform has
individual concepts that need to be
understood. No matter how you spin
it, not much is left of the once loudly
trumpeted promise of easy container
handling on Linux.

That complexity doesn’t have to be
the case, claims Portainer, which
provides administrators a tool that,
according to the manufacturer, keeps
them more or less blissfully unaware
of the entire container circus. With a
simple web-based interface, you tell
Portainer which containers to roll out
and in what state. According to the
advertising material, the program then
takes care of the rest autonomously,
supporting a variety of solutions from

ADMIN 74

plain vanilla Docker to a deployment
with Kubernetes. Support for ready-
made Kubernetes distributions from
the major hyperscalers is explicitly
part of the package, which means you
no longer have to deal with Kuber-
netes itself in detail.

These claims are reason enough to
take a closer look under the Portainer
hood: Is it really the panacea for ad-
ministrators who need to deliver con-
tainers quickly? What are the differ-
ences between the available Portainer
editions? How easy is the setup? How
much does this fun cost? How quickly
does it deliver results?

The Basics

One of the big problems with the
container universe on Linux is the
enormous number of (supposedly)
helpful third-party tools. You’d be
hard pressed to keep track of every-
thing, so it makes sense to start the
investigation of Portainer by looking
at its essential properties: What is the
tool, and what can it do?

A quick look at the tool’s architecture
(Figure 1), derived directly from Por-
tainer’s documentation [11, will help.

Accordingly, the solution comprises
two components at its core. A central
server provides the graphical user in-
terface (GUI), which it delivers in the
form of a web interface. The services
it offers (e.g., a database running in
the background) are hidden from the
administrator. There are two not quite
congruent variants of the agent: Edge
and Portainer. Portainer Agent is his-
torically the older one, but more on
that later.

You don’t have to do much to try out
Portainer. Just install the community
edition of Docker (Docker CE) on a
current system (e.g., Ubuntu 22.04),
create a persistent volume, and then
start the Portainer container (List-
ing 1). The rest happens automati-
cally. The Portainer developers have
certainly shown some foresight
here. Portainer creates a self-signed
SSL certificate at startup to protect
passwords and similar content from
being transmitted - at least in prin-
ciple. The tool’s documentation also
includes instructions on how to use
your own SSL certificates to avoid
warning messages.

The tool offers a wizard that guides
you through the initial configuration

WWW.ADMIN-MAGAZINE.COM
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Figure 1: The diagram of Portainer’s architecture shows that the solution itself does not comprise many components; Server and Agent
elements are all you need to serve up the entire feature set. © portainer

process. You first need to create a
default user for Portainer (whose ac-
count you use later to log in to the
web interface). No default password
exists that is accidentally left un-
changed and later allows attackers

to gain access when the application
becomes accessible on the web.

As the last step, the wizard auto-
matically detects the environment in
which it is running and configures
the appropriate presettings. How-
ever, don’t expect too much from

it. Finally, Portainer itself runs in a
container and therefore has no access
to the physical host on which it runs.
At least that is the theory, because
the tool exhibits a couple of lapses in
terms of security, as you will see later.
After the initial setup, in most cases
you will have Portainer’s essentially
blank web interface in front of you,
which is an indication of how the
program works as a kind of broker
that translates your wishes into con-
crete container code which it executes
on target systems. The target systems
are still missing in Portainer after the
initial install. The same applies to
your desired setup; you will be using
the GUI to configure this. Logically,
the next step in the Portainer setup is
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to configure an environment for Por-
tainer to roll out its workloads; you
can do so in several ways.

The Surroundings

Undoubtedly the easiest option is to
put a host with a running Linux and
functional Docker CE installation
under the auspices of Portainer. This
setup gives you two options: Por-
tainer can control the remote system
directly through the Docker API. In
principle, it is available on every host
with a Docker CE installation, but it
is configured as a factory default so
it cannot be accessed remotely. Chief
information security officers grimace
at the thought of opening the Docker
API to outside calls, because the API
does not support password-based
access. The connection can at least
be secured by an SSL certificate, but

##4 Install Portainer
# docker volume create portainer_data

##4 Set up Portainer Agent

portainer/agent:latest

this approach does not seem to make
sense. The variant that uses Portainer
Agent makes more sense, and it also
offers more functionality.

Admittedly, a Docker host doesn’t
have to be a physical host: A virtual
system is fine (as is the case for run-
ning Portainer Server, by the way).
However, the executing system ad-
ministrator must have administrative
access to the system on which Por-
tainer will be running. This is true
of the use case with the Docker API
as well as Portainer Agent. After all,
Portainer cannot manage the agent
setup left to its own devices. Instead,
you need to give the service a help-
ing hand by first installing the CE
edition of Docker and then running
the command from the last line of
Listing 1.

In the Portainer user interface (UI), the
two variants are not that different

. Listing 1: Portainer Commands

# docker run -d -p 8000:8000 -p 9443:9443 --name portainer --restart=aluays
-v /var/run/docker.sock:/var/run/docker.sock -v portainer_data:/data portainer/portainer-ce:latest

# docker run -d -p 9061:9001 --name portainer_agent --restart=aluays
-V /var/run/docker.sock:/var/run/docker.sock -v /var/lib/docker/volumes:/var/lib/docker/volumes
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from each other. In both procedures,
you first need to add a remote en-
vironment and then, depending on
the situation, either select the vari-
ant with the Docker API or the one
that uses an agent as a subsection of
Docker Standalone. A wizard is again
available in the interface to do some
of the work of setting up a remote
system with Portainer Agent. After
storing the first host with Docker CE
in Portainer, it’s time to roll out some
containers.

What About Kubernetes?

At this point, attentive readers will
of course wonder what’s happening
with Kubernetes, Google’s container
orchestrator. It is now more or less
used as a synonym for container,
although the two terms are by no
means the same.

Portainer can optionally launch its
services in the form of standard
Docker containers, provided the re-
mote host is an appropriate system
and has been stored as a remote
environment in Portainer. This use
case is preferable for workloads

in which only individual applica-
tions are in container form. When it
comes to cloud-native applications,
on the other hand, you are usually
dealing with a large number of in-
dividual containers that need to be
rolled out in a coherent, controlled,
and manageable way. This scenario
only works with Kubernetes and is
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precisely one of Portainer’s great
strengths.

The tool not only understands how to
handle Docker, but it is also proficient
at handling Kubernetes (K8s) and can
just as easily use a K8s installation as
a deployment target. When Portainer
developers promise system administra-
tors that applications for K8s can be
rolled out with Portainer as easily as
individual, standalone containers, that’s
exactly what they mean. Of course, the
prerequisite for this is that Kubernetes
is already running somewhere.

In Portainer, you are again assisted
by a wizard that rolls out the re-
quired Portainer services to a run-
ning K8s. If you have never run
Kubernetes, you can launch it in
Azure from within Portainer; this is
a managed Kubernetes named Azure
Kubernetes (AKS) (Figure 2). This
scheme is undoubtedly the easiest
way to get Portainer working in com-
bination with Kubernetes.
Alternatively, Portainer also sup-
ports Nomad (Figure 3), a tool

for automatic scheduling of server
tasks and specifically optimized

for operation with clouds and con-
tainer environments. To make the
partnership with Nomad work, you
first store the Nomad clusters that
exist in your environment in the
Portainer configuration and then as-
sign tasks in the GUI, in the same
way as with Kubernetes. Nomad can
then be used to launch workloads
in other environments, so Portainer,
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in combination with Nomad, effec-
tively outsources some of its own
functionality.

We had no complaints about this
feature in the test lab. This is at
least true if you disregard the fact
that Nomad makes the setup more
complex and is a separate applica-
tion that you need to get used to
first. The notorious layer cake that
administrators regularly talk about
in the context of K8s and contain-
ers is always looming on the hori-
zon with Portainer. Of course, the
solution’s well-structured interface
makes it easy to stay on top.

No Direct Access

As already described, Portainer Agent
comes in two forms: the original form
and the edge variant. What at first
sounds like a marketing blurb simply
refers to the communication model
between Portainer Server and Agent.
The functionality of the two agents is
the same.

However, the standard Portainer
Agent relies on commands being
pushed by Portainer Server. This
classic server-agent model cannot be
implemented in many setups today.
In many companies, for example, it is
considered sacrilege to open up parts
of your own infrastructure for incom-
ing connections, and it’s unlikely that
every remote system you want Por-
tainer to manage will be accessible
directly from the outside.

Service tyoe
Mansged (AKS)
AFi server address
eastus azmis ic

Figure 2: AKS is the only Kubernetes service by hyperscalers that Portainer supports out of the box. © Microsoft
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The systems in edge environments
are largely isolated from the outside
world as compute cells. In this case,
the edge variant of Portainer Agent,
which relies on the pull principle,
steps into the breach. The agent au-
tonomously connects to Portainer
Server and queries the pending tasks.
Edge Agent works where clients are
allowed to send data to the Internet
themselves or can use a VPN connec-
tion to do so.

Many Options

Once you have set up Portainer and
upgraded it with target nodes, you
can look forward to comprehensive
container service. Simple tasks can
be carried out with just a few mouse
clicks. For example, if you want to
start a Docker container with a server
attached to it on a target system, you
can do so from the Containers tab in
the GUI sidebar.

It quickly becomes apparent that the
developers deliberately constructed
the Portainer interface so that any
admin who has already dealt with
other virtualization solutions (e.g.,

Recommendations

Default Namespace

Clients
Servers
Topology Task

redis

example |
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VMware) will be able to find their
way around easily. Entries for im-
ages and networks and for creating
persistent volumes can be found in
the menu on the left, but you don’t
have to use them. As your knowledge
grows, you can create networks and
storage volumes implicitly when you
create a container or a stack (i.e., a
container environment in a Kuber-
netes installation).

Many companies are now moving

to ban completely the use of Docker
Hub images. Experience shows that
less experienced admins in particular
are more likely to turn to dubious im-
ages in search of quick solutions to a
problem. These images often contain
unwanted add-ons, such as Bitcoin
miners. Portainer also covers this ap-
plication scenario. You can explicitly
prohibit the use of Docker Hub and
enable the use of other, private regis-
tries by storing them in the Portainer
configuration.

However, it is a pity that Portainer
does not come with its own image
registry, because from the point of
view of a system administrator, it

is not so easy to establish a private

Q, Jump to

Resource Recommendation

Jobs example
Optimize -
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Storage =c1a Recommended 700 Mz 10 MiB % Difference -

Applying the selected recommendations will add an aggregate 1200 MHz
of CPU across 2 allocations.
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registry, particularly if it has to meet
all of your organization’s security re-
quirements. Most commercial provid-
ers have components in their portfo-
lios, but these components form an
integral part of a huge solution such
as OpenShift and are of little interest
to container newcomers.

Another option in the Portainer Ul

is something you would not expect
to find. Almost disrespectfully, the
developers describe their tool in their
own documentation as a ClickOps
tool, which can be loosely translated
as a tool hiding the vast majority of
complexity from the administrator
carrying out the operational tasks.
The topic of continuous integration
and continuous deployment (CI/CD)
is not something I would put in this
category. Nevertheless, the Portainer
developers have now added options
for integration with CI/CD pipelines
to their tool. To do this, you can use
webhooks to connect Portainer to
GitLab or GitHub, for example, and
then monitor source code directories
for which the CI/CD function has
been enabled. If something changes
there, the modified configuration is

Documentation | ACL Tokens

redis task

Current 100 MHz 10 MiB

Recommended 700 MHz 10 Mg -+
Avg a9th

T ceu b
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Figure 3: Deployment targets other than those supported out of the box can be included with Nomad. However, this extra layer adds

complexity. © HashiCorp
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then adopted into production use.
When the content of an image
changes, you need to make sure the
updated image somehow makes it
into a publicly accessible registry,
from which Portainer will then reli-
ably download and launch the new
version. This is not quite as much
feature overkill as you would have
with a full-fledged Jenkins installa-
tion, but it offers a quick introduction
to the topic without assuming too
much knowledge.

Potentially Blind

In a number of places, one of the
central problems associated with

the use of containers becomes clear:
You need to trust Portainer to work
and run correctly in the background,
even more so because the tool comes
with an application template gallery
(Figure 4), which can be used to roll
out various services with just a few
mouse clicks.

It’s one thing to roll out containers
on a system that has the community
edition of Docker installed. The re-
quired knowledge can be acquired
quite quickly, even without any rel-
evant previous knowledge that would
empower you to, say, troubleshoot

a container. However, things are

. CONTAINERS AND VIRTUALIZATION Portainer

different with regard to Kubernetes or
more complex tasks such as process-
ing a CI/CD toolchain, because Ku-
bernetes itself is highly complex, even
if you only use the standard edition.
If you use a Kubernetes distribu-
tion like Rancher or OpenShift
(Figure 5), you have several ad-
ditional layers of complexity on top
to deal with. The same applies to
hyperscaler-managed Kubernetes
instances, some of which work dif-
ferently under the hood than normal
Kubernetes, implicitly adding more
layers of complexity yet again. If
you roll out services here with Por-
tainer, you are likely to be out of
your depth if you then experience
issues, because you might not have
the prior Kubernetes knowledge to
fix them. Debugging Kubernetes
without prior knowledge is chal-
lenging, if not impossible.

Just so you have no misunderstand-
ings: Up to this point, Portainer
reliably does everything its devel-
opers promise. Even without any
knowledge of Kubernetes, getting
workloads running in K8s is not
difficult from an administrator’s
perspective. Portainer abstracts the
Kubernetes layer almost completely.
That’s all well and good, as long

as everything runs smoothly, but if

something goes wrong, the blessing
can quickly turn into a curse, espe-
cially if Portainer fails with produc-
tion workloads.

It's All About the Money

Portainer offers cause for criticism

in another area: the pricing and li-
censing model. You have to choose
between the Community Edition and
the Business Edition of the tool. The
Community Edition remains free of
charge in principle, and the Business
Edition can also be operated free of
charge, provided you use no more
than five target nodes. However, this
will not be enough for most produc-
tion container environments, which
leaves you faced with the decision of
using either the open source Commu-
nity Edition or the commerical Busi-
ness Edition.

The pricing model comes in three
parts: 15 nodes a year costs $149
under a Home & Student license. The
Professional Edition costs $3,900
per year, but grotesquely does not
include any additional nodes - they
have to be purchased separately. The
manufacturer does not reveal how
much this costs on its website, but
node prices of $30 to $40 are quite
common. In return, you get 9x5

ﬂ-p ortainer.io
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Figure 4: The application templates in Portainer tempt you to roll out many services, but if something goes wrong, you need to know what

to do. © Red Hat
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support and help with installation.
Finally, the pricing policy for the
Enterprise Edition, which includes

a dedicated Customer Success En-
gineer and prioritized support, is
exclusively volume-based. Here, too,
individual nodes have to be booked
additionally, so the base price is es-
sentially a kind of fee.

What can quickly push up your
blood pressure is that many features
exclusively available in the business
version are practically must-haves
for everyday use. For example, the
ability to connect to a Lightweight
Directory Access Protocol (LDAP)
service and the option to implement
a role-based access (RBAC) system
in Portainer or to connect the tool to
the company’s internal authentica-
tion setup with OAuth. If you want
to use Portainer for more than sim-
ple experiments, you cannot avoid

RED HAT
OP
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Developer Catalog

Languages
Middleware

Other

Project: openshift-operators ~
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purchasing the business version,
which puts the software firmly on
the inglorious list of not-actually-
open-source solutions.

Conclusions

Portainer largely delivers what the
manufacturer promises. It provides a
quick and uncomplicated introduction
to deploying containers and offers
many practical options left and right
of the track in everyday use. It is easy
to set up. Updates are not a challenge,
either, because the running contain-
ers can be replaced easily at any time.
The tool definitely impresses in terms
of its feature set and handling.
However, points are deducted for

the license model, which practi-
cally always requires corporations

to invest in the Business Edition

for commercial operations. On top

Developer Catalog

or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which
ihy.
All Itemns
9items
IcT '
NE / NGiNX

NET Core

Opens

Apache HTTP Server (httpd)

of that, you need to be aware that
Portainer doesn’t field every prob-
lem in containers or the supported
orchestrations - besides Kubernetes,
it can also control Docker Swarm. If
you don’t want to be stuck if some-
thing goes wrong, you will also need
knowledge of the components you
use and their interactions with the
Portainer deployment. This avoids
unpleasant surprises should worst
come to worst. [
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[1]1 Portainer: [pttps://www.portainer.id]

The Author

Freelance journalist Martin
Gerhard Loschwitz focuses
primarily on topics such &
as OpenStack, Kubernetes,
and Chef.
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Figure 5: OpenShift is a complex construct that offers many additional features on top of the functionality of normal Kubernetes. © Red Hat
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Google Tsunami
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Discover vulnerabilities with Google Tsunami

Before:ithe Wave

Google Tsunami security scanner detects errors that typically signal danger and outputs alerts. We look into
how you can get the tool up and running and even write the required plugins yourself. 8y Martin Loschwitz

Identifying and fixing security vul-
nerabilities before an attacker exploits
them is one of the most difficult

tasks an administrator faces. Virtu-
ally any infrastructure component
can become a target for crooks. Web
applications, with their cornucopia of
cross-site scripting (XSS) and other
injection attacks, are a problem, as
are systems with unpatched software,
insecure user accounts, misconfigured
firewalls, poorly protected network
devices, and so on. At the same time,
IT setups are becoming increasingly
complex, comprising increasing num-
bers of components. What’s more,
sometimes you do not know exactly
what components you are dealing
with locally.

The best way to prevent attacks is to
identify and eliminate security risks
before an attack happens. Of course,
you cannot hope to do this manually
if you have thousands or more virtual
instances running the most diverse
software zoo imaginable in your
company data center. The only tools
that can help you there are those

that automatically query entire net-
works or hosts and search for specific
vulnerabilities.

Google comes to the aid with its Tsu-
nami [1] offering. Because it is not an
official project, Google does not pro-
vide any support. That said, Tsunami
is now available under the Apache
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license on GitHub, and the tool can
be used without any further Google
involvement.

Tsunami

Google has taken a smart approach
and designed the program as a frame-
work to which you can add arbitrary
functions as plugins. Tsunami, writ-
ten in Java and therefore platform
independent, implements basic func-
tions (e.g., opening connections).
Therefore, the plugins “only” contain
the specific commands and calls
needed to check remote services for
specific vulnerabilities.

Accordingly, the Tsunami source code
is broken down into several sections
that comprise the main program

on the one hand (i.e., the Tsunami
engine and its interface for loading
plugins) and its collection of plugins
on the other. There are already quite
a few detectors to use for common
attack scenarios, contributed in part
by Google and in part from the com-
munity. On the downside, however,
getting started with Tsunami is not as
trivial as you might expect.

Docker or Shell

Google basically envisages two ap-
proaches to getting started with Tsu-
nami. The first of these involves a

shell script provided by Google that
builds Tsunami locally. The second
option wraps Tsunami in a Docker
container, which can then be rolled
out as desired. The crux of the mat-
ter is that Tsunami either expects the
configuration at startup in the form
of a file named tsunami.ynl (although
this is only an empty placeholder

in the GitHub directory of the tool
without any documentation) or is
controlled with command-line pa-
rameters when invoked, although
this parameter is part of the Docker-
file when used with Docker. In this
scenario, you would be need to build
a separate Docker container for each
host to be tested, which is hardly
efficient or useful. I present both ap-
proaches because, in practice, both
have their place.

The Shell Approach

The following example assumes you
have a host machine running Ubuntu
Linux 22.04 with Java installed. Be-
sides Java, you need Nmap network
scanner version 7.80 or newer and
the Ncrack password cracker ver-
sion 0.7 or newer. Tsunami calls
these components in several of its
own actions; without the appropri-
ate programs, those calls would go
nowhere. Moreover, simulating a mis-
configured service requires a runtime
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environment for Docker containers,
either the Docker community edition
or a current Podman.

As usual, Google offers its users a
kind of all-around package in the
example and immediately shows in
the documentation how to start an
incorrectly configured service, which
Tsunami subsequently detects. The
command

docker run 2
--name unauthenticatedjupyter-notebook 2
-p 8888:8888 2
-d jupyter/base-notebook 2
start-notebook.sh 2
--NotebookApp. token=""

launches an instance of Jupyter Note-
book, a kind of online computing
platform for various programming
languages. A Jupyter instance should
always be password protected; other-
wise, it allows any visitor to execute
arbitrary code. A setup with precisely
this issue is simulated by the example
used by Google to introduce Tsunami
and its features.

The next (less intuitive) command

bash -c¢ "$(curl 2
-sfL [Attps://rau] 2
[gTthubusercontent.con/qooqTe/?

tsunami-security-scanner/2
master/quick_start.sh)"

downloads a script from the Tsunami
source code. The script, in turn,
fetches the complete Tsunami source
code along with the code for the
available plugins, builds the Tsunami
binary, and finally executes it on IP
address 127.0.0.1. After the call, you
will find the tsunami binary in the
executing user’s $HOME/tsunami folder,
where it can be used for further calls
and, more specifically, for calls that do
more than just detect the vulnerable
container example on the local host.

Container Tsunami

The alternative route with Docker
containers offers both advantages and
disadvantages. On the one hand, you
do not need to have a system with

a Java environment, and you do not
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need to install Nmap and Ncrack or
manipulate files in the filesystem af-
terward. In this way, the local system
remains clear. On the other hand, this
approach requires maintaining sepa-
rate Dockerfiles for each target host,
depending on the host to be checked,
because Tsunami currently only sup-
ports calls with a single host as the
target. Scanning entire networks is
explicitly not on the list of supported
functions.

Although this restriction sounds an-
noying, it can turn out to be a practi-
cal work approach. For example, if
you generate your Docker images for
Tsunami directly from a continuous
integration and continuous delivery
(CI/CD) pipeline, you can automati-
cally create corresponding images for
all required target systems and make
them available in a local registry.

The task of operating the scanners
can then be automated easily on the
system side with Ansible or systemd,
for example, by having one of the
services automatically start the con-
tainers every six hours and mail the
output to a specified address. The
containers with Tsunami also are con-
veniently designed by default to ex-
ecute only the tsunami command itself
and to terminate afterward.

You need at least git on a system to
check out the Docker sources from
the source code. Once you do, type

git checkout[EEPS://aTERUb- Caifle

google/tsunami-security-scanner
ce tsunami-security-scanner
docker build -t tsunami

to check out and build the image on
the basis of the Dockerfile data. In
the Dockerfile, you need to edit the
IP address of the target system in the
last line, which is set to 127.0.0.1 by
default. Afterward, you can launch
the container with Tsunami:

docker run --network="host" 2
-v "$(pud)/10gs":/usr/tsunami/logs tsunami

To do this, the current folder must
have a logs subfolder to store the
container’s logfiles after it completes
its run.

At this point, you should note that
the example does not go into the
complexity of a setup with automati-
cally generated images. If you want
to run Tsunami automatically in the
form of Docker containers, you first
need to select a host that has network
access to all the instances you want
to check. It might be advisable to cre-
ate your own Docker host whose only
task is to run Tsunami containers. On
top of this, a Dockerfile as described
should ideally be designed dynami-
cally as part of a CI/CD environment
so that a local Git directory can auto-
matically create Docker containers for
all of your target systems.

Testing

To say that Tsunami is written ex-
clusively in Java is not entirely true,
because some parts of the software are
in Go. The tests, though, are written
entirely in Java. Once familiar with
the tool and its use, ideally the first
step is to take stock of the existing
tests. Currently, Tsunami scans are
available from four different sources:
Google, the community, Facebook, and
a company called GovTech that targets
a vulnerability in Cisco network de-
vices. Mind you, all these checks are
performed automatically by the soft-
ware when you run it with the default
options. You do not need to enable

or disable individual tests because, if
Tsunami determines that a test is not
applicable on a particular system (e.g.,
because no services are running), the
software declares the system to be
“not vulnerable” instead of quitting
and outputting an error message.

The community directory with the tests
contains several checks for bugs in
well-known web applications and web
frameworks. For example, Tsunami
automatically detects whether an
older Apache version is installed, spe-
cifically, the one with the bug in the
rewrite engine that allows unauthor-
ized access to arbitrary paths on the
filesystem (CVE-2021-41773). Similarly,
Tsunami detects a bug in Apache Solr
that lets an attacker read arbitrary
files. The Grafana data visualizer

had an unpleasant bug described in
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CVE-2021-43798 that let attackers fool
its user management system.

That said, problems that allow the
execution of arbitrary code are defi-
nitely more critical than problems

of the “file traversal” type. Again,
the community has some goodies:
Tsunami detects a bug of this type

in Apache (CVE-2021-25646), GitLab
(CVE-2021-29441), and Confluence
(CVE-2021-26084).

When you look at the years of the
CVE entries, you might think that
Tsunami is only all about old vul-
nerabilities, but that is not the case.
Tsunami also comes with a number
of checks for more recent problems.
In many places the daily administra-
tive routine allows admins virtually
no time to patch problems in central
software. Not everyone is aware that
a patch was released for Confluence
over a year ago to plug a critical secu-
rity hole. That’s where software such
as Tsunami comes in handy.

Versatile Checks

The checks contributed by Google
make up the bulk of the Tsunami
scans, and you’ll find something
here for every purpose. For example,
with Google plugins loaded, Tsunami
checks a system’s ports for unneces-
sary permissiveness and various pass-
words with Ncrack for their security,
which prevents dictionary attacks.
On top of this, Google provides many
plugins that detect whether specific
services are exposed, even though
they shouldn’t be.

One problem that might be familiar
to you from your own experience is
that many programs come with com-
ponents that only need to be acces-
sible internally but are accidentally
exposed to the network. The crux of
the matter is that the developers of
the respective software do not even
have this problem on their radar and
therefore do not actively check this
type of use for security problems. Ad-
ministrators are then often blindsided
when they realize that an intrusion
has occurred through a service that
should not have been exposed to the
Internet at all.
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Examples include the ElasticSearch
API or the Kubernetes API. Jenkins
and Jupyter are also regularly config-
ured such that their administrative
interfaces are accessible from the
network, even though it should not
happen. Thanks to Google plugins,
Tsunami intercepts open WordPress
setups where the initial configuration
page is still accessible and is therefore
easy to hijack on the web and misap-
propriate because a password is miss-
ing (Figure 1).

Google also provides quite a few pl-
ugins that allow Tsunami to detect
typical vulnerabilities in web software
like Joomla (Figure 2), for which
something I mentioned at the begin-
ning of this article comes into play:

A platform provider will not typically
be aware of all the services running
in its environment. However, Tsunami
finds installations of Joomla with un-
patched vulnerabilities.

Usually, the idea behind exploiting
these loopholes is not to hijack the
Joomla instance. It’s much more

about using basic services like the
email configuration of a Jira instance
to spread spam on an email server
that has a good reputation. However,
this vulnerability falls directly at the
provider’s feet, and you end up both
with masses of data traffic and with
your entire IPv4 network ending up
on various blacklists. It’s a good idea
for the platform operator to intervene
promptly or - even better - take ap-
propriate precautions.

Google Plans

The Tsunami plugins website con-
tains a list of plugins that you can
look forward to in the foreseeable
future. Quite a few matches here
are likely to become very helpful in
everyday admin life. For example,
Tsunami will be able in the future to
automatically detect an unprotected
Hashicorp Consul server exposed
to the web. Overly communica-

tive Docker API servers are on the
Tsunami developers’ wishlist, as

Welcome

Site Title

Username admin

Password W3hqrO8HCLtk#a9)$C
Strong

Your Email

fic characters, spaces, underscores,

hyphens, periods, and the

Important: You will need this password to log in. Please store it in & secure location

Search Engine [ Discourage search engines from indexing this site
Visibility 15 Up 10 search engines 1o honor this request

Figure 1: Tsunami finds unconfigured WordPress instances that open the door to attacks.
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Figure 2: Problems with Joomla, like the
code injection vulnerability in LDAP in this
example, can be proactively avoided with
Tsunami.

are unconfigured Drupal and php-
MyAdmin instances or completely
open Kubernetes instances, which,
in particular, have become a problem
in recent months because many ad-
mins don’t realize they even have a
problem. As soon as the appropriate
plugins are available in Tsunami, this
case should no longer be a problem
because the tool gives clear instruc-
tions in its command output as to
the steps you should take.

Google Tsunami SECURITY .

Writing Your Own Checks

Tsunami lets you write your own
checks. Although it is beyond the
scope of this article to go into detail, I
would like to offer you a few insights
on this subject, too.

The examples directory is in the
source code of the Tsunami plugins
themselves, not in the scanner di-
rectories. The examples directory in
turn offers three examples that relate
to different problems: an unpatched
vulnerability, an API accidentally
exposed without protection, and a
generic example that calls an external
check command. If you are not famil-
iar with Java, you probably won’t be
able to do much with these examples,
but with a little knowledge of a pro-
gramming language, you will quickly
understand how Tsunami works and
the features it offers (Figure 3). At
the beginning of a plugin, you need to
import several Tsunami modules that
can be used to run various tests with
generic parameters. Functions such as
outputting a report after it has been

LN untitied

FE
Copyright 2028 Google LLC

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

*
*®
®
*
-
*
* http://www.apache.org/licenses/LICENSE-2.0
*®
*
*
*
*®
*

limitations under the License.
%/

package com.google.tsunami.plugins.example;

import static com.google.common.base.Preconditions.checkNotNull;
import static com.google.common.collect.ImmutablelList.toImmutablelList;

import com.google.common.collect.ImmutableList;
import com.google.common.flogger.GoogleLogger;

import com.google.protobuf.util.Timestamps;

import com.google.tsunami.common.time.UtcClock;

import com.google.tsunami.plugin.PluginType;

import com.google.tsunami.plugin.VulnDetector;

import com.google,tsunami.plugin.annotations.PluginInfo;
import com.google.tsunami.proto.AdditionalDetail;

import com.google.tsunami.proto.DetectionReport;

import com.google.tsunami.proto.DetectionReportList;
import com.google.tsunami.proto.DetectionStatus;

import com.google.tsunami.proto.NetworkService;

generated are standardized and mean
that the outputs of individual plugins
appear reliably in the overall output
of the tool.

The examples in the Tsunami source
code together with the existing mod-
ules in the other GitHub directory will
make it easier for more experienced
Java developers to get started. Some
fairly rudimentary documentation [2]
answers essential questions and pro-
vides explanations and examples.

Conclusions

Tsunami helps answer a very pressing
question: Where in my environment
do dangers lurk - ones that I don’t
even know about at the moment?
Taking a proactive approach with
Tsunami empowers you to fix prob-
lems before they turn into security
vulnerabilities. In essence, Tsunami
differs from other tools such as Chef
in that it can be extended by pl-
ugins, although knowledge of Java is
indispensable.

The only downer is the way deploy-
ment is handled; it currently lets you
specify a single host as the target and
forces you to jump through hoops.
You can basically install at the com-
mand line or use Docker and the
corresponding infrastructure; in fact,
Docker might be the better choice in
a production environment in most
cases. However, if you do not have

a CI/CD environment that lets you
build your own Docker containers,
you can look forward to a little more
work just around the bend. [

Info

[11 Tsunami on GitHub: [ttps://github.com]
poogle/tsunami-security-scannei]

[21 Writing your own plugin docs:
[pttps://github.com/google

ksunami-security-scanner/blob/master/

import com.google.tsunami.proto.Severity;

import com.google.tsunami.proto.TargetInfo;
import com.google.tsunami.proto.TextData;

import com.google.tsunami.proto.Vulnerability;
import com.google.tsunami.proto.Vulnerabilityld;
import java.time.Clock;

import java.time.Instant;

import javax.inject.Inject;

fdocs/howto.md#tcreate pluging]
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Figure 3: The sample plugins make it clear that most of the Tsunami functionality comes
from Google’s own Java classes.

WWW.ADMIN-MAGAZINE.COM|



https://github.com/google/tsunami-security-scanner
https://github.com/google/tsunami-security-scanner
https://github.com/google/tsunami-security-scanner/blob/master/docs/howto.md#create_plugins
https://github.com/google/tsunami-security-scanner/blob/master/docs/howto.md#create_plugins
https://github.com/google/tsunami-security-scanner/blob/master/docs/howto.md#create_plugins
http://WWW.ADMIN-MAGAZINE.COM

SECURITY

64

Security Onion

Security Onion offers a comprehensive security suite for intrusion detection that involves surprisingly

little work. By Matthias Wiibbeling

Many different tools on the market
help enterprise security teams moni-
tor security-related log and network
data, with a view to detecting and
analyzing acute threats and attacks
on their infrastructures. Back in 2008,
the open source Security Onion [1]
project was launched with the aim

of bundling open and free software
to analyze threats, establish security
monitoring in the sense of an intru-
sion detection system (IDS), and sup-
port central log management on the
corporate network.

The idea behind Security Onion was
to provide a Linux-based operating
system that would include a full set of
useful tools and give users a suitable
environment for their daily work.
Security Onion was initially based on
Ubuntu. In version 2, though, the in-
stallation of the individual tools was
shifted to containers so that Security
Onion now runs on basically any dis-
tribution that supports Docker. That
said, it officially only supports the
Ubuntu and CentOS distributions. For
this article, I use the downloadable
ISO file, but you can always try out
one of the other variants, such as one
of the prebuilt images available for
AWS or Azure.
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Intrusion Detection

The motivation for using Security On-
ion is intrusion detection. You need
to distinguish between host-based
IDS (HIDS) and network-based IDS
(NIDS). Both methods have their
advantages and disadvantages in
terms of possible monitoring points.
On a host, you will mainly check the
running processes, settings, registry
entries, files, and users, whereas
checks on the network let you moni-
tor communications, communication
partners, content, and metadata.
Although you can access the data

on the network centrally (e.g., at the
monitoring or mirror port of a switch)
without having to configure the moni-
tored computers yourself, you need to
find a manageable way of transport-
ing the data for analysis from the host
systems to a central log server that
aggregates the data from all of your
computers for monitoring.

You have two main approaches to
detecting signs of unfriendly activi-
ties in what can be very large vol-
umes of data: searching for known
patterns (signature-based detection)
and searching for unknown activities
that deviate from the typical use of

your systems (anomaly detection).
Both approaches have their strengths
and weaknesses in terms of accurate
detection and event coverage, which
means your best option is to combine
the two and make sure you don’t
miss out on any anomalies in your in-
frastructure. To further support you in
your analysis, Security Onion comes
with in-house functions on top of es-
tablished tools.

Before you get started with Security
Onion, I'll first look at the included
toolkit and define the tasks these
tools have in the Security Onion en-
vironment. Depending on the specific
purpose and size of your organiza-
tion, you can either run the instances
on a single computer or divide them
up across multiple systems on your
network for better scaling. I look at
the basic approaches to generating
data and the analytics tools with
which you interact.

Network Data

Security Onion comes with five tools
for collecting network data and for
initial analysis: Stenographer, Suri-
cata, Zeek, Strelka, and OpenCanary.
Google developed Stenographer for
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bulk logging of network traffic, stor-
ing the results on disk, managing
the space available for the data, and
quickly and selectively accessing
individual fragments of logged com-
munication. Therefore, the develop-
ers had to shrink these fragments to
fractions of a percent and exclude
complex packet processing, such as
the analysis of entire connections.
As a query language, Stenographer
uses some of the Berkley Packet
Filter (BPF) syntax expressions that
you might be familiar with from
tcpdump or sniffing (not analyzing)
traffic with Wireshark.

Suricata is a complete NIDS and
intrusion prevention system (IPS),
which means you can use it offline
(i.e., as a monitor on a switch) as
well as online (e.g., on a firewall
system). Much like the slightly more
widespread Snort, Suricata is rules
based; that is, you use signatures of
malicious behavior that you apply

to the metadata or content of the
monitored communications. Suricata
allows the use of Snort rules in part,
but only if they were created for the
older 2.x version. You can also use
the IPS function for rules in the con-
text of Security Onion, but what you
will mainly be interested in here is
the log data generated for comprehen-
sive monitoring.

Zeek was initially developed under
the name Bro; it offers an approach
to monitoring large volumes of data
and performing complex analyses. To
this end, Zeek comes with its own
scripting language, along with policy
scripts, which you can use to de-
scribe and delimit network traffic for
analysis. Zeek writes the metadata for
monitored communications to a log
that can be processed downstream for
exactly the kind of thing that Security
Onion is looking to do. Moreover,
Zeek supports separate storage of
files crossing the network for further
analysis.

Strelka adds a tool to Security On-
ion for analyzing files and creating
extensive metadata for these files.
Similar to Bro, the goal primarily is
to provide further information and
pass it on to analysis systems, which
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relies on the log data generated by
Strelka. In the use case here, it works
with the files that Zeek extracts from
the network traffic. The two tools

do not necessarily have to be on the
same system - the Strelka developers
even explicitly recommend separating
the two systems for the best possible
performance, all the more so because
Zeek performs time-critical activities,
whereas Strelka will certainly take a
bit more time with its CPU-intensive
analysis of the files. The tool offers
north of 40 different scanners that
can be applied to more than 60 differ-
ent file types.

OpenCanary is the intrusion detec-
tion honeypot in Security Onion.
This low-interaction honeypot does
not offer much in the way of full-
fledged services, but it is mainly
concerned with an attacker’s first
attempts to contact a system. An
attacker who lands in this honey-
pot will notice what has happened
pretty quickly and refrain, one
hopes, from further attempts. Ac-
cording to the authors of OpenCa-
nary, the attacker has already con-
nected to the honeypot by this time,
which is precisely the intention. The
list of supported protocols is quite
extensive and includes SSH, FTP,
HTTP (and HTTP proxy), MySQL,
Telnet, and Redis. You can freely
configure different details of the ser-
vices, like the string with the SSH
version or the used ports. Each con-
nection attempt is documented in
the log data. Because the honeypot’s
services have no legitimate use, ev-
ery single request is suspicious.

Entering Host Data

Collecting network data is often very
simple, but the requirements for in-
stalling a HIDS or similar sensor tech-
nology are sometimes more complex.
Security Onion offers three tools: Wa-
zuh, osquery, and Beats.

Wazuh is a fork of OSSEC - a well-
known HIDS - that began life back in
2015, mainly with the aim of improv-
ing the development of the tool. What
the developers above all criticized
was the lack of ongoing development

of OSSEC and the hesitance to adopt
new features. In fact, the current
OSSEC version from 2020 is already
more than two years old. Wazuh,

on the other hand, has evolved sig-
nificantly and now boasts an active
community and broader support for
current developments. Wazuh offers

a client-server architecture so that
events can be evaluated centrally. You
need to install Wazuh agents on each
host. In addition to Windows, Linux,
and macOS, Unix systems such as
Solaris, AIX, and HP-UX are also
supported.

On the server side, you can use a
cluster setup and run the Wazuh
master node separately from any
number of worker nodes for optimal
load balancing. Analysts also have ac-
cess to a dashboard with an extensive
search function in Wazuh. In addition
to classic log data analysis, rootkit
and vulnerability detection, and file
integrity checking, you can also use
Wazuh to inventory your clients. Log
data is collected from the computers,
and depending on the configuration,
initial events or alarms are generated
and logged in Security Onion for fur-
ther evaluation.

The osquery tool comes from Meta
(formerly Facebook). It allows con-
tinuous or case-based querying of
system properties. The tool abstracts
the underlying systems and makes
them available in a form much like
a relational database. You write your
queries for osquery in SQL, where
you can currently access 273 dif-
ferent tables. The advantage is that
you can simultaneously search for
properties and indicators of compro-
mise (IoCs) on all connected sys-
tems. Osquery offers its own service
for continuous monitoring, provid-
ing query packs with preconfigured
queries created in JSON (e.g., to
detect rootkits). With your own ex-
tensions, you can add more tables
for your queries to the schema as
needed.

Emerging from the familiar Elastic
Stack, Beats is available in Security
Onion as Winlogbeat for Windows-
specific logs and as the cross-plat-
form Filebeat for monitoring and
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transferring various log data to a Log-
stash server. Both tools offer different
fields for selecting the relevant data.
The Logstash server is also provided,
of course, as a component of the
Security Onion installation (in stand-
alone or cluster variants). Filebeat
offers different modules that either
already fully support existing logfiles
(e.g., from NGINX and Apache as
well as AWS and Google Cloud) or
that can be easily adapted to match
logfiles. Filebeat is also responsible
for transferring the data of the other
tools, which deliver the results of
their evaluation or alarms and events
in logfiles.

Filebeat provides an easy way of
transferring further log data from the
monitored systems to the central Log-
stash instance; the data can include
classic Linux syslog or evaluations
from Microsoft tools belonging to the
Sysinternals Suite, such as Autoruns
or Sysmon.

Recognizing Attack
Patterns

After this detailed overview of the
origins of the various log data, it is
important for data analysts to know
tools with which they can work in
the future. Although some of the data
providers already listed offer their
own web interfaces, Security Onion
sets out to consolidate them and
provide a common interface. To this
end, the data submitted to Logstash is
collected in a central Elasticsearch in-
stance. In distributed setups, the data
from Logstash reaches the central in-
stance from a Redis database.

The main interface to Security Onion
is in the Security Onion Console (SOC)
HTTP web page, which bundles ac-
cess to the other tools and supports
automated alerts and manual hunts
for IoCs on the monitored systems. In
addition to the interfaces for cases,
hunts, and alerts included in Security
Onion, the console again uses estab-
lished tools for processing and analyz-
ing the acquired data and potential
incidents (Figure 1). Alternatively, you
can access the shell and the tools and
data available there over SSH.
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Kibana and Grafana are probably

the best known tools in the SOC col-
lection. The properties queried with
Elasticsearch are organized on differ-
ent dashboards by Kibana. The vari-
ous Beats mentioned earlier can be
used to prepare data directly for visu-
alization in Kibana. Grafana generates
performance information and notes
on the status of your overall system.
Grafana’s high-resolution data is de-
leted after 30 days; only aggregated
data is retained longer.

FleetDM (device management) gives
you access to an interface for os-
query. You can use it both to create
and manage queries and to configure
appropriate packages for clients to
facilitate queries and define your own
tables, which you then deploy to your
clients. Fleet then primarily supports
you by processing the regularly ex-
ecuted queries and aggregating and
visualizing the results.

To make your requests to systems
more systematic, Security Onion
comes with what it refers to as a Play-
book. With its help, you can create
Plays, which map out specific detec-
tion strategies. You define what you
want to detect, and for what purpose,
and then describe the steps needed
to validate the results or fix any prob-
lems identified. The Play definitions
you can use for automatic analysis
are based on the Sigma format [2], a
generic signature for log data.

The goal is primarily to identify
rules and patterns in the log data
and then generate alarms or events
from the corresponding data for fur-
ther processing by analysts. Security
Onion comes with more than 500

of these Plays, which you can use
as-is or customize to best suit your
needs. You can also pick up addi-
tional signatures for your searches
from the Sigma community, if
needed. All results and alerts can
also be viewed simultaneously on
the dashboards, in the Hunt inter-
face, and in Kibana.

You might already be familiar with
CyberChef [3], which is also in-
stalled. This tool, widely referred to
as the Swiss Army Knife of cyberse-
curity, lets you drag and drop a wide

range of “cyber operations” for dif-
ferent inputs in the browser. Armed
with this, and without too much prior
knowledge, you can use hashes or
crypto functionality, convert image
data into different formats, use pre-
pared regular expressions for search-
ing, run programming-language-spe-
cific functions like PHP’s serialize,
and use many other small functions,
for which you may have already built
small scripts to make your everyday
life as an analyst easier. Even if you
do not use Security Onion, you will

A Overview

Alerts
Dashboards
Hunt

Cases
PCAP

Grid

Downloads

Kibana
Grafana
CyberChef
Playbook
FleetDM

Navigator

Figure 1: The menu in the web interface
gives access to the central functions and
available tools.
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probably add CyberChef to your
bookmarks bar.

Installation and
Configuration

The installation of Security Onion is
basically very simple. It is a good idea
to stick to the guidelines as much as
possible when it comes to hardware
requirements. For an initial test on a
virtual machine (VM), for example,
you are at the lower limits of the rec-
ommended setup with 200GB of disk
space, 12GB of RAM, and four cores.
For the installation, download the ISO
file mentioned earlier [4] to your vir-
tualization environment and deploy
it; then, create a machine with suf-
ficient resources. The installation is
basically automatic; you just need to
create a user and choose a password.
After the install, log in to the console
with your credentials and the Security
Onion setup starts automatically.

Security Onion SECURITY .

The first dialog prompts you to define
the type of installation you want to
carry out. You can choose between a
trial version, a standalone or distrib-
uted variant, or an import installa-
tion, which mainly lets you perform
forensic analysis on recorded data. As
an analyst, first select the other option
and then install the analyst version
on your workstation.

I chose the standalone variant for
this article. Make sure you assign
two network cards to your VM; note
that they may not be hidden behind
a network address translation (NAT)
host but on an actual network. Your
best option is to provide real net-
work interface cards to the VM and
connect one of the cards to your
switch’s monitoring port. In this
way, you can quickly acquire a mass
of genuine data from your network
for later testing.

Now select the interface you want

to use for management access in the

dialog. Assign static IP addresses or
ignore the warning that using DHCP
can cause problems - you should not
have any trouble if you use an IP ad-
dress reservation. If your server has
Internet access, you can simply select
that in the next step; otherwise, Secu-
rity Onion will create the installation
with the data from the ISO. In this
case you will want to use the Airgap
installation on all the nodes of your
network.

Now, choose to install the Basic man-
ager; the recommended settings are
useful for a first test and can be ad-
justed later, for the most part. In each
of the following dialogs, keep the op-
tions selected by default. Of course,
you can change the defaults if you
really want to. After you have created
the user for the web interface and as-
signed a password for the soremote
user account, the system is updated
directly if an Internet connection is
available, and the setup is complete.
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Now you can enter the IP addresses
in your browser and log in to the
management console. If you see a 401
error, you might need to unlock your
IP address first. To do this, go into the
SSH session again and run so-allou
as root. Select analyst access and en-
ter the IP address of your computer.

Quick Access to Tools

The web interface gives you direct ac-
cess to your own functions from the
menu on the left, and you can access
the installed tools a bit further down.
If you can log data packets with the
network interface at this point, you
will see, for example, the metadata
generated by Suricata or Zeek. Secu-
rity Onion provides predefined que-
ries in the different views; you can
use these to get started.

For example, in Dashboards, click on
the arrow next to the magnifying glass
to open a menu for selection. In this
case, simply select Connections; data
should already be available in this area
as a result of monitoring. Figure 2
shows the upper area of this connec-
tion overview, where you will find

the data for the last 24 hours; you can
change the period at top right.

If you now run Security Onion on

Dashboards

Basic Metrics

. SECURITY Security Onion

your network for some time, you will
see more and more data accumulate
for evaluation. For practice, create

an incident for one of the alerts and
edit it. To do this, simply left-click
on one of the lines in the alerts and
select Escalate or click on the plus (+)
symbol after selecting the Cases menu
item. You can add more sensors to
your instance, such as more hosts
for osquery or additional system logs
on other servers. The Security Onion
documentation available online pro-
vides you with more examples of dif-
ferent use cases.

Conclusions

Security Onion gives you a compre-
hensive environment for monitoring
and analyzing your IT infrastructure
without too much overhead. For
small IT departments, in particular,
this can be a good introduction to
professional IT security. That said,
Security Onion only gives you the
framework for monitoring and analy-
sis and is not a standalone solution.
Assessing the criticality of incidents
and alerts, fine-tuning the monitor-
ing tools, and case-by-case searches
for IoCs are all tasks that a member
of the workforce will need to handle.

ry_name | groupby

Figure 2: The connection overview contains the data for the last 24 hours.
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For a useful deployment, you need to
have sufficient human resources to
actually operate with the tools that
Security Onion provides. [ ]

Info
[1]1 Security Onion:

[https://securityonionsolutions.com]
[2] Sigma format:

[https://qithub.com/SigmaHQ/sigmd]
[31 CyberChef:
[https://qchq.qgithub.io/CyberChef/]

[4] Download:

[https://securityonionsolutions.com/
Foftward]
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Trivy security scanner

A Look
Inside

The Trivy open source tool provides information on container and

software security. By cuido Seidner

Working with containers has become
a standard task for administrators,
but in addition to plain vanilla con-
tainer operation, it is also important
to take care of security - a task that
is sometimes neglected when faced
with relatively new container tech-
nology. Aqua Security offers the open
source Trivy [1] tool, which scans
filesystems, Git repositories, and Ku-
bernetes clusters and resources, as
well as ensuring container image se-
curity. Additionally, the software can
find operating system packages and
software dependencies (the software
bill of materials, SBOM), known
security vulnerabilities (CVEs), infra-
structure-as-code (IaC) misconfigura-
tions, and sensitive information and
passwords.

Installation

Trivy can be installed on all popu-
lar Linux distributions and macOS.

Alternatively, you can run Trivy as

a container. Detailed installation in-
structions can be found online [1].
Type the commands in Listing 1 to set
up the scanner on Debian/Ubuntu.

Security Scanning

Once the installation is complete, you
can start scanning, which I demon-
strate with an example of the well-
known NGINX image. First, download
the image then start the scan:

sudo docker pull nginx
trivy image nginx

The output is fairly lengthy; Figure 1
shows only an excerpt. The output
shows the library, its version number,
and the CVE number with a descrip-
tion. For an exact description of the
vulnerability, you can use either

the National Institute of Standards
and Technology (NIST) National

- Listing 1: Installing Trivy

sudo apt-get install uget apt-transport-https gnupg l1sb-release

uget -q0 +https://aquasecurity.github.io/trivy-repo/deb/public.key | sudo apt-key add -

echo deb https://aquasecurity.qithub.io/trivy-repo/dep $(1sb_release -sc) main | sudo tee -a /etc/apt/
sources. list.d/trivy.list

sudo apt-get update

sudo apt-get install trivy
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Vulnerability [2] or the Aqua Vulner-
ability [3] database.

In particular, when you examine
third-party containers, you will find
that most container images have a
significant number of vulnerabilities.
For this reason, you will want to fo-
cus on the critical vulnerabilities in
most cases by defining limits for the
scanning process:

trivy image --severity CRITICAL nginx

In the output, you can see two critical
vulnerabilities in the current NGINX.
For in-house development, it makes
sense to use the smallest possible
container image as the base image.
Small images come with fewer sys-
tem components and libraries, which
means the number of vulnerabilities
is very likely to be lower. Another ad-
vantage of small images is that they
can be built faster, reducing IT costs.
Today, experts advise either a distro-
less image or a lightweight image such
as Alpine. The concept of a distroless
image was largely coined by Google
and describes images that contain only
the application itself along with the
runtime dependencies (i.e., only the
components that are needed for the
purpose of the application). Popular
lightweight images include Debian, Al-
pine, and Ubuntu, which has slimmed
down considerably if you look at the
size in the latest version.

Lead Image © MPower, photocase.com
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If you compare these images with the
Trivy command-line interface (CLI),
the current official Debian image tal-
lies 81 vulnerabilities (61 low, 16 high,
and four critical). Ubuntu does very
well with only 17 (15 low and two
critical), with nothing at all to com-
plain about in the current Alpine im-
age at the time of writing this article.
Despite the low number of vulner-
abilities in these images, you cannot
assume that an image verified as
secure can be considered free of vul-
nerabilities forever. Instead, you need
to implement a process to keep all
images up to date and replace them
as needed. In many cases, however,

a patch is not immediately available
for every CVE. Typical threat mitiga-
tion approaches include running some
code in a sandbox or in a non-privi-
leged context; you need to look into
this on a case-by-case basis. Help is
available for CVEs in the Aqua Vulner-
ability Database, showing you how to
deal with each CVE.

Trivy SECURITY .

components potentially fraught with
vulnerabilities. Listing 2 shows some
code that calls a Terraform module
published in GitHub. You can launch
the code check with the command:

trivy image 2

--security-checks config <image_name>
trivy fs 2

--security-checks config </directory_path>

trivy repo 2
--security-checks config <repo_name>

trivy config <directory>

Aqua Secu-
rity provides
a database
similar to
the container
scanning
database
that provides
detailed in-
formation for
security-re-
lated configu-
ration wor-
ries. Among
other things,
you will find
information
on how to
adapt the IaC

. Listing 2: Calling a Terraform Module

02 cluster_type = "simple-zonal"

03 3

04 provider "google" {

85

06 }

07 data "google_client_config" "default" {}
08 provider "kubernetes" {

89

10 3

11 /*******************************************

91 locals {

12 * Import terraform outputs from VPC

13 ******************************************/
14 data "terraform_remote_state" "vpc" {

15

16 3

17 /*******************************************

18 * GKE Cluster

19 ******************************************/

20 module "gke" {

Findinq Misconfigurations code so that 21 source = "terraform-google-nodules/kubernetes-engine/google"
the infrastruc- 22 project_id = var.project_id
Although Trivy has become known as ture rolled out 23 nane = "${local.cluster_type}-clusters{var.cluster_name_suffix}"
a tool for scanning container images, with it is ro- 24 regional = false
it can now do far more. For example, bust in terms 25 region = var.region
the software can also check the con- of security. 26 Zones = var.zones
figuration of Docker build files and Ku- Comparable 27 netuork = data.terraform_remote_state.vpc.outputs.netuork_name
bernetes. Helm. Terraform. and AWS scans are 28 subnetuork = data.terraform_remote_state.vpc.outputs.subnets names[8]
CloudFormation artifacts. Ansible sup- also possible 29 Tp_range_pods. = data.terraform_remote_state.vpc.outputs.pod_qdr_@me
port is also planned for the future. for the sub- 39 ip_range_services = data.terraform_remote_state.vpc.outputs.service_cidr_name
. . . 31 service_account = var.compute_engine_service_account
I look into scans of this type with commands "
Terraform as an example, a system image, repo, 3}
with a risk of deploying infrastructure  and fs: L
gsoeldner@Torpedo - % trivy image nginx
FO Need to update DB

2022-98-15T@7:52:06.208+0200 INFD
2822-98-15T@7:52:046.208+020@ I
2022-08-15T@7:52:04.208+0200 INFD
33.67 MiB / 33.67 MiB [————r
2022-08-15T07:52:26.612+0200
2022-98-15T@7:52:26.612+0200
2022-08-15T07:62:26.612+0200
2022-08-15T07:562:246.612+0200
2022-08-15T@7:562:26.827+0200
2022-9B-15T@7:62:26.827+0200
2022-08-15T@7:562:26.845+0200

D8 Repository

Vulnerability
Secret scanni

Detected 0S:

nginx (debian 11.4)

: gher.io/squasecurity/trivy-db
Downloading DB...

ng is enabled

If your scanning is slow, please try '-

debian

Detecting Debian wvulnerabilities...
Nusber of language-specific files: @

Installed Version

2.4

Total: 124 (UNKNOWN: @, LOW: 89, MEDIUM: 13, HIGH: 18, CRITICAL: &)
Library Vulnerability Severity
apt CVE-2011-3374 O 2.
bsdutils CVE-2022-8563 2.

36.1-8+debllul

scanning is enabled
-security-checks vuln' to disable secret scanning
Please see also https://aquasecurity.github.io/trivy/@.30.4/docs/secret/scanning/#recosmendation for faster secret detection

Fixed Version

Title
It was found that apt-key in apt, do not
correctly...
https://avd.aquasec.com/nvd/cve-2011-3374

all versions,

util-linux: partial disclosure of srbitrary files in chfn
and chsh when compiled...
https: c

{/avd.aguasec.com/nvd/cve-20822-8543

Figure 1: An image scan with Trivy generates a long list of vulnerabilities, shown in abbreviated form here.
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The built-in policies provide a good
basis and are all implemented in
Rego query language. If you need
more, you can supplement with your
own rulesets. The Trivy documenta-
tion includes some examples.

The currently still experimental
support for direct scanning of cloud
resources is interesting despite its
status. At this point, it only works
with AWS, but it shouldn’t be too
long until the other major hyper-
scalers are supported. To use the
scanner, install the AWS CLI and
configure access to your AWS ac-
count accordingly; then, start the
scanning process with the trivy

aws command.

Integration with ClI Tools

Integration with a continuous integra-
tion (CI) tool is a good idea to avoid
the need for manual vulnerability
scanning. In addition to GitLab CI,
you can use GitHub Actions, Circle
CI, Travis CI, Bitbucket Pipelines,
AWS CodePipeline, and AWS Security
Hub. The documentation again helps
you get started.

Scan Overview for AWS Account .

. SECURITY Trivy

The configuration is particularly
easy with GitLab version 15.0 and
higher, because Trivy integration is
already included in the product -
even in the free version. To enable
it, simply add the CI template to the
gitlab-ci.ynml file:

include:
- template: Security/Container-Scanning.2
gitlab-ci.ynl

You can then examine the scan results
in the container builder.

What's in the Software

Support for the SBOM is a relatively
new addition to Trivy. The aim is to
deliver an overview of all the com-
ponents, libraries, and other artifacts
used in the software under investiga-
tion. SBOMs offer many advantages to
security teams, as is quite apparent,
for example, by the well-known vul-
nerability in Log4j. With an automated
process for setting up SBOMs, you can
get straight down to fixing the vulner-
ability instead of wasting time finding
out if a library is actually in use.

Misconfigurations

High

Medium

Figure 2: Still experimental, but potentially very valuable: scanning cloud resources with Trivy.
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The best known formats for SBOMs
are SPDX from the Linux Founda-
tion and CycloneDX from the Open
Web Application Security Project
(OWASP). To create a BOM, enter
the command:

trivy image --format cyclonedx 2
--output result.json alpine:3.15

The Sigstore project and the Cosign [41]
tool were introduced to make sure
that BOMs are trustworthy, making
it easy to sign and verify artifacts
with OAuth 2. The artifacts created
by Cosign are known as attestations
(Figure 2). If you already have an
account with a supported provider
(e.g., Google, GitHub, Microsoft),
you can use Cosign to sign an SBOM
as follows:

trivy image --format spdx 2
-0 sbom.spdx <IMAGE>
COSIGN_EXPERIMENTAL=1 cosign attest 2
--type spdx --predicate sbom.spdx <IMAGE>

The command

COSIGN_EXPERIMENTAL=1 2
cosign verify-attestation <IMAGE>

checks attestations.

Conclusions

Many companies still approach se-
curity in cloud-native environments
relatively casually. The required
skills are often missing or the imple-
mentation just looks too complex.
Now, however, Trivy gives you a use-
ful open source tool. It is easy to use
and offers a wide range of features,
which means it can be used through-
out the software life cycle of devel-
opment, CI processes, operation, and
monitoring. [ ]

Info

[11 Trivy: [pttps://aithub.com/aquasecurity/trivy]

[21 NIST Vulnerability Database:
https://nvd.nist.qoy]

[3] Aqua Vulnerability Database:
[https://avd.aquasec.com]

[4] Cosign: [https://qithub.com/sigstore/cosiar]]
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I 10 Ansible Tricks

The 10 best tricks for taming Ansible

Right the First

Ime

Ansible is considered by far the most practical automation tool, but in many places, quirks make life with
the tool unnecessarily complicated.

people say that Red Hat has a lucky
hand when it comes to acquiring
other organizations. Many of the
acquisitions have since gone on to en-
joy an extremely successful existence,
including Ceph and Qumranet, the
company that launched KVM. An-
other example of Red Hat’s prowess
in their shopping sprees is undoubt-
edly Ansible, which to this day is
considered a lean and easy-to-use but
still highly efficient automation tool.
If you don’t like Puppet, Salt, or even
Chef, with their complicated syn-
taxes, you can enjoy true automation
with Ansible - and in a format that
almost rivals the simplicity of shell
scripts. Some people might need a
while to get used to the YAML format,
but once the few essential basics are
in place, Ansible offers almost bound-
less automation fun for the whole
(operating system) family.

People who eventually become truly
adept at Ansible far too often adopt
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quirks from their own training days
that make Ansible inefficient, more
complex, or just more difficult to
use than it really needs to be. The
program’s simple controls are, in
fact, its undoing. Some admins too
often believe that they already know
everything about Ansible and - fol-
lowing this logic - stop acquiring
further skills. In many companies,
this means that large parts of the
functionality of the automation sys-
tem - and thus a large part of its
really great feature set - are practi-
cally idle.

I want to help you put a stop to that.
In this article I reveal how to make
sense of your playbooks, what rules
to follow, and how to get more out
of Ansible than might seem possible
in standard use. Although just a few
pages are not enough to explain all
the special features in Ansible and
show all the best practices, the avail-
able space is certainly enough to
give you food for thought for your

We reveal the 10 best tricks for Ansible on Linux. sy Martin Loschwitz

own journeys of exploration, so I'll
start with a parade of the 10 best
tricks for Ansible.

Tip 1: Order

Ansible offers various notation op-
tions and can optionally bundle
playbooks and roles into individual
files or into a complex folder struc-
ture. The appeal of managing the
entire installation for Ansible in

a single file is huge - after all, it
saves you having to browse several
directories when making changes.
The fact that this approach also has
disadvantages is often overlooked,
until you find yourself sitting in
front of a playbook with thousands
of lines and unable to see the forest
for the trees. The first tip is there-
fore quite clear: Integrate your An-
sible infrastructure into a directory
with a meaningful organizational
structure. This step also helps you
maintain and develop individual

WWW.ADMIN-MAGAZINE.CO



http://WWW.ADMIN-MAGAZINE.COM
http://23RF.com

parts of the setup independent of
each other.

The basic structure to be followed
turns out to be very simple. Inside a
new ansible/ folder, first create the
roles/, group_vars/, and host_vars/
folders. The names tell you what
these folders do. DIY Ansible roles
end up in roles/, whereas the re-
spective group- and host-specific
variables of the setup are stored in
group_vars/ and host_vars/. The next
step is to create a hosts file where
you make a list (in CFG file syntax)
of all the hosts that belong to the
Ansible setup.

Finally, you need a playbook, which
you can name something like us-
ers.yml. Ideally, the playbook itself
should not contain any immediate
steps to be performed on the hosts.
In exceptional cases, this principle
can be ignored for a single com-
mand or a task. However, for the
sake of clarity, it is better to create
separate roles for the individual tasks
in the roles/ folder and then refer-
ence them with the roles: directive in
users.yml.

The directory structure in the folders
with the roles also plays a part. You
need at least the tasks/ folder with a
main.yml file containing all the steps
to be completed. If you have many
steps of different types, they can also
be stored in arbitrarily named files,
which you then include in main.ynl
with an include statement.

If you need triggers for events on the
system after completing certain steps,
make a note of them in handlers/
main.yml, then define the default val-
ues for variables in defaults/main.yml.
Templates belong in the templates/
folder. Files that only need to be
copied to a system are located in the
files/ folder.

All of the arrangements have been
made now. The folder structure
described above lets you modify
individual roles for specific tasks in-
dependent of each other and keeps
the Ansible web tidy (Figure 1).
Additionally, checking the resulting
folder structure into a Git directory
is highly recommended so it is eas-
ier to track changes after the event.
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Tip 2: Names

A fad for many Ansible admins is to
omit the name parameter when writing
Ansible statements, perhaps as a way
to avoid typing or because of a belief
that names are not absolutely neces-
sary for individual instructions.
Although it is true that names are not
required - a block of statements that
does not have a defined name will
reliably produce the desired result in
Ansible - if something does not work,
Ansible admins who use name are far
better off than those who leave it out.
If you do not use names anywhere,
the output produced by Ansible in the
log is practically meaningless. At the
very least, it is far more difficult to
interpret it correctly than it actually
needs to be.

Giving each statement a meaning-
ful descriptive name in Ansible
makes debugging easier and also
helps you create documentation as
a side effect. Any sysadmin who has
weathered an IT storm can imagine
how an administrator feels when
they open a file containing dozens
of anonymous Ansible statements
without comments.

However, this point is in no way

to be understood as a plea against
variables - quite the contrary. Sepa-
rating code and configuration in
Ansible to the extent possible has
been proven practical. The roles
and playbooks then only use (ide-
ally, sensibly named) variables that
are then defined for each individual
host in their specific variables.

Tip 3: Logging

Ansible comes with a default logger
for the command line. Although it
basically works well, it is sometimes
a bit chatty. Especially after run-
ning many Ansible statements, the
terminal window looks more like
modern art (Figure 2). An Ansible
error could even scroll so far off the
screen that it does not even appear
in the terminal buffer and is lost
forever to your eyes.

What many Ansible users don’t
realize is that just as Ansible can

be extended by new functions with
library, it can also be extended
with new output modules for the
shell. The developer of the Stdout
Compact Logger [1] for Ansible took

L L Black on White (-bash)

1s -1tr
total 232
drwxr-xr-x 3 madkiss staff 96 17 Mar 2020 library
-rwxr-xr-x 1 madkiss staff 46 12 Nov 2020 site.yml
-rwxr-xr-x 1 madkiss staff 72 12 Nov 2020 rhsm.yml
-rwxr-xr-x 1 madkiss staff 92 12 Nov 2020 nodes.yml
-rwxr-xr-x 1 madkiss staff 86 12 Nov 2020 netq.yml
-rwxr-xr-x 1 madkiss staff 115 12 Nov 2020 netbox.yml
-rwxr-xr-x 1 madkiss staff 72 27 Nov 2020 users.yml
-rwxr-xr-x 1 madkiss staff 88 29 Jan 2021 switches.yml
-rwxr-xr-x 1 madkiss staff 102 29 Jan 2021 switches-cumulus3.yml
-rmxr-xr-x 1 madkiss staff 131 1 Feb 2021 borderleafgatewayswitches.yml
-rmxr-xr-x 1 madkiss staff 151 25 Feb 20821 stack-user.yml
-rwxr-xr-x 1 madkiss staff 195 25 Feb 2021 adproxy.yml
-rwxr-xr-x 1 madkiss staff 132 14 Mar 2021 monitoring-mgl.yml
-rmxr-xr-x 1 madkiss staff 239 6 Apr 2021 new-switches.yml
-rwxr-xr-x 1 madkiss staff 499 11 Apr 2021 idns,yml
-rwxr-xr-x 1 madkiss staff 587 11 Apr 2021 deepinfra.yml
-rwxr-xr-x 1 madkiss staff 621 11 Apr 2021 infra.yml
-rwxr-xr-x 1 madkiss staff 444 11 Apr 2021 idm.yml
-rwxr-xr-% 1 madkiss staff 504 11 Apr 2021 edns.yml
-rwxr-xr-x 1 madkiss staff 352 11 Apr 2021 cloud-controller.yml
-rwxr-xr-x 1 madkiss staff 363 11 Apr 2021 ceph-storage.yml
-rwxr-xr-x 1 madkiss stoff 410 11 Apr 2021 cloud-compute.yml
-rwxr-xr-x 1 madkiss staff 18716 29 Apr 2021 hosts
-rwxr-xr-x 1 madkiss staff 601 14 Mai 2021 monitoring.yml
=rwxr-xr-x 1 madkiss staff 368 17 Mai 2821 undercloud.yml
-rw-r--r-- 1 madkiss staff 154 20 Mai 2821 README.md
-rexr-xr-x 1 madkiss staff 244 31 Mai 2021 sue-monitoring.yml
-rexr-xr-x 1 madkiss staff 529 9 Jun 2021 workstations.yml
drxr-xr-x 63 madkiss staff 2016 24 Okt 2021 roles
drwxr-xr-x 17 madkiss staff 544 29 Aug 16:10 group_vars
drwr-xr-x 31 madkiss staff 992 21 Okt 11:27 host_vars

Figure 1: Tidiness is half the battle: The folder structure and file partitioning help you use
Ansible in a meaningful way. © Martin Loschwitz
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¢ [Import roles]

<1 orted : First tas

orted role] +*+*+

TASK [imported :

TASK [test-role :

st imported task of test-role] *+»

Second task of impOrted role] *+e+esssasssessrtssssntstsssrstissssssssnsssstasassnsrvses

TEPOFE EASKS] #5904 hssesestssassstssserssiststssseatssasarisdrasssassnsnsasarusdsarssns

1L B L T

TASK [validate is a number, >

PLAY RECAP #+4sssesesisssssststsantsasusssasssssstots

ignored=8

skippedsd

Figure 2: This type of Ansible output is probably familiar to most administrators - color
and whitespace, but all told, very little information. © Pierre Baillet

advantage of precisely this ability.
It is best to keep this output module
inside your Ansible folder (e.g., in
the callbacks/ subfolder). In the
Ansible configuration (ansible.
cfg), you then need to extend the
callback_plugins parameter to point
to the folder where the additional
modules are located.

In this specific case, you also need
to set the stdout_callback param-
eter to anstomlog in the Ansible
configuration file. The next call to
Ansible brings up a far more com-
pact log that wastes less space on
the desktop, while giving you far
more information (Figure 3). The
plugin adds a timestamp for each
message, making it easier to track
temporal events.

Tip 4: YAML

If you have followed the guidelines
of this article up to this point, you
are already using a folder structure
that can cope with the demands

of everyday life. It would be a

pity to ruin it with a muddle of
playbooks and self-written roles.
Oddly enough, many Ansible
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administrators fall into this very
trap. Instead of sticking to either
Ansible-native syntax,

- name: add user testuserl
user: name=testuser!l state=present 2
groups=uheel

or YAML syntax,

- name: add user linuxmagazin
user:
name: testuserl
state: present
groups: uheel

admins wildly mix steps in both nota-
tions in their playbooks.

Gathering Facts |
Import rol
L imported :

First task of imported role

Of course, that can happen if time

is tight and you just copy and paste
the solution to an urgent problem off
the web. A mix of both styles can be
found in many places, even in the
same files, but it is obviously not
ideal: It makes sense to choose one
syntax. Ideally, you will want to opt
for YAML because it improves the
structure of the Ansible statements
and adds clarity.

Tip 5: Variables

Most admins will be aware of the
case in which an Ansible playbook
written years ago by an employee
who has long since left the company
needs an update. The developer
made extensive use of variables at
the time. It’s just a pity that they
didn’t document them, because
that would mean their successor
would understand that the vari-
able mgmt_cus1_n7p1 refers the first
port on the first network card in the
first cluster workstation (aka jump
host) of the management network.
With good documentation, the new
admin might even understand that
the count takes the names of the
system’s network cards and, there-
fore, the counterpart to n7pl on the
workstation is ens7f@ - not that
there are seven network cards in the
computer.

Coulda, woulda, shoulda. The real-
ity of most Ansible setups in the
wild tends to be that variables, and
especially their names, are com-
pletely undocumented. This is a
huge problem and generates totally
unnecessary potential for trouble.
Every author of Ansible statements

cond task of imported role |

t tas

First imported task of test-role | loc

Secret a |
validate version i

[16:55:54] system |

unreachable=e

Figure 3: Instead of showing you a mostly blank screen, the Compact Logger comes up with
comparatively useful output enriched with many details. © Pierre Baillet
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is therefore strongly advised to
define variables centrally, as de-
scribed, and to assign meaningful
default values. Additionally, they
should add a short explanation in
each case, unless the type and func-
tion of the variable is absolutely and
reliably self-evident.

The hurdles for the latter criterion
are high. Even a root_pu variable of-
fers only limited scope for drawing
conclusions on its function without
reading the Ansible source code. Is
it the root password for a system, a
container, or the password for root
in MariaDB? Questions and more
questions arise to which the Ansible
admin would do better to provide
the answers in the form of com-
ments instead of leaving gaps.

Tip 6: Hand-in-Hand

In some places, administrators
develop Ansible statements in the
firm belief that no one else in the
organization will ever be forced to
call Ansible anyway. Then off they
go on a skiing vacation, have a seri-
ous accident, go on sabbatical, or
find themselves involved in some
other event that leads to being away
for weeks. Ultimately, you end up
with some hapless employee sitting
in front of the installation tasked
with making a “minor adjustment”
because a problem occurred in
production.

If you want to make sure that, say,
variables in your playbooks are not
assigned invalid values, then you
would ideally introduce tests. The
emphasis here is on “invalid.” Things
that are syntactically correct for An-
sible will not necessarily work as
values for a variable in a service con-
figuration file.

The function for checking the con-
tent of variables is assert; Listing

1 shows an example. If the version
variable does not contain a number
greater than @, the assert statement
causes Ansible to abort. Ideally, of
course, a directive like this should
be in the code before moving on to
further tasks, such as rolling out a
configuration file.
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Tip 7: Configuration

Hard-line system administrators are
used to having exactly one configu-
ration file for central services. They
unconsciously transfer this principle
to Ansible, leading them to assume
that there is only one /etc/ansible/
ansible.cfg that sets the configu-
ration for all Ansible calls on the
system. I have already shown that
this cannot be true. An ansible.cfg
created to replace the logging com-
ponent and stored in the folder with
the ansible call is a place where the
automation engineer will definitely
see it.

The urgent appeal here is: If you want
to influence the behavior of Ansible,
it is best to use the options available
for doing so in ansible.cfg. In addi-
tion to the folder from which an Ansi-
ble call is made, the tool also searches
for configuration parameters in ~/.an-
sible.cfg, among other places. If you
do not follow this advice, things can
quickly turn nasty.

In the wild, you sometimes en-
counter playbooks and roles with
bloated code designed to work
around shortcomings in the Ansible
configuration. The argument that
this is at least independent of the
system and works the same way
everywhere does not hold water. It
would be just as easy to deliver a
local ansible.cfqg.

Tip 8: Reusable Code

When dealing with Ansible, you
regularly see a problem with roles

or playbooks for specific services
not existing in Ansible itself. For
example, if you want to roll out Pow-
erDNS, you will not find any prepa-
rations for this in Ansible out of the
box. In this situation, inexperienced
administrators turn to radical mea-
sures and start writing a role for de-
ploying the service
themselves.

As experience
shows, there is no
lack of justifications that:
for this questionable
step. You often hear

assert:

that a role for your own company is
tailor-made and perfectly adapted to
the conditions onsite. Here is where
the mantra of the customized IT so-
lution probably plays tricks on many
administrators. Salespeople have
been using this approach for decades
to catch customers, only to end up
selling them off-the-shelf solutions
again - in the best case scenario. In
the worst case scenario, they ensnare
their clients in expensive, lengthy
development contracts in the scope
of these projects, and often enough
the projects end up in a glaring fire-
ball. Where failed projects do this
on a large scale, Ansible can - on a
smaller scale - trick unwary admins
into trying to reinvent the wheel for
individual programs.

Admins are likely to be frustrated to
discover that rolling out PowerDNS
automatically it is not that simple.
Depending on the target system and
distribution version, different pack-
ages with different configurations
need to be installed, which means
you need matching switches in An-
sible. The automation tool itself can
do this without any problems; after
all, the tool has an if directive. You
can use several variables from the
Ansible inventory to find out which
OS and which OS versions are avail-
able. It’s a similar thing when you
need to fill different templates with
content.

The problems don’t stop there,
though. Depending on the service re-
quired, various steps need to be pro-
cessed in a specific order and poten-
tially across system boundaries. You
need to implement, test, and possibly
debug the setup. If only one admin
or a small group of admins are work-
ing on this development, finalizing

a workable Ansible role will drag on
interminably in the worst case.

A word of advice: If you are look-
ing for an Ansible role for a specific

Listing 1: assert Example

- name: "Validate version is a number, > 8"

- "{{ version | int 3} > @"
msg: "'version' must be a number and > 8, is \"{{version}}\""
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program, first check out repositories
such as GitHub or Ansible Galaxy
to see if a solution already exists.
Although it might contain a mass

of code that you do not need for
the local system, on the upside, it
has been tested and curated by the
open source community and will

typically be fully functional, for the
most part.

Tip 9: Encryption

You might find this difficult to be-
lieve, but even in 2023 you will still
find Ansible implementations that

store passwords in plain text. The ad-
ministrators involved really can’t be
serious. On the one hand, it makes it
effectively impossible to maintain the
Ansible infrastructure in a (publicly
accessible) Git directory - after all,
no one wants to have their passwords
for internal services posted on the

[stacke
$ANSIBLE_VAULT;1.1;AES256

stackE ~funderiay/ansible

ansible]$ cat host_vars/

61653334623336323836313565663637666635346331303861316639396539656266366265636235
33636135636562656263623464313663333765373435653900636362623936303437323863336434
37323565396565653831323036656364333835373166393965633732613162643936356233373231
6138633565303533390a653066386337366434363633386430303063376637333431656237336561
36333464353334613334343963643539623765313737366262303430383138636433316138653462
32653262663561376534393636373137356639326363393439636363636266653439663437353462
31356334373764396364383463363166373532633039326535323436393432636239356366353231
62306132346161643962393931303431393365646230316639373361656362393330363238323566
33353865663637316335333266316337633138346565623461393437653061363064303935623030
30663939346334663338393630616162666632343363363066363631346563383438373562376534
34626561643833656236306465353661623237626366623834346265323130626233363835393338
61616562306236323731623865383036313165656235363639376336373138643636393233373764
35393732663433303731623664633836376465366337313532383763656263313664303737393238
38393139323936623138323363653362383662613233366562323931323632316463633862376162
64653637343038373438366466396237613835343235393836616434333139383831653338326534
62633631623561613432653562373932376264393236303932613362636334646135343962303633
31313066363038613164623630386631376530343936623265376434373561326661333464313962
32366538333962613533646362356664636534303933393337343463343630393237366536623465
37663466346362636135363264623164656363363566646337353739343064653863333630613335
63366336336434326137373066303563643631643834366332313765663062383130306562623230
31383666653738393664326339313532613762313164386563663239666163356262333862386664

/secrets.yml

Figure 4: Ansible Vault provides a convenient approach to managing passwords reliably and securely within the automation

tool. © Martin Loschwitz

@ moreHEUS

Operations Provisioning Library Infrastructure Backups Monitoring Tools Administration
—_—
H instances : Apps ] Catalog . Jobs % Executions Code
18 Completed 9
2 9 O 9 O 5 s Failed 0
EX IO
“ Job Executions
LAST
RESULT TYPE NAME DETAILS LAST RUN NEXT RUN
o Workflow Job 11/142019 02:42 Y | w» MORE
PM
o Security Scan Centos B SCAP Scan Job 01/23/2022 1243 N | - MOEE
lob PM
Execute
6 Security Scan 04222021 09:15 — R
Inh Al

Figure 5: Ansible can manage workloads in public clouds. However, tools such as Morpheus are better suited for running complex

hybrid setups. © Morpheus
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web. On the other hand, passwords
in plain text in files on the system
should be completely unacceptable in
any scenario.

Ansible provides a tool called ansi-
ble-vault that can be used to work
around the password problem in

a smart way (Figure 4). Ansible
Vault should not be confused with
its namesake by HashiCorp, but if
you prefer to use HashiCorp Vault
with Ansible, you certainly have the
option of doing so with the Ansible
hashi_vault function, which reads
passwords from a HashiCorp Vault.

Tip 10: Outlook

Finally, it’s worth pointing out
something of which some diligent
Ansible users are unaware, even
long-time admins. Ansible is great
for controlling, creating, and delet-
ing workloads in virtual environ-
ments, private cloud environments,
and major hyperscalers. The tool

is by no means limited to virtual
instances. With extension kits for
Azure, AWS, and Google Cloud
Platform (GCP), Ansible helps you
create the vast majority of resources
offered by these three platforms,
which makes it easy to create an
Ansible playbook that first creates a
virtual private cloud (VPC) in Azure,
along with the appropriate security

WWW.ADMIN-MAGAZINE.COM
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groups, and then launch an Elastic
Compute Cloud (EC2) instance with
an attached volume. Idempotency,
which is a central design element
in Ansible, works, as well. If the
named instance is already running
and the administrator runs the play-
book another time, Ansible simply
checks the state and, if everything is
in place, does nothing.

Ansible is thus an interesting op-
tion, especially for people who
prefer to use the tools they know -
rather than external tools - to man-
age cloud workloads. However, if in
doubt, you need to check whether
Ansible really does support all the
features you need. Tools that spe-
cialize in running hybrid workloads
in scalable environments typically
also have features on board to

help create networks across plat-
forms (e.g., Morpheus, Figure 5).
This also works with Ansible,

but specialized tools offer more
convenience.

Conclusions

Ansible hides a huge amount of
practical functionality behind a user
interface with a relatively simple
design. However, even many Ansible
fans are often unaware of its real
scope. In everyday life, this leads to

Ansible setups that are far from ideal
and often causes more work than
necessary.

If you follow the principles described
in this article, you will be able man-
age your entire Ansible environment
in a Git directory without any dif-
ficulty. You will find that these tips
greatly facilitate the application of
the Infrastructure as Code (IaC) prin-
ciple. Moreover, Ansible provides
more than basic support for external
services such as Azure, AWS, and
GCP, which means the program will
be up to the task of handling automa-
tion and - to some extent — orches-
tration in many setups.

This capability is all the more true
because of Ansible’s widespread
adoption. Third-party vendors and the
active community offer many mod-
ules, roles, and playbooks to help you
manage the most common tools.

Info

[1]1 Ansible Compact Logger:
[pttps://aithub.com/octplane/ansible std{
but compact Toggef

The Author

Freelance journalist Martin
Gerhard Loschwitz focuses
primarily on topics such \ e
as OpenStack, Kubernetes,
and Chef.
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Attackers

Monitoring with built-in Windows tools can prevent the worst from happening after an attempted attack.

By Mark Heitbrink

, crucial findings in 2003, whose Default Domain Con- policy. You can reset the previous
Windows during incident and event trollers Policy has never been edited configuration to Not configured if the
management, you do not need to or still uses the obsolete monitoring Advanced Audit Policy Configuration
look further than the existing Event
Viewer logs. After the introduction B8 Administrator: Command Prompt i - QU

of Windows Server 2008 and Vista,
Microsoft established a more granular
approach. The events are sorted into
categories along with subcategories
for improved monitoring and record-

ing. Typing

No Auditing

No Auditing
vents S
auditpol /list /subcategory:* i state Change
auditpol /get /category:* & Eailure
at the command line lists a quick
overview of the possibilities and
shows the current configuration
(Figure 1).
You will usually control the Ad-
vanced Audit Policy Configuration
settings with a group policy; you
can also set it up at the command
line. If you want the configuration
to be used, it needs to be enabled.
On newly installed systems, the cor-
rect value is set by default and does
not need to be defined explicitly.

1 T
However, best practices dictate acti- vther Object Access
. . . . Detailed File Share
vating this value with group policy emovable Storage
for safety’s sake. The reason lies tral Policy Staging No Auditing
in the legacy Active Directory (AD) Figure 1: The output for auditpol /get /category:* shows an overview of monitored

installed on Windows Server 2000/ events.
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is used. Enable item Audit Policy in
Computer Configuration | Windows
Settings | Security Settings | Local
Policies | Security Options. Enforce
the monitoring policy subcategory
settings (Windows Vista or later)
to disable the existing monitoring
policy category settings.

Events: Spoiled for Choice

The most difficult question is which
events you want to monitor. The Mi-
crosoft Security Baseline for domain
controllers (DCs) from the Microsoft
Security Compliance Toolkit 1.0 [1]
can help you with this question. After
unzipping the archive file, you will
see a Group Policy Objects (GPOs)
backup folder, which you can import
in the Group Policy Management Con-
sole. Among other things, the folder
contains the MSFT Windows Server
2022 - Domain Controller policy. As
a first step, you might not want to
implement all of the domain con-
troller hardening instructions; some
initial testing is recommended. You
will probably only want to include
the monitoring policy part in the
Default Domain Controllers Policy or
the default settings for the client or
member server. You can do so, with a
little trick.

The Advanced Audit Policy Config-
uration file is stored in a CSV file
in the SYSVOL portion of the group
policy - the Group Policy Template
(GPT) - after importing or after
manual configuration (Figure 2).
From there, the defined target
computer imports the file and pro-
cesses it in the same way as audit-
pol.exe [2]. What is slightly more
difficult is finding the right audit.
csv in the backup folder and then
importing it individually.

The backup creates dynamic folders
for each GPO. If a GPO is saved mul-
tiple times, you will find it multiple
times in the folder. If you look at the
manifest.xml file in the Backup folder,
you will find a reference as to which
globally unique identifier (GUID)
contains which version of the policy.
You can parse this with a small Pow-

Auditing Changes in AD MANAGEMENT

[xm1]$Manifest=Get-Content 2
-Path ".\manifest.xml"
$Backup=$Manifest.Backups.BackupInst
foreach ($GPO in $Backup){2
urite-host $GP0.ID."#cdata-section", 2
$GP0.GPODisplayName. "#cdata-section"
3

The file can be hidden away in

the depths of the backup path

(e.g., .\Windous Server 2822 Security
Baseline\GPOs\{E2B8214C-729F-4324-A
876-FB67E58B740B}\DomainSysvol\GPO\
Machine\microsoft\windows nt\Audit\
audit.csv). The windouws nt folder
name is not a typo; it just shows
you the historical origins of the sys-
tem and its substructure. Copy the
file to the clipboard with Copy As
Path and integrate it into any policy
of the domain. Some of the policy’s
client-side extensions (CSE) let you
individually import settings without
completely replacing the existing
settings.

Increasing the Log Storage
Space

The events end up in the Windows
Security Log. The expected data
volume in the security event log is
difficult to guess; it depends on the
size of the AD and the number of
changes. In general, however, the
preset 128MB will be too small and
cause data to be overwritten very
quickly. A minimum of 1GB is rec-
ommended. In the baseline itself,
Microsoft suggests 192MB but as-
sumes that you are running a Secu-
rity Information/Incident and Event
Management (SIEM) system along
with event forwarding and central
logging on an external system.

For the next few days, you then need
to monitor the behavior of the event
log and adjust it to your own retention
needs on the basis of the last entries
by date and time. A total logging pe-
riod of seven to 14 days is useful. The

' Local Group Policy Editor

File Action View Help
o '__.f_ 4 = ﬁ

Local Computer Policy
~ i Computer Configuration
Software Settings
v Windows Settings
Name Resoclution Policy

v __:, Security Settings
4 Account Policies
4 Local Policies

Public Key Policies

alli Policy-based QoS
Administrative Templates
~ % User Configuration
Software Settings
Windows Settings
Administrative Templates

Scripts (Startup/Shutdown)

Windows Defender Firewall with Advanced Security
Network List Manager Policies

Software Restriction Policies
Application Control Policies
5 IP Security Policies on Local Computer
v Advanced Audit Policy Configuration
&y System Audit Policies - Local Griin Palins Ohiact

Getting
Advanc

success
onganiza

A summz

Categon

Import Settings e
ntl
Export Settings

View

Help Ac

erShell script: Figure 2: Importing the desired monitoring policies in CSV format.
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policy setting supports a maximum
logfile size of up to 2TB. The size of
the logs can of course also be specified
with group policy: In Computer Con-
figuration | Administrative Templates |
Windows Components | Event Log
Service | Security you can set the value
for Specify the maximum log file size
(KB) to suit your needs.

At this point, you should note that
each DC in the organization will
keep its own log, documenting
changes that have taken place. This

arrangement can often complicate the
process of acquiring events because
each DC needs to be checked. In the
long run, you will probably not be
able to avoid a central solution if your
AD comprises more than two to four
DCs. It is simply too time-consuming
to check the individual systems.

Interesting Safety Events

To stay focused on the discovery
of ransomware, look for the first

Table 1: Interesting Events

Permissions on an object were changed

An attempt was made to change an account’s password
An attempt was made to reset an account’s password

A member was added to a security-enabled global group
A security-enabled global group was changed

The password hash on account was accessed

The Password Policy Checking API was called

Auditing settings on object were changed

An Active Directory replica source naming context was

A change has been made to Windows Firewall exception list; a
A change has been made to Windows Firewall exception list; a

Windows Firewall settings were restored to the default values
A Windows Firewall setting has changed
Windows Firewall Group Policy settings have changed; the new

The Windows Firewall Service failed to start

1102 Medium to High  The audit log was cleared
4670 Low
4698 Low A scheduled task was created
4700 Low A scheduled task was enabled
4704 Low A user right was assigned
4713 Medium Kerberos policy was changed
4719 High System audit policy was changed
4720 Low A user account was created
4723 Low
4724 Medium
4726 Low A user account was deleted
4728 Low
4737 Medium
4739 Medium Domain Policy was changed
4767 Low A user account was unlocked
4782 Low
4793 Low
4907 Medium
4928 Low

established
4946 Low

rule was added
49471 Low

rule was modified
4949 Low
4950 Low
4954 Low

settings have been applied
5030 Medium
24580 Low
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Decryption of volume started

important or noticeable events.
Table 1 gives you a small excerpt,
and an article online [3] has more
information. Microsoft’s link uses
a criticality rating from Low to Me-
dium to High, in addition to listing
the event ID.

As a general rule, the most impor-
tant events are changes to a user
account, such as password resets.
Security group changes, tasks cre-
ated, and group policy changes are
also suspicious. Ransomware looks
to distribute and spread throughout
the enterprise (i.e., lateral move-
ment). Changes to group policies
need to be monitored, especially in
the Windows Firewall, which often
prevents the spread.

Conclusions

Risk detected; risk averted. This com-
mon guiding principle also needs to
be applied to managing Active Direc-
tory. Changes in AD can be monitored
and documented with built-in tools.
Although a well-configured monitor-
ing policy cannot completely prevent
attacks, if they are detected early,
they can at least be contained. The
built-in tools in Windows are all you
need to acquire comprehensive infor-
mation on what is happening on your
network.

Info

[11 Microsoft Security Compliance Toolkit
1.0: [https://www.microsoft.com/en-us/
download/details.aspx?id=55319]

[2] Monitoring Active Directory:
[https://learn.microsoft.com/en-us]
windows-server/identity/ad-ds/plan/
kecurity-best-practices/monitoring-active]
directory-for-signs-of-compromis]

[3] Events to be monitored:
[https://learn.microsoft.com/en-us]
windows-server/identity/ad-ds/plan/
Bppendix-I--events-to-monitor]

IWWW.ADMIN-MAGAZINE.COM



https://www.microsoft.com/en-us/download/details.aspx?id=55319
https://www.microsoft.com/en-us/download/details.aspx?id=55319
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-active-directory-for-signs-of-compromise
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-active-directory-for-signs-of-compromise
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-active-directory-for-signs-of-compromise
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-active-directory-for-signs-of-compromise
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
http://WWW.ADMIN-MAGAZINE.COM

Linux Magazine Subscription

Print and digital options
12 issues per year

& Garden Irrigation T
% with a Raspberry Pil [T Vel

D SUBSCRIBE
shop.linuxnewmedia.com/subs

Stay-safe and|m1a|rn fze conv emencn "NE AR
with the, per\'ecl backup tool

Efish with a Raspberry Pi | = LJ‘}— Ao

Expand your Linux skills:

* In-depth articles on trending topics,
‘ including Bitcoin, ransomware, cloud
' computing, and more!

: 'Poisoning ,
e Lo Jng»a«@ backdoors » How-tos and tutorials on useful tools
L | : that will save you time and protect
- your data

) e —". Wl » Troubleshooting and optimization tips

EFediverse |- e | gand.op P

odu medaie. g " e Insightful news on crucial developments

+diaspora® \ N 107558 in the world of open source

. Pec')lTube ‘ A

P * Cool projects for Raspberry Pi, Arduino,
- 4 A and other maker-board systems

moction -H'* Cot Go farther and do more with Linux,

G-t subscribe today and never miss
- @O ' another issue!

Follow us

@linux_pro @ Linux Magazine
o @linuxpromagazine @ @linuxmagazine

= Pixelfed

Need more Linux?
Subscribe free to Linux Update

Our free Linux Update newsletter delivers

insightful articles and tech tips to your
inbox every week.

bit.ly/Linux-Update



MANAGEMENT

NetworkManager Changes

What's New in NetworkManager

The Right Settings

The current version of NetworkManager introduces some changes to this de facto standard for configuring the
network stack on Linux. We look at the configuration changes you need to make to keep the network running

smoothly. By Thorsten Scherf

The vast majority of Linux distri-
butions use NetworkManager

as the standard tool for configuring
the network stack. Even though the
systemd-networkd daemon has
been a popular alternative for some

Listing 1: WLAN Profile

ESSID=GrandHotel Guest
MODE=Managed
MAC_ADDRESS_RANDOMIZATION=default
TYPE=Wireless

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes

IPVé6_RUTOCONF=yes
IPVé6_DEFROUTE=yes
IPVé6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=GrandHotel_Guest
UUID=4b8753b1-8994-4ca8-b068-23d5e0f 79ebf
DEVICE=u1p8s20f3

ONBOOT=yes

USERS=shearf
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time, many administrators still ap-
preciate the flexibility that Network-
Manager offers. The tool is especially
convenient when you use a laptop
and switch between different wireless
local-area networks (WLANS). Be-
sides a graphical tool that includes an
applet for the desktop, you also can
configure the service from the shell.
This feature also lets you automate
the entire network environment setup
in the server environment.

ifcfg Files

NetworkManager has always been
configured with interface configura-
tion (ifcfg) files. The files contain
simple instructions for configuring a
network device or more complex pro-
files for specific network connections.
For most Linux distributions, these
files are located in the /etc/syscon-
fig/network-scripts/ or /etc/network/
interfaces directory. Ultimately, the
plugin you use decides which files

NetworkManager accesses — but more
about that later. If you are unsure,
you can discover the path to the con-
figuration files with the command:

nmcli -f TYPE,FILENAME,NAME conn

TYPE wifi

FILENRME /etc/sysconfig/netuork-scripts/2
ifcfg-GrandHotel Guest

NAME GrandHotel Guest

A trivial example that configures an
Ethernet card named enp0s31f6 as a
DHCP client would be:

TYPE=Ethernet
DEVICE=enp@s31f6
BOOTPROTO=dhcp

Listing 1 shows a complete profile for
a WLAN connection set up for a net-
work interface card named wip0s20f3.
The individual configuration options
can be found in the /usr/share/doc/
init-scripts/sysconfig. txt file or the
nm-settings-ifcfg-rh help file.

IWWW.ADMIN-MAGAZINE.COM
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NetworkManager Plugins

NetworkManager supports differ-
ent formats for configuring network
cards and connection profiles.
Whereas the ifcfg files only contain
simple key-value pairs, the keyfile
plugin lets you use files in INI for-
mat, too. These files also contain
key-value pairs, but the pairs are
assigned to specific sections. For an
overview of the available sections
and the statements allowed, see the
nm-settings and nm-settings-keyfile
man pages.

You can easily determine which
plugins are used in the current con-
figuration of the software with the
command:

NetworkManager --print-config
[main]
plugins=keyfile,ifcfg-rh
[...]

In this example, NetworkManager
uses both ifcfg-rh and the keyfile
plugins. The global keyfiles are lo-
cated in the /etc/NetworkManager/
system-connections/ directory, but the
storage location can differ. The nmc1i
command again gives you an over-
view of the configuration files and
where they are located (Listing 2).

Legacy ifcfg-rh Plugin

Up to now, it’s always been the case
to use multiple plugins in parallel.
More specifically, this means that a
configuration in both ifcfg and key-
file format is generated for a single
connection profile. However, in the
case of a manual change to only one
of the two files, the keyfile format is
preferred.

Since version 1.38, NetworkMan-
ager no longer uses the ifcfg-rh
plugin by default, which means that
configurations that only exist in the
/etc/sysconfig/network-scripts/ di-
rectory cannot be read or modified
with the native NetworkManager
tools such as nmcli, gnome-con-
trol-center, or the applet, which
applies to the software that accesses
the NetworkManager API, as well. If

(Www ADMIN-MAGAZINF COM
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nmcli -f TYPE,FILENAME,NAME conn

MANAGEMENT

Listing 2: Configurations

TYPE FILENAME NAME

vpn /etc/NetworkManager/system-connections/HOME-VPN. ovpn HOME-VPN
wifi /etc/NetworkManager/system-connections/HOME-0ffice.nmconnection HOME-Office
ethernet /run/NetworkManager/system-connections/enp8s31fé6.nmconnection enp@s31fé

you upgrade to Fedora 36 and have
some configuration files in the old
ifcfg format, they will be kept when
you upgrade, but they will not be
reused.

What does that mean in concrete
terms? If you have configuration files
that only exist in the /etc/sysconfig/
network-scripts/ directory but not in
/etc/NetworkManager/ system-connec-
tions/, you either need to re-enable
the ifcfg-rh plugin manually or con-
vert the ifcfg files to keyfile format.
Because the use of the keyfile format
is far more elegant, you will want

it to take priority and will need to
migrate older files that only exist in
ifcfg format. You easily can do this
for all files with the command:

nmcli connection migrate

If you only want to migrate a specific
file, simply append the name or UUID
of the profile, for example,

nmcli conn migrate GrandHotel Guest

Connection 'GrandHotel Guest' 2
(4b@753b1-8994-4ca8-bB68-23d5e8f79ebf) 2
successfully migrated.

nmcli -f TYPE,FILENAME,NAME conn | 2
grep GrandHotel Guest

wifi /etc/NetworkManager/2
system-connections/GrandHotel_Guest.?2
nmconnection GrandHotel Guest

to the command.

Switching Between Plugin
Formats

As long as NetworkManager basically
still supports the ifcfg format, you can
of course convert the configurations
back to the ifcfg format, should the
need arise:

nmcli conn migrate 2
--plugin ifcfg-rh GrandHotel Guest

nmcli -f TYPE,FILENAME,NAME conn | 2
grep GrandHotel Guest

wifi /etc/sysconfig/netuwork-scripts/2
ifcfg-GrandHotel Guest GrandHotel Guest

If you want to customize the config-
uration files with nmc1i, it is worth
taking a look at the nmcli-examples
man page, where you will see many
practical examples of how to adapt
the individual sections and the in-
structions they contain to your own
needs.

Conclusions

The current versions of Network-
Manager rely by default only on

the keyfile format for configuring
network interface cards and connec-
tion profiles. For administrators who
still use the old ifcfg format on their
systems, it is a good idea to convert
the configuration files to keyfile for-
mat. However, if this is not desired
for some reason, you can still carry
on using ifcfg. If you do so, you
will need to add the ifcfg-rh plugin
manually to your NetworkManager
configuration.

Info

[1]1 NetworkManager:
[bttps://gitlab.freedesktop.org/
NetworkManager/NetworkManagei]

[2] systemd-networkd:
[pttps://www.freedesktop.org/software/
bystemd/man/systemd.network.htm]
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Best practices when working with Docker images

- Shipshape

Whether you are develop’ing contain-erized épﬂplicatiggs or running then)', .
observingsbest-practices helps-to obtain optimalresults. sy Artur skura

Containers have become the most
convenient method of deploying com-
plex applications. This convenience is
shared both by developers, who can
comfortably work in the same environ-
ment as the final deployment, and by
the staff responsible for installing, up-
dating, monitoring, and troubleshoot-
ing the application, whether they are
traditional sys admins or DevOps.
Although several container solutions
are present on the market, with vary-
ing levels of features, maturity, and
flexibility, Docker is by far the most
popular. In this article, I offer a cou-
ple of useful tips to make your work
with Docker images and containers
more efficient.

Be Careful with the
“latest" Tag

Despite its name, latest doesn’t mean
the image tagged as such is actually
its most recent version - it’s just the
default value assigned to images that
don’t have a tag assigned. There-
fore, if you create an image without
tagging it, it will be tagged latest

- unless you specify another tag.
Therefore, if you create new images
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with other tags, latest will not be the
most recent.

Moreover, because latest is just a
shortcut for the default value, it can
be easily overwritten by other team
members; that is, if you don’t tag
your images, each new image pushed
to the registry will have the latest tag
automatically applied, which might
create confusion.

If you don’t explicitly specify an
image tag, Kubernetes implicitly as-
sumes it’s latest, but because tags are
mutable and latest is easily overwrit-
ten, it’s hard to say what image is
really deployed. What is more, if you
set imagePullPolicy to Always and one
of your pods dies, Kubernetes will
pull the latest image, possibly result-
ing in a different image than in the
other pods. That itself is bad enough
and might become worse if your lat-
est image is broken.

What to use instead? Fragments of Git
hashes work perfectly and are a good
fit for automated continuous integra-
tion and continuous deployment (CI/
CD) pipelines. For humans, semantic
versioning (MAJOR.MINOR.PATCH)
might work better. You can even use
both, pushing the image with multiple

tags. In any case it’s crucial that you
treat image tags as immutable and
permanently assigned to a given build.
When a build changes, change the tag.
The point is, to deploy a new version
or roll back to the previous one, you
need to have two distinct versions that
you can reliably identify as such - and
the latest tag is a bad fit for that.

That said, if you are a solo developer
and are using images locally, latest
can be a useful shortcut and you can
work with it without ever encounter-
ing a problem.

One Service per Container

Many typical applications comprise
more than one service. You often
have a front end with JavaScript, a
back end with a framework like the
Django REST framework (DRF) or
something similar communicating
with the front end, and some kind of
persistent data store, whether SQL or
NoSQL. It would be tempting to pack
it up together in one container - but
that’s exactly what you shouldn’t do.
One of the many benefits of decou-
pling the above components is that
it’s easier to work with the app as a
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team. Moreover, when you deploy the
application, each container can be
monitored and controlled separately
so that when it crashes, it can be re-
started automatically. Also, updates
are easier. Therefore you should al-
ways separate services.

Keep It Small

As a general rule, your images should
be as small as possible for several rea-
sons: You save space, reduce transfer
times, and (most importantly) reduce
the startup time of the container dur-
ing deployments - at the same time
reducing the number of vulnerabili-
ties (discussed later).

You also need to remember that sev-
eral commands, such as FROM, COPY,
and RUN create additional layers. You
can reduce the number of layers by
chaining several separate commands
into one long multiline command
connected with &&. Although you
can get several useful pieces of in-
formation on an image with docker
inspect, docker history is a handy
alternative when it comes to layer
sizes (Figure 1). It also conveniently
displays the commands used to cre-
ate each layer.

What if you need an extensive envi-
ronment to build an image? In many
cases the so-called multistage builds
can help. To understand their useful-
ness, have a look at Listing 1, which
contains a simple C command-line
interface (CLI) application; when you
compile it with GCC (Listing 2), the

Figure 1: Sample output of docker history.

[WWW._ADMIN-MAGAZINE.COM

Docker Best Practices NUTS AND BOLTS .

resulting size will be less than 30KB.
Now see what happens if you build a
Docker container with the same pro-
gram by creating a file named Docker-
file with the content of Listing 2 and
placing it in the same directory as the
C source. Once you’ve built it with

docker build -t chello:vl
you will notice (e.g., by issuing the

docker images | grep chello 2
| auk ‘{print $7}'

command) the size of the image is
more than 1GB!

Fortunately, the problem is easy to

fix because you don’t need the whole
GCC environment in the running con-
tainer. It is only needed for the build,
so you can easily discard most of it -
thus, the purpose of multistage builds:
In the first stage you prepare your
build environment, proceed with the
build process, and then use the result-
ing artifacts in the next stages.

In Listing 3, you will notice two FROM
directives, the first named stage_one.
It then proceeds with the same

COPY and RUN commands as before.
However, the second (and in this
case, final) FROM command marks

the beginning of another stage. This
time, instead of the large GCC im-
age, it starts with Debian. The COPY
instruction uses the special option
--from=stage_one, meaning the arti-
fact should be copied from the stage
named stage_one. Because it copies

only one file, the resulting image is
an order of magnitude smaller - it
is 124MB.

This is still a lot, though. You can
make it smaller if you use the light-
weight Alpine alternative instead of
Debian, with one caveat: Instead of
the GNU C library (glibc), Alpine uses
a lightweight musl library, so if you
just put alpine in place of debian in
Listing 3, you will get an ambigu-
ous file not found error. In this case,
you can solve it by building your
program as a static application, pass-
ing the -static option to GCC. If you
are adventurous, you can even use
the scratch virtual image, but it’s
not recommended for practical pur-
poses (no shell or other features for
diagnostics).

. Listing 1: A Simple C Program

#include <stdio.h>
int main () {
printf("Hello, world!\n");

3
] isting 2 Docertiepuig
FROM gcc
COPY hello.c .
RUN gcc -o hello hello.c
CMD ["./hello"]

. Listing 3: Multistage Build

FROM gcc RS stage_one

COPY hello.c .

RUN gcc -o hello hello.c

FROM debian

COPY --from=stage_one hello .
CMD ["./hello"]
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Security Scans Are
Important

Your code has been scanned for secu-
rity vulnerabilities, so you are confi-
dent your container is secure, right?
Wrong! Scanning your code is not
enough: You need to scan your image,
too. Many services and applications
help you with that, such as Docker
Bench for Security [1] or Trivy [2]
(see the article on Trivy in this issue).
If you use Docker Desktop, the easi-
est option is to use the docker scan
command (Figure 2). (You need to be
logged in to Docker Hub.) Also, many
external services such as the Amazon
Elastic Container Registry (ECR) of-
fer vulnerability scanning. You need
to make it a part of your automated
testing.

Image vulnerability scans are so easy
to set up it’s hard to present any ex-
cuse for not using them. Just to give
an example, configure a sample scan-
ning setup with Anchore, an open
source project comprising two parts.
The first component is the Anchore
engine responsible, among other
things, for performing the scan. The
other component is the Anchore CLI

Figure 2: Sample output of docker scan.
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or the command used to interact with
the Anchore engine.

Install the Anchore engine with the
commands:

curl -0 https://engine.anchore.io/docs/2
quickstart/docker-compose.yanl
docker-compose up -d

The first line downloads a Docker
Compose manifest, and the second
line starts the engine with Docker
Compose. Depending on your install,
instead of docker-compose, you might
need to use docker compose. If you
don’t have the Compose plugin in-
stalled, you need to install the docker-
compose-plugin package.

Next, install the Anchore CLI, which
is a Python package that can be in-
stalled easily with PIP:

pip install anchorecli

Further interaction with the Anchore
engine happens via Docker. For
example, to add an image, use the
command:

docker compose exec api anchore-cli 2
image add docker.io/library/alpine:latest

Scanning the added image is as
simple as:

docker compose exec api anchore-cli image 2
vuln docker.io/library/alpine:latest al

Listing 4 shows the results.

Docker Cache

Because Docker places layers one
on top of another, if one of the lay-
ers changes, all those on top of it
change, too, so it makes sense to
place the ones you plan to change
frequently further down your Dock-
erfile. In this way Docker will cache
the layers that don’t need to be
rebuilt, resulting in shorter build
times. You can also use Docker’s
modern build engine BuildKit, which
further improves build time with en-
hanced concurrency and better use
of caching.

Decouple Apps from Their
Configuration
No matter how you plan to run your

images, it’s important to separate the
app from its configuration. How the
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configuration itself will be managed
depends on the way you deploy your
app. For example, if you decide to
use Kubernetes, you will probably
use ConfigMaps for the configuration
and Secrets combined with external
encryption services for sensitive
data such as passwords and other
credentials.

In this way, you use the same im-
age in all phases, from testing to

Docker Best Practices NUTS AND BOLTS

update the config while your app systems like virtual machines you

is running: When you have a new are safe: Hackers are increasingly

configuration, you need to spin up a attacking container infrastructure,

new container. including Kubernetes. Making sure
your images don’t contain any mali-

Conclusions cious code or grave vulnerabilities
is an important part of keeping your

I have presented just a few of the setup secure. [

best practices you might want to
consider when working with Docker
images and containers. If they seem Info

production. As a bonus, you don’t too complicated, at least stick to [11 Docker Bench for Security: [https://www]

need to rebuild the image when your  vulnerability scans - these are man- Lisecurity.org/benchmark/docker]

configuration changes. However, a datory in all scenarios. Don’t think [2] Trivy:

good practice requires that you don’t  that because you are not using full [pttps://github.com/aquasecurity/trivy]
Listing 4: Results of Image Scan

Vulnerability ID  Package Severity
CVE-2022-28391 busybox-1.35.8-r29 High
CVE-2022-28391 busybox-binsh-1.35.8-r29  High
CVE-2022-28391 ssl_client-1.35.0-r29 High

$ docker compose exec api anchore-cli image vuln docker.io/library/alpine:latest all

Fix CVE Refs Vulnerability URL Type Feed Group  Package Path
1.35.8-r7  CVE-2022-28391 http://cve.mitre.org/cgi-bin/cvename.cqi?nane=CVE-2022-28391  APKG ~ alpine:3.17  pkqdb
1.35.8-r7  CVE-2022-28391  http://cve.nitre.org/cgi-bin/cvename.cgi?nane=CVE-2622-28391  APKG  alpine:3.17  pkgdb
1.35.8-r7  CVE-2022-28391  http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-2022-28391  APKG ~ alpine:3.17  pkqdb
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. Listing 1: Pre-Authentication

y

MIT Kerberos Library

Pr-ﬂ@ticatibn for KerbEfbs services

The Kerberos protocol makes the process of logging in to a service completely transparent to the user. The
MIT Kerberos library lets you implement different security requirements for individual services. sy Thorsten Scherf

When a user is validated by the
Kerberos authentication protocol
through a key distribution center
(KDC), the user is given a ticket
granting ticket (TGT) at the end of
the process that then enables trans-
parent login to more Kerberos ser-
vices. Before this can happen, how-
ever, the user must initially prove
their identity to the KDC. This pro-
cess is also known as pre-authentica-
tion and provides protection against
attackers who send an arbitrary re-
quest to the server and then go on to
use a dictionary or brute-force attack
to try to guess the user password.
This attack would be possible with-
out pre-authentication because, in
such a case, the KDC would simply
send data to the client encoded with
a key derived from the user pass-
word. Attackers would then have
plenty of time to carry out an offline
attack, ultimately to extract the user
password.

Password First

To prevent such an attack, all cur-
rent Kerberos implementations
require pre-authentication. When

a client initiates a login to a KDC,
the connection is first interrupted,
and the server asks the client to
authenticate. In the simplest case,
the user simply has to enter their
password; then, a key (long-term
key) is derived from the password
used to encode a timestamp. The
timestamp is then transmitted to the
KDC to authenticate the user. If this
works, the user is also given a TGT.
This method is described in the ini-
tial Kerberos RFC [1], as well, which
means that it is supported by all Ker-
beros implementations (Listing 1).
However, this approach has the dis-
advantage that attackers might still be
able to obtain data encoded with a user
key. A dictionary or brute force attack
would still be possible in this case.

### A trace from kinit shous the selected pre-authentication method.
# KRBS_TRACE=/dev/stdout kinit tscherf

[20981] 1655644410.292205:
[20981] 1655644410.292208:
[20981] 1655644410.292209:

ey

[20981] 1655644412.754459:

Received error from KDC: -1765328359/Additional pre-authentication required
Preauthenticating using KDC method data
Processing preauth types: PA-FX-FAST (136), PA-ETYPE-INF02 (19), PA-ENC-TIMESTAMP (2), PA-FX-COOKIE (133)

Preauth module encrypted timestamp (2) (real) returned: 8/Success

Protection Against
Password Attacks

Fortunately, other pre-authentication
methods exist. For example, RFC 4556
defines the PKINIT (public key cryp-
tography for initial authentication) [2]
procedure, which relies on a public
and a private key. The public key is
part of an X.509 certificate signed by
a certificate authority (Listing 2). In
this example, the private key is stored
in a PEM file along with the certificate,
but it can also be on a smart card if
required.

Anonymous PKINIT and FAST

Interestingly, the KDC can issue a TGT
for a user, but the ticket is not tied to
the identity of the user. This setup is
useful when you want to set up an en-
crypted tunnel between the client and
the KDC. Users can then communicate
securely with the KDC through this

90
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Listing 2: PKINIT Process

##4 Using PKINIT, the user proves their identity with the help of a certificate....

# KRB5_TRACE=/dev/stdout kinit -X X589_user_identity='FILE:/home/tscherf/ tscherf.pem' tscherf

[187563] 1655649304.486966: Received error from KDC: -1765328359/Additional pre-authentication required

[187563] 1655649304.486969: Preauthenticating using KDC method data

[1075083] 1655649304.486970: Processing preauth types: PA-PK-AS-REQ (16),
PA_AS_FRESHNESS (150), PA-FX-COOKIE (133)

[...]

[187563] 1655649304.486973: Preauth module pkinit (147) (info) returned: 8/Success

PA-FX-FAST (136), PA-ETYPE-INFO2 (19), PA-PKINIT-KX (147), PR-ENC-TIMESTAMP (2),

. Listing 3: FAST Tunnel

| 61 ### You can create a secure tunnel using FAST.
62 # ARMOR_CCACHE=$(klist|grep cache:|cut -d' ' -f3-)
083 # KRB5_TRACE=/dev/stdout kinit -T $ARMOR_CCACHE tscherf
B4 Password for tscherf@EXAMPLE.COM
05 [108350] 1655651317.859136: FAST armor ccache: KCM:@:45797

service ticket.
Therefore, you
can meet the
security re-
quirements of
various systems

tunnel without potential attackers hav-
ing access to the transmitted data.

The encrypted tunnel is particularly
helpful for multifactor authentication
(MFA), where another factor, such as
a one-time password (OTP), is trans-

mitted in plain text in addition to the
user password. RFC 6113 [3] defines
the flexible authentication secure
tunneling (FAST) pre-authentication
method for this approach.

For practical use, you first need to call
kinit with the -n option to give you
an anonymous TGT:

kinit -n

klist

Ticket cache: KCM:9

Default principal: WELLKNOWN/ANONYMOUS@2
HELLKNOWN: ANONYMOUS

[...]

You can now use this ticket to open a
secure tunnel between the client and
the KDC (Listing 3). After the tunnel
has been set up, the user authentica-
tion can take place by way of an arbi-
trary pre-authentication method.

SPAKE and Diffie-Hellmann

Simple password-based encrypted key
exchange (SPAKE) [4]1[5] is a fairly
recent pre-authentication method sup-
ported by MIT Kerberos version 1.17
or newer. It is based on an asymmetric
Diffie-Hellmann key exchange [6], but
unlike PKINIT, no additional infra-
structure in the form of a public key
infrastructure (PKI) is required.

Since MIT Kerberos version 1.14, the
library has also supported “authentica-
tion indicators.” You can use these to
define requirements for the strength of
the initial user login, if needed, before
the user is ultimately given a Kerberos

WWW.ADMIN-MAGAZINE.COM

by requiring

07 [...]
more or less

06 [108350] 1655651317.859139: Using FAST due to armor ccache negotiation result

strong authen-

tication as a function of the system.
In the /var/kerberos/krbSkdc/kdc.conf
KDC configuration file you simply de-
fine different labels for the pre-authenti-
cation methods:

pkinit_indicator = pkinit
spake_preauth_indicator = spake
encrypted_challenge_indicator = fast

You then apply these labels to the dif-
ferent service principals. For example,
if you want to issue a Kerberos ser-
vice ticket for an SSH bastion host on
the condition that the user uses the
PKINIT pre-authentication method
during the initial login, you can set
the label for the principal as follows:

kadmin 2
setstr[host/ssh-bastion.example.com 2

require_auth pkinit

If you now only use a password for
the initial login and then try to get a
service ticket for the host with kvno,
the attempt will fail:

kinit tscherf

Passuord for
kvno [host/ssh-bastion.exampTe.con|

kvno: KDC policy rejects request uhile 2
getting credentials for 2
[host/ssh-bastion. example. com@EXAMPLE. COM)

However, if you use PKINIT for the
initial login,

kinit -X X589_user_identity=2
'FILE:/tmp/tscherf.pem’ tscherf

kvno host/ssh-bastion.example.conm

host/ssh-bastion.exanple.com@EXAMPLE.COM: 2
kvno = 1

you are given the desired service
ticket for the SSH host.

Conclusions

Thanks to authentication indicators,
Kerberos now offers granular control
of the pre-authentication method a
user needs to use to gain access to a
particular Kerberos service. Depend-
ing on how security-critical a service
is, it can make sense, for example,
only to grant access if FAST or SPAKE
were used for the initial login. [ ]

Info

[1] Kerberos RFC: [https://datatracker.ietf]
bro/doc/htmi/rfc41201

[2]1 PKINIT: [pttps://web.mit.edu/kerberos/
krb5-latest/doc/admin/pkinit.htmi]

[31 FAST RFC: [pttps://datatracker.ietf.orq/
Hoc/htmi/rfc6113.htmi]

[4] SPAKE RFC draft:
[pttps://datatracker.ietf.org/doc/html]
Hraft-ietf-kitten-krb-spake-preauth]

[51 SPAKE preauth:
[pttps://web.mit.edu/kerberos/
krb5-latest/doc/admin/spake.htmi]

[6] Diffie-Hellmann: [https://en.wikipedia.ora/
Wwiki/Diffie-Hellman key exchange]
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Passkeys eliminate the need for password-based authentication

Password Overb

Authenticate with Passkeys

N

Passwords are becoming a thing of the past. We look into the basic weaknesses of passwords, explain

what passkeys are all about, and assess their practicality. sy Mark zimmermann

Passwords typically suffer from one
or more of the following problems:
They are not complex enough, they are
difficult to remember, or they are saved
in a far too insecure way. Although
admins are supposed to use a separate,
strong password for each IT system,
many don’t, and they write down their
credentials somewhere they can be
easily found; the classic worst case is a
sticky note on the monitor. Passwords
pose a challenge, not only for the user,
but also for admins. For example, you
can never be sure whether the pass-
word used was entered by the legiti-
mate user or by someone else (e.g., a
cybercriminal or bot).

Microsoft, Google, and Apple are now
tackling the problem. Google and
Apple unveiled the passkey method
at their developer conferences to en-
able passwordless logins with cryp-
tographic keys, making the classic
password obsolete.

The Eternal Cat-and-Mouse
Game

IT security is not a purely technical
challenge but, instead, a human one.
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However, people should not to be
considered the problem or the weak-
est link. Instead, as it turns out, they
are simply the preferred attack vector
today. Problems such as phishing,
wherein crooks lure the user to a
fake website to grab credentials, can
always lead to nasty surprises.

IT has therefore continuously invented
new and different strategies to reduce
the likelihood of users falling victim

to an attacker. For example, two-
factor authentication (2FA) is a widely
implemented approach. It involves a
combination of various factors such

as knowledge (e.g., password, PIN)
and possession (e.g., a transaction au-
thentication number (TAN) generator,
an authenticator app) supported by
biometrics (e.g., fingerprint). However,
even these strategies do not ensure
complete security. Attackers have
learned how to outsmart both users
and IT systems. This cat-and-mouse
game goes on wherever you look.

How Passkeys Work

The passkey process is based
on the Web Authentication API

(WebAuthn), a core component of
the FIDO (fast identity online) Alli-
ance’s FIDO2 specifications, and is
intended to improve the user experi-
ence. It is also committed to making
security issues such as weak creden-
tials, lost credentials, and phishing
impossible. A passkey is based on
public and private keys. When a
user registers on a website or with
an app, the operating system creates
a unique cryptographic key pair in
the background for the app user ac-
count or website.

The end user’s device itself gener-
ates these keys and transmits the
first key, which is the public key,

to the remote IT system. As with
any private-public key method, this
public key is not a secret. It doesn’t
matter if it is intercepted or stolen
from the IT system by some crimi-
nal; however, the second key gener-
ated is private and is appended to
the password manager on Android
or the iCloud Keychain on iOS. An
external system never learns what
the private key is.

The device protects access to this key
with the maximum available security.
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If biometric sensors are present on

the device, they can be used to gain

access. If this is not the case, the de-
vice password is required.

Thanks to passkeys, users no longer

need to enter a password to log in

to apps and websites. Once gener-
ated, any login to an IT system from
now on will proceed as follows

(Figure 1):

1. The server sends a one-time chal-
lenge to the device. This is a buf-
fer of cryptographically random
bytes generated by the server
to prevent replay attacks. Even
though WebAuthn offers various
challenge-response algorithms,
the Apple platform uses the
AES256 standard because of the
longer key length.

2. Only the private key on the user’s
own terminal device is capable of
generating a valid response for the
challenge (i.e., for the user’s login).
The device generates the response -
a signature - internally and sends
it back to the server.

3. The server then validates the re-
sponse with the public key it al-
ready has.

4. Once the response provided by the
device is validated, the user is con-
sidered to be logged in.

Although this sounds complicated, it

all takes place under the hood. The

user only has to navigate through
simple login screens.

Advantages and
Disadvantages of Passkeys

Passwordless authentication makes it
impossible to sniff login data and reli-
ably prevents data theft. In a corporate
environment, you will want to support
this standard to the maximum. You
will certainly encounter attempts to at-
tack individual devices to gain access
to IT system accounts, but these are
always targeted, sophisticated attacks
with different approaches. Stealing
passwords is far easier and more scal-
able than stealing devices and exploit-
ing their digital content.

Integration on the vendor side is
very easy and possible without

any massive overhead for existing
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software architectures. However, the
passkey method also has potential
disadvantages that users need to be
aware of. As mentioned, the passkey
is generated on the device that is
used for the login. For Apple, pass-
keys are automatically synchronized
with all of the user’s other Apple de-
vices running under the same Apple
ID. However, because passkeys are
based on the FIDO standard, which
is also implemented on Android and
Windows, there is a way to log in on
a device that is not part of the Apple
ecosystem.

The third-party device generates a
QR code when logging in. The autho-
rized device (i.e., one with a passkey)
needs to scan this, which grants ac-
cess on the third-party device. Strictly
speaking, however, scanning is not
the whole truth, because the system
uses Bluetooth LE, among other
things, to check whether the authoriz-
ing device is nearby. This technique
makes phishing attacks with the use
of third-party systems far more dif-
ficult. Sending a QR code by email
for a potential victim to scan will no
longer work.

Sending passkeys to friendly Apple
devices can also be done with Air-
Drop, allowing other computers to
be permanently authorized for the
account in question. However, these
computers can now also legitimize
other third-party devices. Because
passkeys, in contrast to passwords,

NUTS AND BOLTS

reassigned after a certain period of
time, this almost unlimited transfer
of the authorization function should
be seen as a disadvantage from a se-
curity perspective.

Although a passkey can easily be
used within an ecosystem (e.g., a
password manager on Android or
the iCloud Keychain on i0S), another
critical consideration crops up. Pass-
key users depend on the functionality
of their Google or Apple accounts.
For example, if an Apple account is
blocked, access to online resources is
generally lost. Therefore, you should
store a recovery contact in case your
devices or computers become com-
pletely unusable.

Conclusions

By implementing the passkey
process, Apple and other major
manufacturers are taking a major
step toward replacing passwords.
Presumably passkeys will become
established in many areas. The con-
venience of being able to synchro-
nize passkeys between your devices
makes access easier. In theory, at
least, this means that users can ac-
cess arbitrary data at any time, from
any location, with any device. At
the same time, however, sharing
passkeys with third parties is still
one of the challenges that vendors
need to address. Finally, the depen-
dence on a platform ecosystem is a

do not expire and must therefore be difficult concept to sell. [
[ O]
@]
-
User IT system
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Figure 1: Passkey is based on a challenge-response procedure which, in turn, is based on

the principle of private and public keys.

ADMIN 74

93


http://WWW.ADMIN-MAGAZINE.COM

NUTS AND BOLTS

94

An omnipresent characteristic

of current single-board comput-

ers (SBCs) is the use of SD cards to
provide mass storage functionality,
either for system boot or data storage
purposes. Unfortunately, SD cards are
not particularly reliable devices, and
their intended purpose is storing pic-
tures as they are captured by a digital
camera - perhaps the most sequential
storage access task that could possi-
bly be imagined. Booting an operating
system (OS) exhibits a much more
randomized access pattern, as I have
previously discussed in the case of
marginally better USB storage “sticks”
[11, presenting the device with chal-
lenges to the processing of allocations
and deletions at sustained rates.

That article examined the performance
difference between USB storage with
high-end brand names and more
generic devices and compared the
resulting write performance. Today, I
am examining the limits of SD perfor-
mance in a specific SBC instead: the
all-in-one Raspberry Pi 400. (Figure 1).
The Raspberry Pi 400 [2] is a custom
board redesign (for cooling reasons) of
the Raspberry Pi 4 in the once popular
“computer in a keyboard” form fac-
tor of days past. Board layout aside, it
can be thought of as a Raspberry Pi 4
SBC with 4GB of RAM, WiFi access,
and some additional layout changes to
expose the GPIO connector at the back
of the keyboard.

Definitions and Standards

The inscriptions on SD cards include
details on storage capacity, format,
bus interface, and more [3]. For our
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purpose here, I am particularly in-
terested in the speed class. The most
basic speed class is a number in an
uppercase letter C, most commonly
10, indicating that the card is rated
for a minimum read and write speed
of 10MBps. Older devices may have
numbers as low as 2 in this class no-
tation, denoting a guaranteed perfor-
mance of 2MBps (Figure 2).

A newer speed specification is the ul-
trahigh speed (UHS) class. The speed
class is now enclosed in a U symbol,
with UHS 1 (U1) corresponding to
the older class C10 performance of
10MBps. A higher U3 classification is
now commonly available, promising
the user a minimum performance

of 30MBps. The newest notation
format is a video class specifica-
tion, denoted by the letter V. In
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The weak spot of SBCs

Card
Game

Inspecting SD card performance in single-board
computers. By Federico Lucifredi

this case, V10 once again delivers
10MBps, with the higher V60 or V90
(90MBps) intended for high-rate or
high-definition video capture.

Bus specification could be a bottle-
neck for very high I/0 speeds, but it
is not generally a limiting factor for
SBC computers. Ultrahigh speed I
(UHS 1), denoted by an “I” marking,
delivers a bus speed ranging between
50 and 104MBps.

These metrics focus on sequential
operations. A distinct random ac-
cess performance metric is defined
by the Application Class (letter A),
commonly found in the Al notation.
An Application Class 1 SD card will
deliver at least 1,500 input/output
operations per second (IOPS) of ran-
dom read performance and 500 IOPS
in random writes. Although not as

i—lf] 777 _

Figure 1: The modern take on the in-keyboard computer: the Raspberry Pi 400.
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Figure 2: SD cards of various sources test your label-reading skills [5].

impressive, a card guaranteeing Al-
level performance will not encounter
problems during OS boot because

of system logging, as some cheaper
cards have been known to. A higher
specification of A2 exists, but it re-
quires additional hardware to operate.

Testing the Theory

Our old friend gnome-disks [4] makes
a return, its convenient visualization
of results still unrivaled. Running a
benchmark on the SDHC medium
supplied by the Raspberry Pi Founda-
tion with the computer (a SanDisk
C10, U1, Al microSDHC I with 16GB

of capacity) shows the card handily
exceeding its specified minimum limits
(Figure 3). Testing demonstrated ap-
proximately 45MBps of throughput
with a read latency of half a millisec-
ond. This test did not include a write
component because I could not un-
mount the boot device as required by
the built-in benchmark, but an equiva-
lent test can be carried out at the com-
mand line if using some care.
Entering dd [6] to a valid path
on the filesystem, you avoid test-
ing the performance of a virtual
filesystem like /tmp and purge all
caches, as discussed in the previous
article, to avoid interference in the
measurements
(Figure 4).
The result-
ing 21.2MBps
=5 matches the
hard limit of the
: Raspberry Pi
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SD card reader, which is rated at a
maximum of 25MBps and reportedly
cannot exceed 22MBps in actual use.
The Embedded Linux wiki maintains
an extensive library of SD card per-
formance results from a variety of
vendors [7], as measured on Rasp-
berry Pi devices, and it is a useful
resource to keep in mind. [
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Figure 3: The gnome-di sks read benchmark on a SanDisk A1 U1 card.
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Figure 4: Testing the boot volume write performance from the
terminal.
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